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. o CAUSE NO. 1-16-251
© + HI-LINE SUPPLY, INC, | INTHE DISTRICT COURTOF . &
 : Petitioner, ‘ ‘ '

v ' ROCKWALL COUNTY, TEXAS - .

Respondent. : 382nd JUDICIAL DISTRICT

' COMMUNITY BANK’S RESPONSE TO PETITIONER’S RULE 202 PETITION.
" TO THE HONORABLE JUDGE: | S
RESpﬁngient, Cgmm;jty Bank, Inc. (“Community Bank™) files thié response to Hl-Lme

. Supply, Inc.’s (“Hi-Line™) request for Rule 202 pre-suit deposition(s) and, in support_of same, . .. e

©. 7 would regpectfully show the Court:

I
INTRODUCTION

This matter arises from acts of cyber-fraud perpetrated on Hi—Liné’s cumputéf Systetm
'";Wheanij’Lihe' opened its account with Community Bank in July 2009, Hi-Line 51gned IR P
© " Community Bank’s On-line Banking Agreement and a Commercial Customer Automated . ‘
~ Clearing House Participation Agreement (“Agreementﬁ”:). Under the terms of the Agreements;. R
'Hi-Line was responsible for all tansfers and payments authorized using its specific user . .. li
“identification (known as “NetTeller ID”) and perscnal identification mumber (“PIN”). On .
Aug_ustl 20, 2009, Hi-Line accessed Community Bank’s online banking system and instructed e
" Communiity Bani to issue an automated payment for compeny payroll in the amount of .. . .
. 324,957;13_:3',‘ Later that day, Hi-Line accessed the Onﬁimf banking system ‘twice more and . ;
‘instructed Commumity Bank to issue separate automated payments for company payroll in the .

amounts of $24,737.86 and $24,737.86. Since all three payments were requested using.
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'., .HiuLinf:is‘_Net?eller’I‘D and secret PIN, Community Bank’s compuiter éygtem honored all three._ _ 5
| ‘Tequests. :vUnbeknownSt to Community Bank, and most likely Hi-Line, online hackers had. :
breached Hi-Line’s computer system, obtained Hi-Line’s 1D} and PIN using shadow software, -'
and instracted the second arid thifd payroll requests. Aftei Community Bank was informed of *
the sip.}ation, it immediately attempted to cnile:c:t or stop payment on the second and third
! pgyjnent' requests, but was vmsuccessful. Community Bank responded to all of Hi-Line’s :'
mqulrles fegarding criminal breach of Hi-Line’s computer systems and the aforementioned. .

transfers. |
‘ " Hi-Line requested Rule 202 pre-suit deposition(s) allegedly tc invesﬁgate a potential
“claim against Community Bank. However, Hi-Line is not entitled to a Rule 202 deposition -

©  because it fails 1o support the allegation that a pre-suit deposition may prevent a failure or delay

of justice.
o T ARGUMENT -

. This response is supported by the Affidavit of Scott Ramsey, Community Bank’s | .. ...

. Executive Vice President, attached hereto as Exhibit “A”. o R
Texas Rule of Civil Procedure 202 allows an entity to petition the court to authorize apre-  ~ L

" suit deposition in two distinct and separate circumstances: (1) to perpetuate or obtain testimony =~ | e

e W e

" for use fn anficipated suit; or (2) to investigate 2 potential claim or suit.” Whichever direction the s
' petitiongr chooses dictates whether the requested relief is available. Here, Hi-Line Tequests
7 " permission to take the deposition of Community Bank’s corporate representative(s) under Rule = = T

202(d).

" ¥ In re Denion, 2009 WL 471524, *1 (Tex. App. —Waco, 2009).
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A, Petitiofier’s Requested Deposition Will Not Prevent a Failure or Del:iy of Justice. S

Ifa pcﬁitioner requests a deposition to obtain testimony for use in an anticipated suit, the.. - - l

o “ial court nust find that allowing the petitioner to take the requested'depositién nﬁéy prevent .k

afaumrc “or delay of justice > However, if-the petiﬁbner Tequests a .deposifioﬁ 10 investigafe e
" apotential claim, the trial court must find that the likely benefit of allowing the petitioner to.take . ...

s o

~ the regEsted deposition to investigate a potential claim outweighs the burden or e};pé{s.e of the - L

: proceduxe3  Becguse petitioner’s request for a Rule 202 deposition specifically states_the . :

deposition may prevent a failure or delay of justice, the petition is actually brought under Rule . L
' 202,l(b), i.e., the need to obtain testimony for use in au anticipated suit.

* Even though the burden is on Hi-Line to make the required showing,® Hi-Line has .plad B i

R,

1o facts or arguments in the petiticn fo suggest how or why a pre-svit deposition may prevent __. . i

" " d failure of delay of justics. Scott K. Ramse-y“, Exscutive Vice-President for Community Bank o

sjpce 1997, explains Cormunity Bank has fully cooperated with Hi-Line in investigating the _ ' . . .

" matter. (Affidavit 2 and 910-14). For example, Mr. Ramsey and Gary 'E\'ians, President of . -
" Hi-Line, pérsqnaliy responced to all of Hi-Line’s questions about the hacking incident, . i
" (Affidavit 712). Additionelly, Mr. Ramsey provided Hi-Line all the information he was able to o
gather "r'egarding' the hacking of Hi-Line’s computér system znd subsequent bank requests, =
mcludmg'rhedam and times of the requested transactions, the number of requests, and the 1P { o
addresses, (Affidavit 912). Community Bank hes filed a criminal compliant with the Federal | 1 _
‘Bureau of Investigation, and is currertly conperating with that investigation. (Affidavit q12).

" Community Bank has heen pro-active in its investization and displayed a willingness to help

s £
TIIA st ‘(S‘:'

CPTEX. R, GV, P 202.4(a)(1); see also In re Denton, 2009 WL 471524
3 TEX.R. CIV. P. 202.4(=)(2); yee also In re Denton, 2009 WL 471524 at *2.
4 petitionér Dell Failed to meet its burden, conditionally granting mandamus relief and ordering trial court to vacate o

o its order granting Rule 202 petition). . , et e
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Hi-Line' in its investigation. For that reason alove, there is no reason to conduct. pre-suit. ... +-.
deposition(s).

Notably, Community Bank is an established business in Rockwall, existing for more than, . . ‘ i

40 years” (Affidavit 4). " Comimunity Banik Has n intentions of moving; closing-or-being. .- &+ s

unavaﬂable for later examination should a lawsuit be filed. (Afﬁdavit'ﬂ,lfl).” Sinﬁlarly,...
::'Mr. Ramsay, ﬁ}e Eikéi}{ witness for a daposiﬁ@n., has no plans to leave Community Baxﬂcorhls
community. (Affidavit {14). Because Community Bank and all persons with knowledge of the- B
‘hacking incident plan 16 be evailable to appear or testify in the future (Affidavit 114), denial
' of the petition for pre-suit discovery will not result in any delay or failure of justice.’
It is cléar from the face of the Rule 202 Petition that if the Court allows Hi-Line - ST
to conduct a pre-suit dsposition of 3 Comrunity Bank corporate representative, Conunumry ﬁ
Bank will run the risk of having to present the same deponent for deposition a second time g
“because 6 the Breadth nd scope of information Hi-Line intends to elicit from a witness and the - |
" potential joinder of additional parties. Having *o produce the same witness twice for ”dépositi.oﬁ
'. ?Will result in a significant, unnecessary burden upor Community Bank and will give Hi-Line .,
_“two bites at the apple.” That is nof the intent of Rule 202. The risk of multiple depositions can . o
“ be completely avoided should Petitioner file suit and then request a deposition of a corporate | ., | .
 representative of Community Beank, - [ P I
Based on the lack of factual support or allsgation, thers is no reason why Petitioner’s . .
sfituat_iq;(‘;_f._s 50 tnique es to require special remedy ebove and beyond the standard discovery rules _

that apply to all lifiganis. Pefitioner bas identified no exigent circumstances, such as a witness, ... L. .

*See In re Hocheim Prairie Farm Mut. Ins, Ass’s, 115 8.W.3rd 793, 796 (Tex, App.—Beaumont 2003, orig. "~
“proceediiip) (vacating a tifal court’s granting of a petition’ For pre-suit deposition in pari because the Petitioner
' adduced 116 évidencz of the imminent loss of the witnesses’ testimony); Inre Campos, 2007 WL 2013057 (Tex. . . ...
App —Fort Worth, orig. proceeding) (holding that trial court abnsed its discretion in ordering pre-suit deposition in C e e
"absence of requisite showing of failure or delay of justice or that the benefit outweighs the burden). 5
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. m e n—— .,_« —

’who wﬂl Be unavaﬂable for deposition or ‘trial, which would trlgger the need to perpetuate

testimony’ ﬂnough a Rule 202 pre-suit deposition. Accordingly, the Court should deny thé'

-, petition for pre-suit deposition.

' "B Thie Bieadth and Scope of Information Sunght i’ Pre-Suit Deposition by Peﬁtmner = 4.

o |18 UnwWarranted and Outside the Intent of Rule 202 ot e e
When & petitioner Tequests a pre-suit dsposztlpn to obtain testimony for use in an .

o antzczpa’tedsuﬁ, th':’ trial court may only grant such testimony as would be neccsé,ary to prevent

- - afa:lure ."F dg:lzﬂxly of j.ustice.6 Consequently, the‘pmposé and intent of Rule 202 is not to allbvs..'z ”

e P e S N

et g petitiohier 10 condact” full-blown discovery but rather to “peek under the tent” of the - i .
respondent’s defenses o the extent necessary to prwmt a feilure or delay of justice,
Hl-Lme s Rule 202 Petition axceads the intent of Rule 202. In Section IV of its Rule 202 -

' Peﬁtion""‘l-f{iu!;i'ne lists seven categories cf information it expects to elicit from Cémmunity

Bank § Witness du*‘mg aepomtmn gach with 2 1o § oubﬂategﬂneq _Consequently, ata n‘ummum,

Hl-Lme m’tend-; ‘to ‘question the deponent about ar leasr 14 to 35 topics, including 1nfomatmn

" that has .;gl'gpaqy;been given by Community Bank to Hi-Line, such as: (1) the IP information of. _ ___*_

" éach person who accsssed Hi-Line’s accounts; (2) *he date @nd time each person accessed R

~ Hi-Ling’§ gccounts; (3) informiation concerning Community Bank’s investigation of the hacked =~ .
transactj'oﬁg';;» and (4) Cor‘;nmmiﬁr Banl’s aftempts to stop or reverse.thesé'transactions. Other, = _
‘:-',infonna"c’ioi}"expmtﬁd tc be elicited drring pre-suit deposition testimony includes confidential S

"and/or trade secret information, such zs: (1) inforroation about Community Bank’s security. .. x
system; (2) Community Bank's training materials for on-line banking; and (3) information about -

' ‘:ﬁ';ﬁiouj’f%c@ufﬁy breachss at Community Bank. Such broad areas of inquiry were not intended. . .. . 1

 within the scope of Rule 202. A T

' '_'5 TEX. R. CIV.P. 202 4(a)(1); see also In re Denion, 2009 WL 471524 at #2.
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THOMPSON COE Faw: 21468802753
. I . T T ITTE '
' CDNCLUSIONANDPRAYFR - R

H1 Line* s Rule 202 Petition should be denied with regard to all pre—smt dxscovery sought

e - from CCotnmagity Bank because Hl—Llne nas not amf‘uiated ey 1mmmem ﬂ):reat

n
o,

binh i, e %..». N-& wv:_v -—_,g-...ﬂ.._ s, :_”‘____“_l__v__ﬂl_“_:_' . ‘_,_:',.A_ B " __WL .,,.L

CogEe

" bea fallure orF delay of justice if pre-suit discovery is not allowed or that there is a compelhng

—— = m——n e ——

R ' neéct 0 perpemate any testimony pre-suit. Addmonaliys Hi-Line has not shown any danger that - e

the disc‘overjr it sezks would not be available in litigation. Finally, the information intended to be
“'."el'icitédj"b}f"’ﬂ%{;ina diring pre-suit deposition hes either already bsen riiiﬁilge;d oris ovfex'-l'y bféé&,
ST eonfidential, aud unsélated to the matter at hand. i
For these reasons, Respondent Community Bank, Tnc. respectfully requests that the Court ‘
deny Petitioner Hi-Line Supply Inc.’s Rule 202 Petition with regard to all pre-suit diécavérj}: t |
‘. ~sought from Respondent and for suoh other and further relief to which Respondent is justly ... ...

entitied.

keczpectfully suhmtited,

% IRONS, L.L.P.

By:

[/ o X
“-}ﬁ'z"‘{‘“ L. Sowder” ,
Syhte Bar No. 18863900
L, Flaza of the Am&ncas _
7 700 M. Pearl Street, Twenty-Fifih Floor
Dallas, Texss 75201-2832°
Telephone:  (214) 871-8267
Facsiraile: (214) 871-8209  ~° ,
E-Mail: jmwdergzhompsoncoc com
ATTORNEY FOR RESPONDENT
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CERTIFICATE OF SERVICE

o ‘By my signature above, I hereby certify that a true and correct cap:y of the forcgomg has
" 'been delivefed on this the 20th day of April, 2010, w0 the following counsal of .record- wa_--~ o e
" facsimile: "

“Michael P -Lyois; Esqe-
“Deans & Lyons, LLP
325 N. Saint Paul Street, Suite 1500
© Dallag; Texas 75201
(214) 985-8505 [fax]

James L Sowder
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CAUSE NO. 1-10-251
HI~L1NE SUPPLY ch,

IN THE DISTRICT COURT.OF.... - =

 ROCKWALL COUNTY, TEXAS -

o ”‘CC)MMUNITY BANK INC,
Defendant. o

W L L5 <07 £ 10% T
’ L

_ 382ND JUDICIAL DISTRICT .. T

| AFFIDAVIT OF $COTT K. RAMSEY
po ""STATE'GF Trms §

L '. § l . ) ‘; .
i COUNTY OF ROCKWALL § | : . K RN
Befc)re me, the undersigned notary public,. on this day personally appeared Scott K. .

- Ramscy, WhO, havmg bcen by me duly sworn according to law, dc—‘:pos{-}d and states as fOIlows: ) :

T 1T My ame s Seon X, Ramsey. T am over eighteen (18) years of age, of sound. .. ... -
. mmd and capable of makmg this affidavit. All statements hcre:in are w:tthm my personal-
LT kngwledee dnd ave tride and aorrﬂct.”
2.7 YL am  currently Executive Vwe Precﬂent for Commumty Bank Tne. o
" (COmmUHTY Bank”). T have held that position for aPPIUXU‘lﬂtﬂY eight (8) years and have been . . . | .

‘employﬁﬂ byCommumty Bank since 1997, Community Benk is headquartered in Granbury, ...

" Textas, ind hias & branch bank facility located at 201 E Kaufman, Rockwall, Texas.” . ... .
"3."  “In my capacity as Executive Vice President, I have knowledge of Community

- Bank’s banking practices and procedres” U S Y
TTTTC AT THIn T gpprovimately  June 2009, HiLine Supply, Tne. (“Hi-Line™) 0pened '

a comumercial business fccount at Commiurity Bank’s Foclwall location and requested on-bine .o i

~* baoking sérvices.  In addition, Hi-Line sought to use awtomatsd clearing. house (“ACH”.j_'.._ e
transactions specifically for its payroll. Using these featurss, Hi-Line was allowed to_conduct .. . 1

" banking instructions electronically and without the need for employee assistance. In conjunction - . |

. AFFIDAVIT OF SCOTT K. RAMSEY . * T Pacilors .

© 1508137v1
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w1th these servmes Ph Line agreed to the terms of Cemmumty Bank’s On—Lme Banlqng

Agreement and a Commermal Customer Automated Lleanng House Parm:zpatmn Agreement.”

N “To facﬂltate the on-lme bankmg transactions, Hi-Line was. prevxded

@ldmtlﬁcatIOH nufuber known as the “NetTeller ID Number”. | HisLine was also dssus d S j'
' : an n:nnal personal identification nurnber (“PIN™). After Hi-Line made its initial sign-on to the |
On-lme bankm% S‘fstcm Hi-Line was prompted to immediately change its PJ!N to a number ef its . i 1
chowe. Only Hi-Lire had access to the desz.gm.ted PDL In addition, Hi-Line was provi dedA
oA Cash Managemem User ID and passucrd and was 1eqmred to set up secret questmns and r
_ AnSWers o Lemply withd the banks® multi-factor cmhmt]c ati on program.” -
‘. 76,7 7 “Under the terms of the’ On*Lme Benking Agreement, Fi-Line agteed.:.‘ thet {

it would ot give its PIN or make it ay ﬂi;ﬂbln t0 any other pets . Further, Hi-Line was .

respons1b1e 15 or eﬂ transfers and payments authosized using the NetTeller ID Number aznd 1ts P]N

© Hi-Line also agreed to wijlize a reputable anti-virus ,;teftw.ere om its eqmpmem and. that -sueh Gt

software would be updated.”
7.7 7“On Angust 20, 2009, Hi-Line accessed “he online banking system for the .o .
.':purpese of its initial auwrnated payment tﬂ.rém.pieyees in the emomnt of $24,957.33. Hi-Line’s : | . |
instructioﬂe Wers based on the previously assigned E‘Je’ﬁTeﬂ.er T Number and its &peciallj ..
des1gna fec PIN, ac well a5 the Cash User ID and passwy Wd_"f-‘»ﬁd the muiﬁ:ﬁ?.cmr_.au’(henﬁcatj:)ﬁ. ___,_

. questions and answers.”

'8 “Oc Augnst 20, 2009, an instraction was ma mﬂr on-line hanking system for . - |

"‘payroll i e arrionnt of $24,737 86, with en eﬂ-‘aeﬁve dnte of Angust 21',, 2009, us_.i,ng. I*.Ii-Line?s.,. -
1dent1cal NetTeller ID Number and S"""‘Ia& y-de*xmﬂm ed PIN, Cash, User ID and password and: . ..
- multi-factor authenfizaion questiors and answers, Corrrmmity Pank’s computer SYstem.. .. .ow. . 4% .

AFFmAVIr'.;F,SCOTTK.RAMgm T Pacrzori--
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- honored this ms‘rructmn consistent Wiﬂl the On—Lme Banking Agreement and. Clearing House - e

Pammpatmn Agreement.”

A “Ag:un on August 20, 2009, another instruction was made on the on—lme bankmg

system fax paytoll'in the amotint of $24,737.86; with an effective date of August 24, 2009 uglng

. Hi-Line’s Net_’f eller ID Number and specially-designated PIN, Cash user ID and password 'a_nd

multl-fabtar a*.nmmtlcaimn questions and answers. Comrunity Bank’s COMPULEr SYStem - & v.: - b

- honored this fransaction.” . | | - =
71007 “Gary Evens, President of Hi-Lire, mmscﬁd Community Bank on August 24
2009 m mqur# about what sppeared to hm to be & double-payment for payroll based b

- on Hi-Ling’s first accouint instructions. It was determired that there had been no. exmneou-.s-'- fn L -

duplicate ACH transection and that Hi-Li TBE‘ s NetTeller ID Mumber and PIN were used for. the ' B
' sccond and third transaction orders. However it was discovered that Hi-Line’s COmputer syste.m
o had beeri bieacked. ~ Tlsing informaiion obtaingd diﬁfé;-.e:ﬂ:ar from Hi-Line’s computer systems, . - . | ;
- cmmnaﬂ hackers made the Instructions for the second and thizd fransfer of payments.” . :
11 *Corenyanity Bank immedistely cortasted the banks to which moneys wére.séﬁt e .
| in order to collect or stop payment. However, the basks meportsd that persons had been prompt _ J
+in withdrawing e money and that thisy had no ability to identify the person responsible,” . .
12 T persopally conferred with Mr. Bvans both in 2 meeting and in response .

Ty e-mails Ho respond to all Hi-Line's questions. T provided 1 mﬁmnaamn with respect to the .

tion obtainsd fr rom Hi-Ling’s hanking account to .iraclude, the dates and ..

" hackers’ uge of informz

times of the requzsted transastions, the r‘umb or of requests, and the TP addresses. Mr. Evans. a.nd

- Idiscussed the conszquances of the persons who had the ability to breach Hi-Line’s computer . ... ..

| SeCUrity TSYStEIE 9 Perpetuate this crime I resporded to all of Mr. Bvans’ inquiries and |

" "AFFIDAVIT OF $COTT K. RAMSEY - - PAGE 3 OF 4
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v 7 no mtentions of the tark moving, closiﬁg, or being unavailable for later examination should.

o of Invesﬁgatlon aﬁ‘i‘i‘i‘s cooperating 'iﬂ'ﬁlat. i‘;g;‘fésﬁga‘;:ioni”' T

] lawsui’t Be bicught. Pwther I &mt!c*pate that because I have 13&1501131 lmc»wieclge of the bank § e e
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TR S,

questxons I explamed to Mr Evans mat there wag mthmg ﬁlrthm thr:: bank could pursie - Sl i

to recap‘mre the transferred funds of approximately $49,000.” ' - ﬁ ; :

SRR S —

13—“‘_-Cbm}ﬂmnty Bﬂl’lk ﬁi&d BCHDHIlﬁl 'cénipléint VViﬂil rhe Federal Bureau

e = Conuiiity Bank has been in exisience siace Jomuary 1970, Thors. P

e i e na s s el

K operatmns investigation of the criminal activity dmm‘ei oweard Hi-line’s cornuutﬂ‘ Systems

o or examined. Thave no plans to leave the bank or move fiom my community. . I am nnaware '

< and my Imowledze of banking systems, that T will be the person likely to be questioned .

.

- of any circiimstances where I or Community Pack would ba vnavailable to appear or testify in

[ :“the firtire. Canuh u.ﬁ} E:n_l hes not destwcwd ﬁrv e i:u-:'ms ze]atmg to the me:zde::lt c!csmbed

- above orin tﬁﬁ tnvestigation of the crirninal conduct.” SRR

My commission eXplres: 4” 0.'? {?"*0? O/ ‘ff’“ - /

S PHrfhiet affidnit sayeth not.”

Dt
|  SCOTTK. RAW -

Subscribed and swora to befv" me on Azril /9, 2010. : T AT

 NOTARYPUBLIC §
STMEOFTEXAS § .
My Comm. Exp. 04252014 R
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