DATE

7/23/2012
7/20/2012
7/19/2012
7/18/2012
7/17/2012
7/17/2012
7/12/2012
7/11/2012
7/10/2012
7/9/2012
7/6/2012
7/5/2012
7/3/2012
7/3/2012
7/2/2012
7/2/2012
7/2/2012
6/28/2012
6/25/2012
6/25/2012
6/22/2012
6/21/2012

SPOOFED BRAND

FedEx

FedEx

Wire Transfer (HTML email, no click)
Airline ticket purchase
Craigslist.org

UPS

UPS

Embarrassing Facebook Photo
Charter Flight Reservation
Don't Forget About Meeting
Charter Flight Reservation
You Pig!

Facebook

Wire Transfer
Hewlett-Packard

Ameritrade

American Airlines

Your Credit Card is Blocked
Privacy Violation/Police investigation
UPS

Kraft / Intercompany Invoice
Xerox

ATTACK TYPE

Zipped .EXE > Andromeda
Zipped .EXE > ZeuS
BlackHole Exploit Kit > ZeuS
Zipped .EXE > Cridex/Zeu$S

BlackHole Exploit Kit > ZeuS/Cridex/Dap: 2 out of 42

Zipped .EXE > Katusha/ZeuS
Zipped .EXE > Cridex/Dapato
Zipped .EXE > Andromeda

Zipped .EXE > Generic Bad thing
Zipped .EXE > Cridex

Zipped .EXE > Andromeda/Dapato
Zipped .EXE > ZeuS/Cridex

Zipped .EXE > Andromeda

Zipped .EXE > Cridex/Dapato
Zipped .EXE > ZeuS/Cridex/Dapato
BlackHole Exploit Kit > ZeuS/Cridex
BlackHole Exploit Kit > ZeuS/Cridex
Zipped .EXE > ZeuS/Cridex/Dapato
Zipped .Exe > ZeuS/Andromeda
Zipped .EXE > Zeus/Cridex

Zipped .EXE > Cridex/Dapato
Zipped .EXE > ZeuS/Cridex/Dapato

INITIAL VT DETECTION RATE LATEST VT RATE
7 out of 41 27 out of 41
10 out of 41 34 out of 41
7 out of 41 27 out of 41
18 out of 42 31 out of 42
26 out of 42
13 out of 42 25 out of 42
5 out of 41 34 out of 42
6 out of 42 31 out of 42
2 out of 42 N/A
7 out of 40 32 out of 42
9 out of 42 32 out of 42
16 out of 42 36 out of 42
4 out of 42 31 out of 42
12 out of 41 32 out of 42
4 out of 42 39 out of 42
4 out of 42 32 out of 42
4 out of 42 32 out of 42
16 out of 42 33 out of 42
16 out of 21 16 out of 21
12 out of 42 33 out of 42
19 out of 42 24 out of 42
4 out of 42 37 out of 42



https://www.virustotal.com/file/d1bb8deb23f15535ab900c380d09855dc53d67dc72fb2fa463c993adf2b1a876/analysis/
https://www.virustotal.com/file/1e23c4036fa149980006de569d420128cad598572e4b529f668682c1bbeb436c/analysis/
https://www.virustotal.com/file/78153b400bee0dfed99a2fd0824d451a7cec26ba97bbea7fce36ec6c90ab54a3/analysis/
https://www.virustotal.com/file/ea746d0ecaa306b291aa1e97daf88ae0af2d7c8cf2ccb5a6b0975df295a9c40b/analysis/
https://www.virustotal.com/file/944ad401269ce6d05e670ebf8c1dbf1b870b8c3e4debaaf93b7290f0a1c2c196/analysis/1342549706/
https://www.virustotal.com/file/944ad401269ce6d05e670ebf8c1dbf1b870b8c3e4debaaf93b7290f0a1c2c196/analysis/1342549706/
https://www.virustotal.com/file/c60518c7f339e9c23085acaa84ea4ce043e739645b2c1475ff531caff06627c6/analysis/
https://www.virustotal.com/file/f8a166bd8d24e1566bf4ac02a0012dcfa553b2e3d68eeb362e6941083fdec53b/analysis/1342098271/
https://www.virustotal.com/file/f8a166bd8d24e1566bf4ac02a0012dcfa553b2e3d68eeb362e6941083fdec53b/analysis/1342098271/
https://www.virustotal.com/file/d84dc2e94d3bb459bd435974707a4b90bac1065e19197f6c26671dca7da872c4/analysis/
https://www.virustotal.com/file/77cc1e2b5659f65085e39a05cea6fb077a60e5c07649eff384bfcaf7796aa616/analysis/1341927316/
https://www.virustotal.com/file/533f87fa41ec80007e5e72ba2fa6fa0b43eaf672be1120a84b9cc687d940f3d5/analysis/
https://www.virustotal.com/file/a954dc2b2e4d5e94881b6bb519cdba519a0fd2c895df8f359fd2d22f1d30d62d/analysis/
https://www.virustotal.com/file/5545742db16e35fddb2958d494ff293d71387d66b0a4f75b426c80fd45d0bc95/analysis/
https://www.virustotal.com/file/378606f9b9968d93d9fcb614595b60659f1cea4643a378b8377960879e80389d/analysis/
https://www.virustotal.com/file/200a9f8e8ffc66c8043a5098b794912b7ddc16698f3769a20a744b6ada0c96c2/analysis/
https://www.virustotal.com/file/a4a266c902182107a6c4d74e795b1c8fe9396c67326eaf5aac52ad75755fcd30/analysis/1341255023/
https://www.virustotal.com/file/a4a266c902182107a6c4d74e795b1c8fe9396c67326eaf5aac52ad75755fcd30/analysis/1341255023/
https://www.virustotal.com/file/0ffbbbf0e301f86752bea68b8fc9bd258914d5c1c2635128634ae767be2adadd/analysis/1341247554/
https://www.virustotal.com/file/0ffbbbf0e301f86752bea68b8fc9bd258914d5c1c2635128634ae767be2adadd/analysis/1341247554/
https://www.virustotal.com/file/0ffbbbf0e301f86752bea68b8fc9bd258914d5c1c2635128634ae767be2adadd/analysis/1341243799/
https://www.virustotal.com/file/0ffbbbf0e301f86752bea68b8fc9bd258914d5c1c2635128634ae767be2adadd/analysis/1341243799/
https://www.virustotal.com/file/e5c6682623cdf681062575bbcd30ce19fe55df68e21e333d6ee8afd3aded2595/analysis/1340902084/
https://www.virustotal.com/file/e5c6682623cdf681062575bbcd30ce19fe55df68e21e333d6ee8afd3aded2595/analysis/1340902084/
https://www.virustotal.com/file/0808ab12e4142324bde6dfc1059e56a97efaed676549d4a5946d1f609a2f3d56/analysis/
https://www.virustotal.com/file/7d670c29de1ca49feff07490f46603df5b691f9c8c7d12ed09ebb5f8987ba057/analysis/
https://www.virustotal.com/file/37c5a8265069d7c815bc06ad1056ef00bb42944185bfce6e626f27d0e8914443/analysis/
https://www.virustotal.com/file/dfa733e72d557336a43f718636b4cedcde1ab9fc8d9ca62fed70433fb2c27ad3/analysis/

