
DATE SPOOFED BRAND ATTACK TYPE INITIAL VT DETECTION RATE LATEST VT RATE

7/23/2012 FedEx Zipped .EXE > Andromeda 7 out of 41 27 out of 41

7/20/2012 FedEx Zipped .EXE > ZeuS 10 out of 41 34 out of 41

7/19/2012 Wire Transfer (HTML email, no click) BlackHole Exploit Kit > ZeuS 7 out of 41 27 out of 41

7/18/2012 Airline ticket purchase Zipped .EXE > Cridex/ZeuS 18 out of 42 31 out of 42

7/17/2012 Craigslist.org BlackHole Exploit Kit > ZeuS/Cridex/Dapato2 out of 42 26 out of 42

7/17/2012 UPS Zipped .EXE > Katusha/ZeuS 13 out of 42 25 out of 42

7/12/2012 UPS Zipped .EXE > Cridex/Dapato 5 out of 41 34 out of 42

7/11/2012 Embarrassing Facebook Photo Zipped .EXE > Andromeda 6 out of 42 31 out of 42

7/10/2012 Charter Flight Reservation Zipped .EXE > Generic Bad thing 2 out of 42 N/A

7/9/2012 Don't Forget About Meeting Zipped .EXE > Cridex 7 out of 40 32 out of 42

7/6/2012 Charter Flight Reservation Zipped .EXE > Andromeda/Dapato 9 out of 42 32 out of 42

7/5/2012 You Pig! Zipped .EXE > ZeuS/Cridex 16 out of 42 36 out of 42

7/3/2012 Facebook Zipped .EXE > Andromeda 4 out of 42 31 out of 42

7/3/2012 Wire Transfer Zipped .EXE > Cridex/Dapato 12 out of 41 32 out of 42

7/2/2012 Hewlett-Packard Zipped .EXE > ZeuS/Cridex/Dapato 4 out of 42 39 out of 42

7/2/2012 Ameritrade BlackHole Exploit Kit > ZeuS/Cridex 4 out of 42 32 out of 42

7/2/2012 American Airlines BlackHole Exploit Kit > ZeuS/Cridex 4 out of 42 32 out of 42

6/28/2012 Your Credit Card is Blocked Zipped .EXE > ZeuS/Cridex/Dapato 16 out of 42 33 out of 42

6/25/2012 Privacy Violation/Police investigation Zipped .Exe > ZeuS/Andromeda 16 out of 21 16 out of 21

6/25/2012 UPS Zipped .EXE > Zeus/Cridex 12 out of 42 33 out of 42

6/22/2012 Kraft / Intercompany Invoice Zipped .EXE > Cridex/Dapato 19 out of 42 24 out of 42

6/21/2012 Xerox Zipped .EXE > ZeuS/Cridex/Dapato 4 out of 42 37 out of 42
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