FILED

STATE OF NORTH CAROLINA IN THE GENERAL COURT OF JUSTICE
COUNTY OF MECKLENBURG:ZQ,Z M3 f 2 ?fUPEm?ig\?ﬁ%}gN
PARK STERLING BANK, ;;iﬂlu GOy 086,

Plaintiff, -
Ve COMPLAINT
WALLACE & PITTMAN, PLLC,

Defendant.

COMES NOW Park Sterling Bank (“Plaintiff” or “PSB”), by and through the
undersigned counsel, and complains of Wallace & Pittman, PLLC (“Defendant”) as follows:

PARTIES, JURISDICTION, AND VENUE

1. Plaintiff Park Sterling Bank is a banking institution organized and existing under
the laws of the State of North Carolina, with its principal place of business in Charlotte,
Mecklenburg County, North Carolina.

2. Upon information and belief, Defendant Wallace & Pittman,- PLIC is a
professional limited liability company organized and existing under the laws of the State of

North Carolina, with its principal office and place of business in Charlotte, Mecklenburg County,

‘ North Carolina.
3. This Court has personal jurisdiction over Defendant pursuant to N.C;_.'Gen. Stat. §
1-75.4.
4. This Court has jurisdict’ioh over the subject matter of this action pursuant to N.C.

Gen. Stat. § 7A-240 and § 7A-243 because the amount in controversy exceeds $10,000.
5. Venue is proper in this Court pursuant to N.C. Gen. Stat. § 1-79 because

Defendant is loc,éted in and transacting business in Mecklenburg County, North Carolina.



FACTS

6. The allegations of the preceding paragraphs of the Complaint are feferenced and
incorporated herein as if set forth in their entirety.

7. Defendant is a law firm that, upon information and belief, routinely handles real
estate transactions. From. approximately December 2008 until June 2012, Defendant was a
commercial banking customer of PSB. During that time, Defendant maintained as many as three
deposit accounts with PSB and utilized online banking services.

8. One such deposit account was ‘an IOLTA Trust Account, :established pursuant to
an account agreement between PSB and Defendant, dated December 17, 2008, which
incorporated by reference certain additional terms and conditions for the account (the “Accouit
Agreement”). A true and correct copy of the Account Agreement with redacted confidential
information and account numbers is attached heretg as Exhibit A.

9. PSB and Defendant are also parties to an agreement entitled “Treasury
Management Products Customer Agreement,” dated January 7, 2009 (theé “Treasury
“Management Products Aéreement”),_ which provides the terms and conditions applicable to
various online banking services, including Defendant’s electronic access to its accounts and use
of PSB’s electronic funds transfer services, A true and cérrec’t copy of the Treasury
Management Products Agreement with redacted confidential information and accomvlt numbers is
attached hereto as Exhibit B.

10.  Pursuant to the Treasury Management Products Agreement, Defendant received
access to a sécured service that allows designated employees of Defendant to access Defendant’s

account information and to order funds transfers electronically, including wire transfers, from

Defendant’s accounts.



11. At Defendant’s request, Judith Roberts, an employee o_f Defendant, was an
authorized user with access to Defendant’s accounts. Roberts was authorized to order funds
transfers, including wire transfers, ._ﬁ'om Defendant’s IOLTA Trust Account.

12.  The Treasury Management Products Agreement provides-that Def‘endanf_ shall be
solely responsible for protecting against unauthorized access to the secured online bankihg
service through the use of physical security, passwords, and other security procedures.

13. Unde;r the Treasury Management Products Agreement, Defendant has assumed
the risk of using the elecﬁonic funds transfer services to send wire transfers, and has agreed to
indemnify, defend, and hold PSB harmless. for processing any request or executing any transfer
that is received by Defendant upon proper execution of the security procedures.

14. PSB and Defendant agreed that the authenticity of payment orders issued by
Defendant to PSB would be verified pursvant to security procedures that included, among other
things, verification of Defendant’s user name, password, pin number, and use of challenge
questions. Defendant was provided information about the creation and use of user name,
password, and other security measures in a Cash Management User Manual.

'15.  PSB offered Defendant an additional security procedure by which wire transfers
would be required to be authorized by two representatives of Défendant,also known as “dual
control.” Defendant declined to accept this additional security procedure, opting instead to allow
a single firm representative to initiate wire trans,fer orders. -

16.  The security procedure agreed to by the parties is and was a commercially
reasonabie method of providing security against unauthorized payment orders.

17. At approximately 2:58 PM EDT on May 9, 2012, PSB received a wire transfer

order from Defendant in the amount of $336,600.61. The wire transfer request was sent using



Defendant’s legitimate user name, password, pin number, and challenge question responses and
appeared to come from an authorized representative of Defendant, Judith Roberts. In addition,
the wire transfer request originated from an internet protocol address used for past wire transfers
received from Defendant, inclﬁding__ a wire transfer order placed by Defendant earlier on May 9.

18.  The wire transfer directed payment to a domestic beneficiary bank, JP Morgan
Chase; in New York.

19.  PSB accepted the wire transfer order in good faith.

20.  PSB accepted the wire transfer order in compliance with the security procedures
previously agreed to by Defendant and PSB.

21.  PSB processed the wire ‘-transfer order through the Fedwire system, using an
intermediary bank, Pacific: Coast Bankers Bank to facilitate the wire transfer payment to the
beneficiary bank, JP Morgan Chase. The wire transfer order was completed, and upon
information and belief, the:funds were paid to JP Morgan Chase in New York for the benefit of
the beneficiary identified in the wire transfer order, who was listed-as being located in Moscow,
Russia.

22.  Upon information and belief, Defendant later received on May 9 electronic
confirmation of the wire transfer order. After receiving the electronic confirmation, Defendant
contacted PSB and stated that the wire transfer order was not authorized.

23.  Defendant later informed PSB that there had been an electronic intrusion on one
or more computers at Defendant’s offices. The intrusion resulted in the surreptitious placement
of keylogger malware on'one or more of Defendant’s computers.

24.  Upon information and belief, an unknown person (or persons) used the keylogger

malware placed on Defendant’s computer(s) to obtain Defendant’s legitimate online banking



user name, password, pin number, and challenge question information. An unknown person (or
persons) used the online banking information so obtained, then mimicked a legitimate internet
protocol address used by Defendant for past wire transfers, and successfully placed the wire
transfer order.

25.  Once notified of the suspicious transaction, PSB attempted to reverse the wire
transfer order and to retrieve the funds, but was unable to do so. The t’ran,s‘:fen_:edv funds were paid
out of Defendant’s IOLTA account on'May 9, 2012.

26.  On May 9, PSB provided a provisional credit to Defendant in the amount of
$336,600.61 so that Defendant could avoid an overdraft of its IOLTA Trust Account and to
allow a period of time for the possible return of the wire transfer funds.

27.  No funds were recovered, and PSB informed Defendant by letter dated May 29;
2012 that it would debit the amount of the wire transfer against Defendant’s IOLTA Tru-st

- Aceount on May 31, 2012,

28. On May 30, 2012, Defendant instead filed a Complaint against PSB in
Mecklenburg County entitled Wallace & Pitrman, PLLC v. Park Sterling Bank and Park Sterling
Corporatz'on; Case No. 12-CVS:=10473. Later that day, Defendant obtained a temporary
réstra.inin_g order that enjoined PSB from debiting any amount from Defendant’s IOLTA Trust
Account to pay for the wire transfer.

29.  After the temporary restraining order was issued, Defendant removed the
remaining funds in its IOLTA Trust Account (and other PSB accounts), either paying those
funds out to third parties or trarisférr-ing the funds to accounts opened at another banking
institution. " As of June 25, 2012, thé three accounts Defendant held at PSB all had zero balances.

The complaint has now been dismissed.



30.  On June 25, 2012, Defendant sent a letter to PSB (dated June 21) requesting that
PSB close Defendant’s IOLTA Trust Account, operating account, and escrow account. PSB
complied with Defendant’s request, closing the accounts on June 25, 2012.

31.  Defendant has refused and continues fo refuse to reimburse PSB the provisional
credit extended in the amount of $336,600.61.

FIRST COUNTERCLAIM
(Breach of Contract)

32.  The allegations of the preceding paragraphs of the Complaint are referenced and
incorporated herein as if set forth in their entirety. |

33.  The Treasury Management Products Agreement provides that Defendant shall be
solely responsible for protecting against unauthorized access to the secured online banking
service tﬁough the use of physical security, passwords, and other sec_u‘rity procedures.

34.  Under the Treasury Management Products Agreement, Defendant. has assum¢d
the risk of using the e’:lectronié funds transfer services to send wire transfers, and has agreed to
indemnify, defend, and hold PSB harmless for processing any request or exeﬁutin_g any transfer
that is received by Defendant upon proper execution of the security procedures.

35. The Account Agreement provides that the contractual relationship between the
parties is subject to Article 4A of the Uniform Commerciai Code, which provides certain rules
applicable to electronic funds transfers, including an allocation for risk of loss between the
parties.

36.  Pursuant to Article 4A, the May 9, 2012 wire transfer was effective as an order of

Defendant, who is liable for any loss resulting from the tra_n'sfer_.(



37.  Pursuant to the terms of the Account Agreement and the Treasury Management
Products Agreement, Defendant is liable to PSB in the amount of $336,600.61 as payment for .
the May 9, 2012 wire transfer.

SECOND COUNTERCLAIM
(Conversion)

38.  The allegations of the preceding paragraphs of the Complaint are referenced and
incorporated herein as if set forth in their entirety.

39.  Defendant has removed $336,660.61 from its IOLTA Trust Account with PSB
without 'authoriéation or legal right.

40.  Defendant is liable to PSB in the amount of $336,600.61 as payment for the May
9, 2012 wire transfer, . |

WHEREFORE, Plaintiff respectfullybrays’that;

1. Plaintiffrecover actual damages in the amount of $336,600.61;

2. Plaintiff be awarded pre and post-judgment interest;

3. Plaintiff recover its costs, expenses, and attorneys’ fees as provided by law;

4 Judgment be entered in favor of Plaintiff; and

5. Plaintiff have such additional relief as it may be entitled to under the facts and the

applicable law.

~rd. v
' Thjs%__ day of July, 2012. !

John H. Cobb (N.C. Bar No. 17052)
J. Curtis Griner (NC Bar No. 41281)
McGUIREWOODS LLP

201 North Tryon Street, Suite 3000
Charlotte, NC 28202-2146

T: (704) 343-2000

F: (704) 343-2300

Attorneys for Plaintiff Park Sterling Bank



EXHIBIT A
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Account Agreement

Institutian Name & Address

Park sterling Bank
Southpark Brandh
6816 Morrigon Blvd
Chaxlotte, NC 28211
(704) 73%-7800

IMPORTANT ACCOUNT OPENING INFORMATION: Faderal law requlres
8 to obtain sutilclent information to verify.your identity, You may be
asked several questions and to provide one'or morg fosims of
identification to fulfill this requirement, Insome Instances wa may use
outside sources 1o confirm the Information, The Information you provide
1s pratected by our privecy polloy and federsl law,

[l 1t-checked, this (s 8. temparary-aseount agreement, .

" Enter Nomlndividuat Owier Information on pags 2, Thore ls additional
Owner/Signer Information.apace. on page 2.

Date: _12/17/08

Internal Uss ouTa ckg
Account Title & Address

WALLACE: & PITIMAN,: PLLC
IOLTA TRUST ACCOUNT
2103 Rexford Road

Suite 100-E

Charlotte NC 28211

Ownership of Account

. | The spesified ownarship will remain the same for all aécounts,
[ individual (W} ‘.{gim wltﬁ No s%rvivorship

190801 In COMMO!
D BANK JOINT ACCOUNT VWITH RIGHT OF SURVIVORSHIP 6,8, 3 53-146,1
You urderstand thet by: establishing a Joint account under-the provisions of North Coroflne
Ganml Stetne § £3-146.1 thatt
. ‘Thae baink muy pay the monoy I the Boctun 1o, 0r0n the order of, any peraon namat In
the m unloes you have siresd with tha'bank that vrithdrawale requirs mors than
one'§ oy atnd
2, Uponthe denth of on| o vwier the maney remalning iy the sasountwil befong to the
swvhrlm an owners: and mn Tio pass by fpherliarica to the helra of the deoreated folnt

oW s-will.
You DO ulm 10 orgate Ihﬁ right of swvl\'ormlp I thl- aoccunt,

X X
Ownei/Signer Information 1 X % v
ttame gtate Bar Foundation L corporation - For Profit L1 Gorporation ~ Noriprofit
Ralstionsip o L] Paripership » [ Sots Froprietorship”
m:sav. oto;) _ ] [d_zimited rdability Company
Adross 1043 B Morehmad St gte 300 Beneficiary Designation
. Charlobte NC 28204 {Chsck appropiiats owrarship above.)
Mal BANK PAYASLE ON DEATH ACCOUNT 6.8, § 53-146.2
it Son puts ot brafiiaty maCaSon
. mnu undqmm «ham mab!lnmsxe n‘ P%yshrlgmo? Beth posount under the provisiens of
Hostia Phone 3~
1. DUﬂ WN" o you mey wiiidrew the monsy i thw sooou
Work Bhone, % By v?rgl1¥m dlromon ¥o tha | bank you; indtvidunlly Zr jointly, may é‘mme the benotiolary of
: el it wlll Belong 15 the bansflo
Miobls Phore & ”Mm'.i’%‘,'.‘a‘ e eiod b vout b 3 50 Eoehod By v
E-Mal X X
Birth Deto .

SSNTN BE-TUTIEE
Gov't tsaued Foto 10
po,. Numbar, State,

ewe utg, Exp. Dete).

Otherdd
(Dswrlption, Detall)

Employes's Naine'
& Addrass
Fravious o
gt 3iH R
Owner/Signer information 2
Name Jafes G Wallace
Relallombip to '
Account (O

and/or s!gnsr, m:.)

423 Chexckeae P1
Charlotte NC 28207-2303

Addrpss

Maling Addrass
Wt ety

Homa Phone
Weik Priong

Moblte Phons

EMplt

Birth Drate

SSHIN
el
tasua Date, EXp Oatl

Other ID
(Desciiption, Datalls)

p7725743 ]
B42-7a-6723

privers Licende pL
) <)
ﬁc_najlzmg, nwzglnﬂ

Employer's Nome Wallace Pittwan & Wekb

& Address

Previous
L Elnanclal Inst

Exiernd® ©2003 Bankors Systems, it Bt Cloud, MN Farn MPMPBKLAZNG 4/15/2004

1] sa 5 mpmsm tae:.=1w7tw;“§h¢|:c:oowre.als. BEUES. o et
A understo #5tal Elug 1t mﬂﬁ u gvkions @
»anh Corolina Gmerey Statute %{FS’J m‘%w%m nanted I the ugi;ount mays.

w md-rmndi ourdeaththornon romalinirg in the eaoout wil be
vwmm!ed by.your will-o1 inhnri{ od by youe' hales, o

D You g{y w0-{his pereonad. sgenoy will ontihua if you subngemlv

Ingompatent,-in ancondance with Noith Carollna General smuu 5 63-146, .3tol.

X ..

The unders!onad authoriza the financial Institution-to nvestigate sredit and amploy--
mam hlstorvsin obialn reports from consumer reporting agencylles} on them es
{ndividuals, Except as otherwlse provided hy law or other documants, aach of the
undors) c?md [} authorlzad to Tnake withdrawals: ﬂom the acnount(sl. ed tha
roqulre numbar ot slgnatures tndlcnted below s sutisfied, The und

personslly and 88, or on behall of, the account ownerls} agreo tu ha terms of,and
acknowlsdge recelpt of copylies) of this documsant and the follow!

B! Privaoy
[ Truth in Savings
Funds Avaitabllity

B Terms and Conditions
T3 vlectronic Fund Transfars
E| Substltuts Checks

Bxyan W Pittman

X

Lx

Number of slgnatures required for whthdrawal
1 personal Agent (Tho last of tho sbovo signers ls a Peraonal Agent.)
Lage! ol 2}

oot Dl lemead liod




Owner/Signer Information

Non-individual Ownert Information
Name' WALDACE & PITTMAN, PLLC

{if nat a "U.S. Person,” cettify forelgn status separstoly.)
TIN: Eﬁ

Name Bryan W Pittuan
Ralatlonship to EIN - EEXELKTED)
Account [Owner = : R
nnd/or Signer, st} Phons {704) 365-B566
Address 600 Ennis Rd Mabla Fhone '

o Waxhaw NO 28173-3716 Ml
Mailing Addrass 1 Typa-of Entity
(it ditteront)

- StataiCountiy & Date

Hotna Phone ot Qrsnization
Work Phone )

g Natwrgot
Mohills Fhona Busipasa
EMal 2101 Rexford Road

oo g Adtress
Birth Dets Hi/3274d Charlotte NG 28211
SSNTN ; . Mailing Addesss
Cov't lssusd Photo 1D | Drivers tdcense. DL {if dHfieront)
(Type; Number, Statd, | ITTADTL: -
isals Dats, Exp. Detel 1M fed ,.,,,»., 144 Adifcrizstion
Other iD Ragolution Dats
{Daseription, Dotalis) "

- - Pravious’
Employey's Nerme Wallace Pittman & Webb Financla inét, )
& Addrows Account Description | Account # Vinitial Deposit/Source
Pravious - '
E (it eaie] B esn L chock

Name D
Reltitionship to
Acdount [Owner
andloy Skiner, ate Y
Addksse S cosh L] Chesk
Malllng Address
(i diftereny) )
Homne Phoce o O vk
Vo Phos L
Moblta Frione . .
il Services Requested ‘
Birth Date [7am [ pabit/Check Cards {No. Requested: )
SBN/TIN ] ..
Gov't Issuad Phato 1D o

nte, EXRy . - e P n ﬂ
Frv | Beneficiary Nare(s), Addressies), and SSN(s)
m-m';mm Detalls) {Chack appropriste bendficlaty designation: on page 1.1
Employer's Nems
& Addrexs
Frovious

N3

5 O 0

k] Taxpayer'l.D.FNumber {TIN} - The number shown above Is my
corract taxpayer identification number,

&] Backup. Withholding - | am ot subject to baokup withhalding
efther because | have not been notlfled that 1 :am subject to backup
withholding 8s-a result of a fallure to reaport all Interest or dividends,
or the intarnal Revenus Ssrvica-has notifled me that | am ne longar
subject 10 backup withholding.

] exempt Reciglents - | am.an exempt reciplent under the Internal
Revenue Service Regulations.

} certify under penalties of petjury the statements checked in
this sectipifamidthet | am a W.S. person (including a U.S.

tesident Alien}. : _
/ Z/ 2 Z/éf {Date)

ExEE e © 2003 Bankers Systems, Inc., St Cloud, MN' Forim MPMPBKLAZ-NC 4/18/2004

Other Terms/information
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TERMS AND CONDITIONS OF YOUR ACCQUNT
AGREEMENT - This dogument, along with any other documents we
glva you pertaining to your account(s); Is a contract that astablishes’
tulfes which control your ascount(s) with us, Please reed thls
carefully. If you sign the slgnature card-or opeéh or conititite to have
your acoount with us, you agres to those rules, You will fecelve &:
‘separate schedule of rates, qualifying balances, and fees.If they are
not Included In thia dosument. If you hava eny-questions, please call
us.

This agresment Is subject to applicabla federal laws and the laws

of the state of North Carolina (except to. tha. extent that this
‘agreement ¢an and dods vary such rules or laws), The body of state

and federal law that governs our relationship with-'you, however, Is

too large and comiplex-to be rapraduded hers. The plrpose of this

docurnent ls to: _

{1ysummearize some laws that apply to common transactions;

{2yestablish -rules to cover: transactions or -evants which: the law
doas.not reguldte;

(3} establish rules for oertaln transactions or events which the law
regulates but permits-varlation by-agrésment; and

{4} glve you-disclosures of some of our polisies to which.you may be
entitled or in-which you may be interested,
if ‘any provision of this document i found 1o be. unenforceabls

;according to its-terms, all reminining provisions-will confinue in full

force and effect, We may permit some varlations from our standard
agreement,. but we must agree to-any verlatlon iri wiltlrip sither on
thesignature card for your-account or In some other document.,

As used'In this dogument the'words "we;* "our,;" and "us" mean
the finangial institutlon and the words "you™ and "your” mean the
account holder{s} ‘and ‘anyone else with the suthority to deposit,
withdraw, or sxercise coptro} over the funds in the account: The
headingsin this document ara for-convaniance. or referents only and

‘will hot govern the Interpretation:of the proviglons:: Unless it would

ba indonsistent to .do so, words and phrases used In this document
shduld be construed so the singular includes the plural and the plural
Inclides the singular,

LIABILITY - You agres, for yourself (and the. persori or entity you
represent if you sign asa representative:of another) te the ferms of

this mccouint and the schedule of charges. You authorize us to.

deduct thass charges difectly from the-account balance as accrued.
You will pay any additional reasonable eharges for services you
request which are nat covered by this-agreement,

Each of you also agrees to be jointly sand severelly (Individually)
lable-for-any attount shortage resulting from charges. or ovardrafts;
whgther caused by you or another with-access to this agcount. This
liability is due Immadiately, and c¢en be deducted directly from :the
account balance: whenever sufficlent funds are avallable, You have
no right. to defer payment of this llabliity, -and you are. llable
iegardless of whether you slgned ths item or benefited from the
charge of overdraft. This includes lisbility for :our-costs to-eollect the
defiolt ncluding, to the extent parmitted by law, our. reascpable
atforneys’ fees,

DEPOSITS - 'We. will glve only provisional credit until collection 1Is
final for any items,. other than cash, we accept for deposit (Including
tems drawh “on us™). Actual credlt for: deposits of, or payabla in,
forsign currency will be at the. exchange rate In -effect on final
collaction in U.8. dollars. We are not yasponsible for transactions. by
mall or outsids. depository until we actually record them. Wa will
traat and record all transactions received after pur "dally cutoff time”
ofi -8 business day we areg open, or received on a day we are net
open for business, as if initiated on the next following business day
that we are open.

WITHDRAWALS - Unless cloearly Indicated otherwise on the account
tecords; any of you, acting alone, who signs in the space designated
for signatures on the signature card may withdraw or transfer-all or
any. part of the account belance at any time. Esoh of you {until we
recelve wiitten notice to the contrary} authorizes etich other person,
gigning the signature card to Indorse-any item payable to you or your
order for deposit to this account or any other transaction with us.
We may cliarge your aecount for‘a ¢hieck sven though payment was
made before the-date of the check; unless we have received written
notlce of the pastdating in time to-have a reasonable opportunity to

BExaerel ©1983, 1290, 1981, 1993 Bankers Bystems, Ino., Bt, Cloud, MN_Form TG-BK:NC 4/16/2001

act, We may refuse any -withdrawsl or transfer request which
you attempt on forms not appreved by us, by any method we do not
specifically permit, which ls greater In number than the: fraquency.
permitted, or Which s for an amount dreater or Isss than .any
withdrawal limitations,- Eyen [f wa honor & nonconforming request,
wae may treat continued abuse of the stated Imitations (it any) as
your act of cloalng the account. We will use the date the transaction
1s completed by us -(as opposad to the dats you. Initiate it) to apply
the irequency limitations, The fdact that we may honor withdrawal
raquests that qdverdraw the available gccount baldnce does not
obligate us to.do so later. Ses the funds avallabliity polley disclosure
for Information-about when you cen withdraw funds you -deposit: For
those acceunts for-which our-funds availability pollcy disclosurs does
not’ apply,. you can &k us when you make a-deposit when those
funds wiil be avalfable for withdrawal,

Wae may require not less than 7 days’ notice In writing before
each withdrawal from an Interest-bearing account other than & time
deposit, or from any other-savings aceount as defined by Regulation
D. Withdrawals froma- time ‘account prior to maturity or prlor to any
fiotice period may ba restricted and may be subject to' penalty. Sea
your hotlce of panalty for early: withdrawal.

OWNERSHIP: OF ACCOUNT AND BENEFICIARY DESIGNATION -
Thase rules- apply to- this account dapsnding on the form of
ownership ‘and -benefiglary deslgnation, if any, specified on the
account -records, We make: no repregentations as to the
appropriateness. or effect of the ownership and bensficlory
designations, sxeept as they datermine to.whom we. pay the actount
funds. $ndividual Aceount - Ia an aceolnt In'ths name of ona perésn:
Joint Account < ‘With Survivership - You Intend -and agres that
regardlass of whose funds-are daposited in the eccount; that.upen
your:death the balance:in the accourit will belong to the survivor(s).
If two of more: of you survive, you will own ths balance i the
aceount as joint tenants with right of survivVorship. This agreement Is
governed by North -Carolina Generdl Statutes ¥ B3-146.1, Personal
Ageney Accounts = Such an account allows you to-name an sgent:
who: Wil hava suthorlty 10 make withdrawals from ‘the-account by
chetk or othetwise arid indorse checks peyabla to you for deposlt
only lnto the ac‘count and otherwise make doposits. In addition, you
may-eleot to extend the- authority:of your agent 8o your-agent may
aot notwithsfanding your subsequent incapacity or mental
incompetence, Your sgent’s- authority would then end at'such. time
a8 the ‘agant'recelves notification from a qualified guardian or ‘duly
appointed attorney<in-fact. If you do not exterd the authority of your
agent, then'your subseguent Incapatity-of mental lncompetenca will
terminats the authority of your-agent. This agreament is governed by
North. Carolina General Statutes § 53-146.3, Joint: Account, - No
Survivorship - s owned by two or morg persons,. but none of you
intend {mérely by epening thls account) to create .any right of
survivorship 'In any other person: Tnist Account - A beneficiary
cannot withdraw unless: {1} the parson creating the account dies,

‘and -(2) the heneficlary -is then Hving. The person wureating this

account type tegerves tha right to: {1} change beneficlaries, {2)
change. account types, and (3} ‘withdraw all or part of the accotint
funds at sny time. This agreement is governed by North' Carolina
Goneral Statutes § 63-146,2,
BUSINESS ACCOUNTS - Earpings in the form of Interest, dividends,
or credits will b& pald only on collscted funds, unless otherwise
provided by law or -our policy. We may requlre. tha governing body of
tha legal entity opening the account to give us a separate
authorization telfing us who is authotized to act on its behalf. We will
honor the. authorization until we actually receive written notice of a
change from tha-governing body of tha legal entity,
STOP PAYMIENTS - You 'must make any stop-payment order in the
manner required by law and we must fecsive [t in time to give us a
reasonable opportunity to act on It before our stop-payment. cutoff
time. To ba effective; your slop-payment order must precisely
identify the numbar, date and amount of the item, and the payee.
You may stop payment on any item .drawn on yeur account
whether you sign the item or ‘not, If you have &n squal. or grodter
right to withdraw from this account than the person who signed the
tem. A release of the stop-payment request may be made only by
the person who inltlated the stop-payment order,

{page 1 of:2)




Our stop-payment cutoff time Is one hour after the opaning of the
next banking day aftor the banking day on which we recelve the
item, Additioial limitations :on. our obligation to stop payment ere
provided by law (a.g.; we paid tha itemin cash or we oértifiad ‘the
ftemn), '

TELEPHONE TRANSFERS - A telephane transfer of funds from this
-account to ‘another account with us, If otherwise. siranged. for or

permiltted, may be -made hy the same persons and under the same:

conditions gererdlly applicable to' -withdrawals mada in writing.
Unless a_different limitation Is disclased ‘In writing, we restrict the
number of transfers from- a savings account to ancther ascount or 1o
third partles, to:a maximum of siX per month {less the number of
*preauthorized tranafers® during the month}, Other account transter.
restrictlons may be described elsawhera,

AMENDMENTS. AND TERMINATION - We may change any tefm of
this agreement; Rulés governing changes in interest rates are
provided separately, For other changes, we will give you raasonable
notice in-writing or by-any other method permitieéd by law.-We may
also close this account:at any time upon. reasonable notice-to you
and tender of the secount balance personally or by mall. Notice from
us to anyons of you is notice to alt-of you.

STATEMENTS - Yot must examins. your statement of-account with
raasonable promptness.” f-you discover {or reasonably shoutd have
discoversd) any unauthorized slgnatures or alteratioris, you must
promptly: notify. us of the relevant facts. As between you and us;. f
you fall to.do: elther af these dutles, you will have to sither share the
Joss with us; or bear the loss:entlrely yourself (depending on whether
_we used ordipary cere and, if not. whether we substanilally
conttlbutad to the loss). The logs could be not only with:respect to
ftems on the statemant but othar items with unauthorized signstures
oralterationa by the sarme wrongdoer.

You agfes that the time you-have to examine your-statemerit and
repoit to us Will depend ot the clrcumstances, but will not, In any:
clreumstance, exceed a total of 30 days.from when the statement s
first sent:or'mada avallable to you. )

You turther agree that: If you fall to report any unauthorlzed
slgriatures, ahetatlons; forgerles, ‘ar.any other arrors in your account
within 60 days of when ‘We. first send or maka the statement
avallable; you csnnot assert a clalim agalnst us on-eny itams in-that
statement, ‘and -as. betwasn you and us the loss will be -entirely
yours, “This 60-day fimitation ls without regard to whather we used
ordinaty: caré, The limitatlon In this-paragraph Is In additlon to' that
contained Irvthe first paragraph-of this section.

ACCOUNT TRANSFER - This account may not be transferred or
assigned without our prior written donesnt.

DIRECT ‘DEPOSITS - if, in connectlop with 3 ditect deposit plan, we
deposit soy amount in an account which should have baen returned
to the Federal Government for any reason, you authorize us to
dedugct the amount of our llabillty to the Federal Government from
the account or from any other ‘account you have with us, without
prior notlca and at any time;. except as protiibited by Jaw. We may

also use any other: legal remedy to. recover the amount of our”

fability.
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TEMPORARY AGGOUNT ‘AGREEMENT - [ this option Is selected,
thia Is a temporary account agreement, Egch person who signs In the
spage dasignated for signatures on the signature cerd {except as
indicated to the contraryl may- transact: business on.this. account.
Howaever; we may at some time In the future rostiict or prohibit
further use: of this eccount if you fall to comply” with the
requlrements we fiave Imposed within-a ressonable time.

SETOFF - Wa may {without: prior notice and ‘when permitted by law)
et off the funds i this account agalnst eny dus and payebla debt
you pwa Us now of in the-future, by any of you having tha right of
withdrawal, to the: extent of such persons’ or legal entity’s right ‘to
‘withdraw, If the debt-arlses fram & note; “any due and payable debt”
includes the total amount of which we are entitled to demand
payment under the terms of the note at the tme we set off;
nctudinig any balance the dus date for which we-properly accelerate
under the note.

“This righit-of sataff does not:apply to thls sccount H: {a) it is &n
IRA or other tax-daferred retirerent -account, or {b) the debt Is
created by a consumer cradit transaction under a cradit_card plan
(but this. does not affect our rights under any aonsensual security
Interest), or {c} the debfor’s right. of Withdrawal only -arises: na
reprasentative capacity: We will not.be liable for the distionor:of any
check whan the dishonor occurs because we set off 8 debt against
thls.account, You agree to- hold ug harmless from any ¢lalm arising
as a result of our exerclse of our fight of-gatoff, )
RESTRICTIVE LEGENDS - We aré ndt required to ‘honor sny
restrictiva fegend on chacks you wiite ‘udless wo: have agreed Tn
writing: to-the restriction. Examples of restrictive legenta dre "noust
ta presentad within 90 days” or “not valid for ‘more than
$1,000.00."

ACH AND WIRE TRANSFERS - This agreement {a: subject to -Article
AA of the Uniform Commerclal Code - Fund Transfers as: adoptad:in
tha. state in which you have your account with us. If you ofiginate a
fund transfer for which Fedwire I3 used, and "you ldentify by nama
and number @ beneflciary financlal Institutlon, an intermediary
financlal nstitution or -4 beneficlary, we and every ragelving or
beneficlary financial hatitution may rely on'the identifying number to
ake payment. We may fely on the numbef even it it tdentifies.a
financlal fnstitution; ‘persan or acootint other than ‘the’ ene: named,
You agres to be bound by automgted clearing heuse association
rules. These rulas. provide, -among other things, that payments made
to.you, ot originated by you; are provisional untif final seitfement: is

“ made through a Fedaral Reserve Bank or payment is otherwlse made

as provided In Article 4A-403(a} of the Uniform Comnierclal Cade. It
wae do not receiva: such, we are entitled to a refund from. you In the
amount craditad o your -sccount :and. the party originating such
payment will not be considered to-have paid the amount so credited.
it we recelve a credit: to an account you have with us by wire: or
ACH, we ara not required to .give you any noticé of the payment
ordet or ¢radit.

fpage 2-of 2/
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Park Sterling Bank-Treasury Management Products
" Customer Agreement

THIS AGREEMENT, is for Park Sterling Bank’s Treasury Management Products R
provided by Park Sterling Bank (“Bank™) for- Wallace & Pitiman, PLLC

(“Customer”), Both parties agree that the services described and provided by Bank will

be subject to the terms and conditions set forth below:

1. GENERAL

The services to be provided by the Bank to the Customer, consist of access to a secured
serviee (“Service”) that permits Customer to cbtain certain account information

reporting; electronic funds transfer services, and other account maintenance functions, by -
tmeans of 4 computer. These services shall collestively be known as “Treasury
Management Products”, but hereinafter will be referred to as the (“Products”). Products

are provided by the Bank for access and use by the Customer. Jack Henry & Associates,
Ine. is the sole owner and licensor for the Products and bas granted the Bank the right to
sublicense the Products to customers,

2. USE OF SERVICE/LIMITED SUBLICENSE

Bank heteby grants to the Customet a sublicense for use of the Products on a
computer(s), subjeot to the tetms and conditions set forth in this Agreement. Customer
acknowledges and agrees that the Products and Products” documentation is valuable,
confidential, and proprietary property and agrees not to transfer, distributs, copy, reverse,
compile, modify or alter the Products or the Products” documentation. ‘ ,

3. TERM

This Agreement i effective from the date the Products are accessed by Customer and
shall remain in force until termination, The Agreement shall be terminated upon thirty
days prior written notice by either party to the other, upon termination of the relationship
between the parties, if the customer fails to comply with the terms and conditions of this
Agreement, ot upon termination of the software license agreement between Bank and
Jack Henry & Associates, Inc, The Customer agroes to return any and all written and
slectronic documentation related to the Products to the Bank, upon termination. The
Customer shall retain no copies in any form, The provisions of this Agreement that
protect the proprietary tights of Jack Henry & Associates, Inc, and the Bank will
continge in force after termination.
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4. DISCLAIMER OF WARRANTY

No wattanties with respect to, the Products are made by said Bank not does it warrant that

the Products will meet specific:fijuirements of the Company, Neither the Bank nor g

Jack Henry & Associates, Inc, make any warranty of any kind, either express or
implied with respect to the use of the Products. Bank and Jack Henry & Associates, Ine.
disclaim any and all implied warranties of merchantability and fitness for a

particular purpose. The Customer assumes the entire risk as to the guality and
performance of the Products and documentation.

5. LIMITATION OF LIABILITY

a. In o event shall Bank or Jack Henry & Associates, Inc, be liable to Customer
for any damages, including lost profits, lost savings.or other ditect, indirect,
incidental, special or consequential damages arising out of the use or inability to
use the Products and documentation, or for any claim by another party.

b. The Customer shall be solely responsible for protecting against unauthorized
access to the Products through the use of physical security, passwords and other
security procedures. The financial institution will be held harmless for
processing any request received by Customer,

¢. ‘Where the Customer hasaccess to funds transfer, which include

Wite Transfer and ACH Transfer, Bank will only accept fransfer

requests upon proper execution of security procedures that are entirely within
Customer’s conirol, Bank may consider funds transfer requests received from
Customer as having been authorized by the Customer, and the Bank shall be held
harmless for executing any transfer.

d. Where the Customer elects to execute Stop Payment requests through the
Products, the Bank agrees toenter the Stop Payment to its main computer system
within a reasonable period of time after receiving the request, Prior to requesting
a Stop Payment, the Customer should first verify that the item has not already
been posted to their account. If a stopped item has already been paid prior to the
Bank’s entry of the request, then the Bank shall not be liable for any loss incurred
by the Customer arising from the event.

s o
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6. FEES

There are no gettéiil access fees for the Products, However, applicablef&es for certain
transaction types, €.g., Stop Payments, Wire Transfers, and ACH Transactions, and
Remote Deposit may apply. Any equipment provided to Customer at 15 Cost is the
property of Park Sterling Bank. The Bank reserves the right to change any pricing in the
future by providing the Customer with 30 days notice.

7. TUNDS TRANSFER SERVICE

In addition to account information reporting, the Customer may request access to certain
Funds Transfer Services as described below, Funds transfers are available during
specific business hours as described in the attached schedule. Customer must specify
Customer Representative authorities pet transaction type, If the Customet, or any of its
authorized representatives, use the Funds Transfer Services described, the following
condition(s) shall apply:

Wire Transfer—The Customer acknowledges that the Wire Transfer
feature of the Products is an alternate entry system for issuing Wire

* Transfer otdets between the Customer and the Bank, A separate Wire
Transfer Agreement between the Customer and the Bank may be required. |

ACH Transactions—The Customer acknowledges that the ACH

Transaction feature of the Products is an alternate eritry system for issuing
ACH transaction orders between the Customer-and the Baik, A sepatate ACH
Origination Agreement between the Custorner and the Bank may be required.

8, STOP PAYMENT SEVICES

The Customer acknowledges that the Stop Payment feature of the Products is an alternate
entry system for issuing Stop Payment Orders. ‘When utilizing this feature, customer
warrants that the infotmation describing the check or draft, including the check or
scheduled transfer date, its exact amount, the check number and payee, is correct.
Customer acknowledges that the exact amount of the check or draft is required, and if the
incotrect amount or any other incotrect infotmation is provided, the Bank will not be
responsible for failing to stop payment on the item, Customer agrees that the Stop Order
must be received by the Bank within a reasonable time for the Bank to act on the order
prior to final payment of the check, or if an ACH/EFT transfer, at least three (3) business
_ days preceding the scheduled date of the pre-authorized ACH/EFT, A Stop Payment
Otder received by the Bank using this service will be aceepted as if it were in written
form, will be effective for six (6) months only, and will expire automatically at that time,
without further notice, unless specifically renewed prior to expiration.
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.é.,ﬁmmmw OF SERVICES o
All services are available during specified business hours as described in the attached
schedule. )

10. MISCELLANEOUS

a. This Agreement, together with addendums, schedules, other written agreements
and applicable Bank rules and regulations represents the extire understanding of
the parties. If any option of this Agreement is found to be unenforceable, all
remaining portions shall remain in full force and effect.

b. Customer agrees not to sublicense, assign or transfer this license ot the Products
except as expressly provided in this Agreement.

¢. Thig Agreement is governed by the Laws of the State of North Carolina (except -
where Federal law governs the copyrights and trademarks of Jack Henry & Associates,
Iné. and the snecessors it assigns). It may not be amended of modified

except by a written instrument signed by both the Customer and the Bank.

11, SIGNATURES

By signing this Agresment, the undersigned acknowledge that they have read and
accepted the terms and conditions of this Agreement, and agree to be bound by its terms,

ACCEPTED BY: ACCEPTED BY:
Customer: | V ﬂ é (,C/ Park Sterling Bank:
Wm ¢ lﬂ{”ﬁﬂ N
By: RN W_ By:
- Name ~~-7 ' Name

Title / Title
Japa

Date o Date

www.parksterlingbank.com



AUTHORIZATION AGREEMENT FOR ACCOUNTS

S SCHEDULE A
Company hereby provides authotization for transmission of account information on the
following accounts. o
Company Name

Wallace & Pittman, PLLC -
‘Company Tax ID Number
ACH Transactions: Yes/No
Wire Transers: Yes/No
Account Information;

1. Account Number [1009281]
Account Title IOLTA

2. AccountNumber 0002911
Account Title Esctow Account

" 3, Account Number [0093031]
Account Title Op eratins!.,Aocount

4. Account Number .
Account Title

5. Account Number . -

Y/ 6 A ¢

(Print Name)

www.parksierlingbank.com
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“PARK STERLING BANK pror oy
AGREEMENT OF DOLLAR LIMITS - "
SCHEDULE B

Company hereby agtecs to abide by the following dollar limits for the listed transaction
types. If any transaction transmitted does not have an adequate balance(s) to meet the
{ransaction amount, the company acknowledges that the Bank is not obligated to
complete the transaction as ordered.
Company Name
Wallace & Pittman, PLLC
Company Tax ID Number
0434358300 ]
Transaction Types:

“Wire Transfers

ACH Transfers

Account #'s: 1009281
1009292 [
1000303

Limits;
Daily:
Monthly:

/ A‘ Sy G e

Signa%

Title
}

o (Print Name)

s

I P

Date
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PARK STERLING BANK
ONLINE BANKING ACCES REQUEST
SCHEDULE C

Request is hereby made to Pack Sterling Bank (PSB) to grant online access to the user(s) listed below by
issuing online ID’s and passwords. ‘

NAME/Email . Zs ACCOUNTS RIGHTS
Linda Jamison - - {1009281) Online Viewing
1009291 Wire Transfers
11009303 Acct Transfers
Betsy Ix, : Same
Judith Robetts Same

Non Signer Authorization: I Authorize _ Linda Jamison, Betsy Ix, and Judith Roberts _to have Online
Banking Access to accounts and rights listed above: _ (Signature must be Signer on
Accounts),

PSB may request additional information for each user(s) as identified in our CIP progiam (Customér
Identification Policy).

You, the customer, shall be wholly responsible for activity and transactions initiated by the user named above.
You agree to indemnify, defend and hold PSB and any affiliates harmless from any claims of fraudulent or
unauthorized transactions initiated by the user(s) named above and will ensure that the user(s) will comply with

the terms and conditions in your Online Banking Agreement with PSB,

“You may revoke the user(s) access by submitting your request in writing to :Park Sterling Bank, PO Box 32727,
Charlotte, NC 28232. :

e right y\ate this access as defined in your Online Banking Agreement

www,parksterlingbank.com



PARK STERLING BANK

N PROCESSING SCHEDULE

A=

SCHEDULED

All transaction(s) must be submitted to Park Sterling Bank by the cut off times noted
below to allow processing on the Effective Entry date:

Stop Payments: 9:00am to 4:00pm
Wire Transfers: 9:00am to 3;:00pm
ACH Transactions;  9:00am fo 4:00pm

‘Remote Deposits: 6 pm Central deadline

" Our banking days include all days except Saturdays and Sundays and the followmg
standard holidays that are-observed by Federal Reserve Bank:

New Year’s Day

Martin Luther King Jr. Day
President’s Pay

Memorial Day
Independence Day

Labor Day

Columbus Day

Veteran’s Day
Thanksgiving Day
Christmas Day



