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THE GRAND JURY CHARGES THAT: 

COUNT ONE 

(Wire and Bank Fraud Conspiracy) 

1. B e g i n n i n g on an unknown d a t e , b u t a t l e a s t b y i n o r about 

December 2009, t h r o u g h i n o r about September 2011, t h e e x a c t d a t e s 

b e i n g unknown t o t h e Grand J u r y , i n t h e N o r t h e r n D i s t r i c t o f 

HAMZA BENDELLADJ, a/k/a B x l , t o g e t h e r and w i t h o t h e r s known and 

unknown t o t h e Gra n d J u r y , d i d k n o w i n g l y c o n s p i r e t o 

(A) v i o l a t e T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n 1343, t h a t 

i s , t o d e v i s e and i n t e n d t o d e v i s e a scheme and a r t i f i c e t o d e f r a u d 

f i n a n c i a l i n s t i t u t i o n s and i n d i v i d u a l s , a n d t o o b t a i n money and 

p r o p e r t y f r o m t h o s e f i n a n c i a l i n s t i t u t i o n s and i n d i v i d u a l s , by 

means o f m a t e r i a l l y f a l s e and f r a u d u l e n t p r e t e n s e s , 

r e p r e s e n t a t i o n s , and p r o m i s e s , as w e l l as b y o m i s s i o n o f m a t e r i a l 

f a c t s ; and f o r t h e p u r p o s e o f e x e c u t i n g s u c h scheme and a r t i f i c e . 
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and a t t e m p t i n g t o do so, t o t r a n s m i t and cause t o be t r a n s m i t t e d , 

by means o f w i r e c o m m u n i c a t i o n i n i n t e r s t a t e and f o r e i g n commerce, 

c e r t a i n s i g n s , s i g n a l s , and sounds, t h a t i s , computer commands t o 

be made b e t w e e n p l a c e s o u t s i d e o f t h e S t a t e of G e o r g i a and a 

computer s e r v e r w i t h i n t h e N o r t h e r n D i s t r i c t o f G e o r g i a ; and 

(B) v i o l a t e T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n 1344, t h a t 

i s , t o e x e c u t e and a t t e m p t t o e x e c u t e a scheme and a r t i f i c e (1) t o 

d e f r a u d a f i n a n c i a l i n s t i t u t i o n , t h e d e p o s i t s f o r w h i c h were a t t h e 

t i m e i n s u r e d by t h e F e d e r a l D e p o s i t I n s u r a n c e C o r p o r a t i o n ; and (2) 

t o o b t a i n a n d a t t e m p t t o o b t a i n moneys, f u n d s , c r e d i t s , a s s e t s , and 

o t h e r p r o p e r t i e s owned by and u n d e r t h e c u s t o d y and c o n t r o l o f a 

f i n a n c i a l i n s t i t u t i o n , t h e d e p o s i t s f o r w h i c h were a t t h e t i m e 

i n s u r e d by t h e F e d e r a l D e p o s i t I n s u r a n c e C o r p o r a t i o n , by means o f 

m a t e r i a l l y f a l s e and f r a u d u l e n t p r e t e n s e s , r e p r e s e n t a t i o n s , and 

p r o m i s e s , a s w e l l as by o m i s s i o n o f m a t e r i a l f a c t s . 

BACKGROUND 

2. A " b o t " (an a b b r e v i a t i o n f o r " r o b o t " ) i s a computer (most 

o f t e n a p e r s o n a l computer) t h a t c o n t a i n s a s o f t w a r e p r o g r a m t h a t 

i n t e r a c t s w i t h n e t w o r k s e r v i c e s . A c o l l e c t i o n o f b o t s forms a 

" b o t n e t " ( a n a b b r e v i a t i o n f o r " r o b o t n e t w o r k " ) . M a l i c i o u s s o f t w a r e 

("malware") a s s o c i a t e d w i t h a p a r t i c u l a r b o t n e t a l l o w s i n f e c t e d 

c o m puters ( i n d i v i d u a l l y known as b o t s ) t o be r e m o t e l y c o n t r o l l e d by 

a m a s t e r c o m p u t e r commonly r e f e r r e d t o a s a "command and c o n t r o l " 

("C&C") s e r v e r . Thus, b o t n e t s a r e composed o f numerous computers 
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t h a t s e r v e v a r i o u s r o l e s i n t h e b o t n e t , and t h e s e c o m p u t e r s f a l l 

i n t o two m a j o r c a t e g o r i e s : C&C s e r v e r s t h a t a d m i n i s t e r t h e b o t n e t , 

a n d b o t s t h a t f o l l o w t h e o r d e r s g i v e n t o them t h r o u g h t h e C&C 

s e r v e r s . 

3. B o t n e t s a r e c r e a t e d by i n s t a l l i n g and e x e c u t i n g computer 

code known as c o n f i g u r a t i o n f i l e s ( o r s i m p l y " c o n f i g f i l e s " ) on 

m u l t i p l e c o m p u t e r s . C o n f i g f i l e s c o n f i g u r e t h e i n i t i a l s e t t i n g s 

f o r c o m p u t e r p r o g r a m s . I n t h i s i n s t a n c e , what i s more commonly 

known as a computer v i r u s makes up p a r t o f t h e c o n f i g f i l e s . 

4. E a c h C&C s e r v e r i n , a b o t n e t i s a s s i g n e d an I n t e r n e t 

P r o t o c o l a d d r e s s ( o r s i m p l y " I P a d d r e s s " ) . An IP a d d r e s s i s a 

u n i q u e n u m e r i c a d d r e s s u s e d by c o m p u t e r s on t h e I n t e r n e t , and l o o k s 

l i k e a s e r i e s o f f o u r numbers, e a c h i n t h e r a n g e 0-255, s e p a r a t e d 

b y p e r i o d s ( f o r example, 121.56.97.178). E v e r y computer a t t a c h e d 

t o t h e I n t e r n e t must be a s s i g n e d a n I P a d d r e s s so t h a t I n t e r n e t 

t r a f f i c s e n t f r o m and d i r e c t e d t o t h a t computer may be d i r e c t e d 

p r o p e r l y f r o m i t s s o u r c e t o i t s d e s t i n a t i o n . A domain name i s an 

i d e n t i f i c a t i o n l a b e l ( s u c h as example.com) t h a t a l l o w s u s e r s t o 

e a s i l y l o c a t e a w e b s i t e . Domain names r e s o l v e b a c k t o s p e c i f i c I P 

a d d r e s s e s , a l t h o u g h m u l t i p l e domain names c a n r e s o l v e b a c k t o t h e 

same I P a d d r e s s . 
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MANNER AMD MEANS 

5. SpyEye i s a malware t o o l k i t s p e c i f i c a l l y d e s i g n e d t o 

automate t h e t h e f t o f c o n f i d e n t i a l p e r s o n a l and f i n a n c i a l 

i n f o r m a t i o n , s u c h as o n l i n e b a n k i n g c r e d e n t i a l s . Among o t h e r 

t h i n g s , SpyEye f a c i l i t a t e s t h e t h e f t o f c o n f i d e n t i a l p e r s o n a l and 

f i n a n c i a l i n f o r m a t i o n b y numerous methods. F o r example, SpyEye 

o b t a i n s s u c h i n f o r m a t i o n t h r o u g h a d a t a g r a b b e r o r k e y s t r o k e 

l o g g e r , and a t t i m e s f r a u d u l e n t l y p r e s e n t s a f a k e bank web page o r 

p o r t i o n s o f a bank web page t o t r i c k a u s e r i n t o e n t e r i n g p e r s o n a l 

and f i n a n c i a l i n f o r m a t i o n . 

c o n s p i r a t o r s i n c l u d i n g D e f e n d a n t HAMZA BENDELLADJ, a/k/a B x l 

( h e r e i n a f t e r "BENDELLADJ"), a l s o d e v e l o p e d SpyEye components. 

7. SpyEye a l l o w s u s e r s t o c r e a t e c u s t o m i z e d malware 

r e s u l t i n g i n (1) a SpyEye C&C s e r v e r o p e r a t e d t h r o u g h a web 

i n t e r f a c e ; and (2) SpyEye c o n f i g f i l e s . 

8. SpyEye C&C s e r v e r s a r e u s e d t o m o n i t o r , m a n i p u l a t e , and 

u p d a t e b o t s u n d e r t h e s e r v e r s ' c o n t r o l . I n p a r t i c u l a r , SpyEye C & C 

s e r v e r s s e n d i n s t r u c t i o n s t o b o t s u n d e r t h e i r c o n t r o l , w h i c h 

c o n t a i n t h e SpyEye c o n f i g f i l e s t h a t , when t r i g g e r e d , t e l l t h e b o t s 

t o a u t o m a t i c a l l y send s p e c i f i e d i n f o r m a t i o n back t o t h e C & C 

s e r v e r s . 
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9. The SpyEye c o n f i g f i l e s c o n t a i n t h e m a l i c i o u s computer 

code t o be i n s t a l l e d and e x e c u t e d on v i c t i m c o m p u t e r s . The c o n f i g 

f i l e s a l s o c o n t a i n t h e IP a d d r e s s , domain name, o r b o t h f o r the 

l o c a t i o n o f a C&C s e r v e r t o w h i c h t h e b o t s h o u l d " c a l l home" 

t h a t i s , t h e C&C s e r v e r t o w h i c h t h e b o t s h o u l d send a t l e a s t some 

i n f o r m a t i o n . 

10. SpyEye c a n be c u s t o m i z e d by t h o s e who p u r c h a s e SpyEye t o , 

among o t h e r t h i n g s , (1) t a r g e t i n f o r m a t i o n f r o m s p e c i f i c f i n a n c i a l 

i n s t i t u t i o n s ; and (2) d e f i n e t h e t y p e o f i n f o r m a t i o n t h a t i s 

o b t a i n e d f r o m t h e v i c t i m c o m p u t e r s w i t h o u t t h e computer u s e r s ' 

knowledge o r c o n s e n t , s u c h as o n l i n e b a n k i n g c r e d e n t i a l s , and t h e 

method f o r o b t a i n i n g t h e i n f o r m a t i o n , s u c h as t h r o u g h a d a t a 

g r a b b e r o r k e y s t r o k e l o g g e r . 

11. Those who p u r c h a s e SpyEye c a n c u s t o m i z e t h e i r v e r s i o n 

w i t h "web i n j e c t s . " Web i n j e c t s i n t r o d u c e ( o r " i n j e c t " ) m a l i c i o u s 

computer code i n t o a v i c t i m ' s web b r o w s e r w h i l e t h e v i c t i m browses 

t h e I n t e r n e t , " h i j a c k i n g " t h e v i c t i m ' s I n t e r n e t s e s s i o n . D i f f e r e n t 

i n j e c t s a r e u s e d f o r d i f f e r e n t p u r p o s e s . Some a r e u s e d t o s t e a l 

s p e c i f i c d a t a , s u c h as c o n f i d e n t i a l i d e n t i t y i n f o r m a t i o n , c r e d i t 

c a r d i n f o r m a t i o n , o r s p e c i f i c o n l i n e b a n k i n g i n f o r m a t i o n . O t h e r 

web i n j e c t s a r e u s e d t o p r e s e n t f a l s e o n l i n e b a n k i n g pages t o t r i c k 

a v i c t i m i n t o e n t e r i n g o n l i n e b a n k i n g i n f o r m a t i o n . 

12. A SpyEye b o t n e t i s c r e a t e d b y i n f e c t i n g m u l t i p l e 

c o m p u t e r s ( b o t s ) w i t h t h e SpyEye c o n f i g f i l e s w i t h o u t t h e u s e r s ' o f 
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t h e v i c t i m c o m p u t e r s ' knowledge o r c o n s e n t . As a r e s u l t , t h e 

commands s e n t b e t ween a SpyEye C&C s e r v e r and b o t s u n d e r i t s 

c o n t r o l a r e u n a u t h o r i z e d , and e s s e n t i a l l y c r e a t e a s e c r e t computer 

n e t w o r k between t h e s e r v e r and b o t s . 

13. A method o f c o m m u n i c a t i o n between t h e b o t s and t h e i r C & C 

s e r v e r s i s known as a "GET" r e q u e s t , a n d t h e b o t s and C & C s e r v e r s 

c o n t a i n l o g s r e f l e c t i n g t h o s e r e q u e s t s . A GET r e q u e s t r e f e r s t o 

t h e a c t o f a computer s e n d i n g i n f o r m a t i o n t o o r r e c e i v i n g 

i n f o r m a t i o n f r o m a n o t h e r computer, t h a t i s , a GET r e q u e s t i s a t y p e 

o f c omputer command. 

14. C o - c o n s p i r a t o r s i n c l u d i n g ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ j a n d BENDELLADJ 

communicated t h r o u g h e m a i l , i n s t a n t m e s s a g i n g p r o g r a m s , and web 

forums to. d i s c u s s , among o t h e r t h i n g s , (1) p u r c h a s i n g ; (2) 

u p d a t i n g ; (3) c u s t o m i z i n g ; (4) d e v e l o p i n g ' c o m p o n e n t s f o r ; and (5) 

t h e p r i c e f o r SpyEye. The c o - c o n s p i r a t o r s a l s o d i s c u s s e d t h e 

o p e r a t i o n o f v a r i o u s SpyEye components. 

15. C o - c o n s p i r a t o r s i n c l u d i n g m d BENDELLADJ s o l d 

v a r i o u s v e r s i o n s o f SpyEye and SpyEye components on t h e I n t e r n e t . 

The components i n c l u d e d d i f f e r e n t methods f o r o b t a i n i n g 

c o n f i d e n t i a l p e r s o n a l and f i n a n c i a l i n f o r m a t i o n w i t h o u t v i c t i m s ' 

k nowledge o r c o n s e n t , s u c h as d i f f e r e n t web i n j e c t s t o a c c o m p l i s h 

t h a t p u r p o s e . 

16. C o - c o n s p i r a t o r s i n c l u d i n g ^BENDELLADJ o p e r a t e d SpyEye 

b o t n e t s t h r o u g h SpyEye C&C s e r v e r s . I n d i v i d u a l s l i k e BENDELLADJ 

6 

Case 1:11-cr-00557-UNA   Document 15   Filed 04/29/13   Page 6 of 17



who o p e r a t e SpyEye b o t n e t s t h r o u g h SpyEye C&C s e r v e r s a r e a l s o 

known as " b o t h e r d e r s . " 

17. One o f BENDELLADJ's SpyEye C&C s e r v e r s was l o c a t e d i n 

A t l a n t a , G e o r g i a , and a l o g on t h a t s e r v e r r e f l e c t e d GET r e q u e s t s 

between t h e s e r v e r and b o t s f r o m on o r about F e b r u a r y 21, 2011 

t h r o u g h on o r a b o u t F e b r u a r y 24, 2011. A SpyEye c o n f i g f i l e 

r e l a t e d t o t h i s C&C s e r v e r t a r g e t e d i n f o r m a t i o n f r o m a p p r o x i m a t e l y 

253 u n i q u e f i n a n c i a l i n s t i t u t i o n s , d e p o s i t s f o r some of w h i c h were 

a t t h e t i m e i n s u r e d by t h e F e d e r a l D e p o s i t I n s u r a n c e C o r p o r a t i o n . 

The GET r e q u e s t s i n d i c a t e d t h a t some o f t h e c o m m u n i c a t i o n s were 

between t h e C&C s e r v e r i n A t l a n t a , G e o r g i a and b o t s l o c a t e d i n 

d i f f e r e n t S t a t e s and f o r e i g n c o u n t r i e s . 

18. A f t e r c o n f i d e n t i a l p e r s o n a l and f i n a n c i a l i n f o r m a t i o n i s 

o b t a i n e d t h r o u g h a SpyEye b o t n e t , i t i s a v a i l a b l e t o t h e b o t h e r d e r 

t o u s e o r p r o v i d e t o o t h e r c o - c o n s p i r a t o r s . Among o t h e r t h i n g s , 

t h e i n f o r m a t i o n i s u s e d by c o - c o n s p i r a t o r s t o a c c e s s v i c t i m 

a c c o u n t s h e l d a t f i n a n c i a l i n s t i t u t i o n s w i t h o u t t h e knowledge o r 

c o n s e n t o f t h e a c c o u n t h o l d e r s . 

I n v i o l a t i o n o f T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n 1349. 
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COUNTS TWO THROUGH ELEVEN 
(Wire Fraud) 

19. The Gran d J u r y r e - a l l e g e s and i n c o r p o r a t e s b y r e f e r e n c e 

P a r a g r a p h s 2 t h r o u g h 18 o f t h i s I n d i c t m e n t as i f f u l l y s e t f o r t h 

h e r e . 

20. From on o r about F e b r u a r y 21, 2 011, t h r o u g h on o r ab o u t 

F e b r u a r y 24, 2 011, i n t h e N o r t h e r n D i s t r i c t o f G e o r g i a and 

e l s e w h e r e . D e f e n d a n t HAMZA BENDELLADJ, a/k/a B x l , a i d e d and a b e t t e d 

by o t h e r s known and unknown t o t h e Gra n d J u r y , f o r t h e p u r p o s e o f 

e x e c u t i n g and a t t e m p t i n g t o e x e c u t e t h e a f o r e m e n t i o n e d scheme and 

a r t i f i c e , s u c h scheme h a v i n g b een d e v i s e d and i n t e n d e d t o be 

d e v i s e d t o d e f r a u d , and t o o b t a i n money and p r o p e r t y by means o f 

m a t e r i a l l y f a l s e and f r a u d u l e n t p r e t e n s e s , r e p r e s e n t a t i o n s , and 

p r o m i s e s , as w e l l as b y o m i s s i o n o f m a t e r i a l f a c t s , d i d k n o w i n g l y 

c a u s e t o be t r a n s m i t t e d i n i n t e r s t a t e and f o r e i g n commerce, by 

means o f a w i r e c o m m u n i c a t i o n , c e r t a i n s i g n s , s i g n a l s , and sounds, 

t h a t i s , d i d k n o w i n g l y c a u s e computer commands t o be t r a n s m i t t e d i n 

i n t e r s t a t e a n d f o r e i g n commerce. 

E x e c u t i o n o f t h e Scheme a n d A r t i f i c e 

21. On o r ab o u t each d a t e and t i m e l i s t e d i n Column B, i n t h e 

N o r t h e r n D i s t r i c t o f G e o r g i a and e l s e w h e r e , f o r t h e p u r p o s e o f 

e x e c u t i n g t h e scheme and a r t i f i c e t o d e f r a u d and t o o b t a i n money 

and p r o p e r t y as s e t o u t i n Count One o f t h i s I n d i c t m e n t , D e f e n d a n t 

HAMZA BENDELLADJ, a/k/a B x l , a i d e d and a b e t t e d by o t h e r s known and 

unknown t o t h e Gra n d J u r y , d i d k n o w i n g l y c a u s e computer commands t o 

8 

Case 1:11-cr-00557-UNA   Document 15   Filed 04/29/13   Page 8 of 17



be made b e t w e e n a SpyEye C&C s e r v e r w i t h t h e IP a d d r e s s 

75.127.109.IG, w h i c h was t h e n l o c a t e d i n t h e N o r t h e r n D i s t r i c t o f 

G e o r g i a , a nd t h e computer w i t h t h e I P a d d r e s s l i s t e d i n Column C 

and l o c a t e d i n t h e S t a t e l i s t e d i n Column D: 

A 1 B C D 

Count Date/Time IP Address Location 

2 
24 F e b r u a r y 2011 a t 

09 : 07:52 ET 
69 .132.77.22 N o r t h C a r o l i n a 

3 
21 F e b r u a r y 2 011 a t 

00:05:06 ET 
-70.60.121.239 N o r t h C a r o l i n a 

4 
21 F e b r u a r y 2 011 a t 

00:05:17 ET 
71 . 75.209.112 N o r t h C a r o l i n a 

5 
21 F e b r u a r y 2 011 a t 

00:05:03 ET 
75.176.16.11 N o r t h C a r o l i n a 

6 
24 F e b r u a r y 2 011 a t 

09:08:07 ET 
75.183.121.215 N o r t h C a r o l i n a 

7 
2 2 F e b r u a r y 2 011 a t 

19:11:03 ET 
98 .14.177.88 New Y o r k 

8 
24 F e b r u a r y 2 011 a t 

09:08:17 ET 
174 .96.209.222 N o r t h C a r o l i n a 

9 
21 F e b r u a r y 2 011 a t 

00:05:02 ET 
174.108.10.227 N o r t h C a r o l i n a 

10 
2 3 F e b r u a r y 2 011 a t 

16:48:33 ET 
174.76.158.53 C a l i f o r n i a 
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A B C D 

Count Date/Time IP Address Location 

11 
21 F e b r u a r y 2 011 a t 

00 : 05:07 ET 
71.0.91.4 V i r g i n i a 

A l l i n v i o l a t i o n o f T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n s 

1343 a n d 2. 

COUNT TWELVE 

(Computer Fraud and Abuse Conspiracy) 

22. The G r a n d J u r y r e - a l l e g e s and i n c o r p o r a t e s b y r e f e r e n c e 

P a r a g r a p h s 2 t h r o u g h 18 o f t h i s I n d i c t m e n t as i f f u l l y s e t f o r t h 

h e r e . 

23. B e g i n n i n g on an unknown d a t e , b u t a t l e a s t by i n o r a b o u t 

December 2 009, t h r o u g h i n o r a b o u t September 2 011, t h e e x a c t d a t e s 

b e i n g unknown t o t h e Gra n d J u r y , i n t h e N o r t h e r n D i s t r i c t o f 

G e o r g i a and e l s e w h e r e . D e f e n d a n t s 

and HAMZA BENDELLADJ, a/k/a B x l 

("BENDELLADJ"), t o g e t h e r and w i t h o t h e r s known and unknown t o t h e 

Grand J u r y , d i d k n o w i n g l y c o n s p i r e t o 

(A) i n t e n t i o n a l l y a c c e s s a computer w i t h o u t a u t h o r i z a t i o n and 

e x c e e d i n g a u t h o r i z a t i o n , and t h e r e b y o b t a i n o r a t t e m p t t o o b t a i n 

i n f o r m a t i o n f r o m a p r o t e c t e d computer, a nd t h e o f f e n s e was 

c o m m i t t e d f o r t h e p u r p o s e o f p r i v a t e f i n a n c i a l g a i n , i n v i o l a t i o n 
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o f T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n s 1 0 3 0 ( a ) ( 2 ) ( C ) and 

1030 (c) (2) (B) ( i ) ; 

(B) k n o w i n g l y and w i t h i n t e n t t o d e f r a u d a c c e s s a p r o t e c t e d 

c o m p u t e r w i t h o u t a u t h o r i z a t i o n and e x c e e d i n g a u t h o r i z a t i o n , a n d by 

means o f s u c h c o n d u c t f u r t h e r t h e i n t e n d e d f r a u d and o b t a i n t h i n g s 

o f v a l u e , i n v i o l a t i o n o f T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n s 

1 0 3 0 ( a ) ( 4 ) and 1030 (c) (3) (A) ; and 

(C) k n o w i n g l y c a u s e t h e t r a n s m i s s i o n o f a program, 

i n f o r m a t i o n , code, and command, and, as a r e s u l t o f s u c h c o n d u c t , 

i n t e n t i o n a l l y c a u s e damage and a t t e m p t t o ca u s e damage w i t h o u t 

a u t h o r i z a t i o n t o a p r o t e c t e d computer, and t h e o f f e n s e c a u s e d and 

w o u l d , i f c o m p l e t e d , have c a u s e d damage a f f e c t i n g 10 o r more 

p r o t e c t e d c o m p u t e r s d u r i n g a o n e - y e a r p e r i o d , i n v i o l a t i o n o f T i t l e 

18, U n i t e d S t a t e s Code, S e c t i o n s 1030(a) (5) (A) and 1030(c) (4) (B) . 

OVERT ACTS 

24. I n f u r t h e r a n c e o f t h e c o n s p i r a c y and t o a c h i e v e t h e 

o b j e c t s t h e r e o f , t h e c o n s p i r a t o r s c o m m i t t e d t h e f o l l o w i n g o v e r t 

a c t s , among o t h e r s , i n t h e N o r t h e r n D i s t r i c t o f G e o r g i a and 

e l s e w h e r e : 

(A) On o r a b o u t J a n u a r y 10, 2 010, j oin.ed t h e 

www.darkode.com web forum f o r t h e p u r p o s e o f a d v e r t i s i n g t h e s a l e 

o f SpyEye. 
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(B) On o r a b o u t June 29, 2010, i d v e r t i s e d on t h e 

www.darkode.com web f o r u m t h a t , among o t h e r t h i n g s , "SpyEye - t h i s 

i s a bank T r o j a n w i t h f o r m g r a b b i n g p o s s i b i l i t y , " m eaning malware 

d e s i g n e d t o s t e a l bank i n f o r m a t i o n . 

(C) On o r a b o u t J u l y 06, 2 010, BENDELLADJ, u s i n g t h e nickname 

B x l , commented on t h e www.darkode.com web f o r u m t h a t he was a 

c l i e n t o f and v o u c h e d f o r him. 

(D) On o r a b o u t September 16, 2010, ^^^^^^^^J a d v e r t i s e d 

a n o t h e r v e r s i o n o f SpyEye on t h e www.darkode.com web forum 

i n d i c a t i n g t h a t i t i n c l u d e s a "cc g r a b b e r . " A " c c g r a b b e r " s c a n s 

a l l t h e b o t s on t h e b o t n e t f o r c r e d i t c a r d c r e d e n t i a l s . 

(E) From on o r a b o u t F e b r u a r y 21, 2 011, t h r o u g h on o r about 

F e b r u a r y 24, 2011, BENDELLADJ k n o w i n g l y c a u s e d GET r e q u e s t 

c o m m u n i c a t i o n s b e t w e e n v i c t i m computers and a SpyEye C & C s e r v e r 

l o c a t e d i n t h e N o r t h e r n D i s t r i c t o f G e o r g i a , e a c h o f w h i c h was an 

a c t i n f u r t h e r a n c e o f t h e c o n s p i r a c y . 

(F) I n o r a b o u t A p r i l 2 011, BENDELLADJ, u s i n g t h e YouTube 

a c c o u n t d a n i e l h b l 9 8 8 , u p l o a d e d a v i d e o on YouTube.com s e t t i n g f o r t h 

t h a t he i s " B x l " and t h a t he has h i s own v e r s i o n o f SpyEye t o s e l l . 

(G) On o r a b o u t J u l y 6, 2011, n e g o t i a t e d and 

a g r e e d t o s e l l SpyEye f o r $8,500 t o a n o n l i n e , u n d e r c o v e r law 

e n f o r c e m e n t o f f i c e r . 

(H) On o r a b o u t J u l y 6, 2011, r e s p o n s e t o 

r e c e i v i n g $8,50 0 f r o m a n o n l i n e , u n d e r c o v e r l a w e n f o r c e m e n t 
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o f f i c e r , u p l o a d e d a v e r s i o n o f t h e SpyEye t o o l k i t on 

www.sendspace.com. 

I n v i o l a t i o n o f T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n 371. 

COUNT THIRTEEN 
(Computer Fraud and Abuse) 

25. The Gr a n d J u r y r e - a l l e g e s and i n c o r p o r a t e s by r e f e r e n c e 

P a r a g r a p h s 2 t h r o u g h 18 o f t h i s I n d i c t m e n t as i f f u l l y s e t f o r t h 

h e r e . 

26. B e g i n n i n g on a n unknown d a t e , b u t a t l e a s t by on o r about 

F e b r u a r y 21, 2011, t h r o u g h on o r about F e b r u a r y 24, 2011, t h e e x a c t 

d a t e s b e i n g unknown t o t h e Grand J u r y , i n t h e N o r t h e r n D i s t r i c t o f 

G e o r g i a and e l s e w h e r e , D e f e n d a n t HAMZA BENDELLADJ, a/k/a B x l , a i d e d 

and a b e t t e d by o t h e r s known and unknown t o t h e Grand J u r y , d i d 

k n o w i n g l y c a u s e t h e t r a n s m i s s i o n o f a program, i n f o r m a t i o n , code, 

and command, and, as a r e s u l t o f s u c h c o n d u c t , i n t e n t i o n a l l y c a u s e 

damage and a t t e m p t to. cause damage w i t h o u t a u t h o r i z a t i o n t o a 

p r o t e c t e d computer, and t h e o f f e n s e c a u s e d and wo u l d , i f c o m p l e t e d , 

have c a u s e d damage a f f e c t i n g 10 o r more p r o t e c t e d computers d u r i n g 

a o n e - y e a r p e r i o d , i n v i o l a t i o n o f T i t l e 18, U n i t e d S t a t e s Code, 

S e c t i o n s 1 0 3 0 ( a ) ( 5 ) ( A ) , 1 0 3 0 ( c ) ( 4 ) ( B ) , and 2. 

COUNTS FOURTEEN THROUGH TWENTY THREE 
(Computer Fraud and Abuse) 

27. The Grand J u r y r e - a l l e g e s and i n c o r p o r a t e s by r e f e r e n c e 

P a r a g r a p h s 2 t h r o u g h 18 o f t h i s I n d i c t m e n t as i f f u l l y s e t f o r t h 

h e r e . 
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28. B e g i n n i n g on an unknown d a t e , but a t l e a s t by on o r a b o u t 

F e b r u a r y 21, 2011, t h r o u g h on o r abo u t F e b r u a r y 24, 2011, t h e e x a c t 

d a t e s b e i n g unknown t o t h e G r a n d J u r y , i n t h e N o r t h e r n D i s t r i c t o f 

G e o r g i a a nd e l s e w h e r e . D e f e n d a n t HAMZA BENDELLADJ, a/k/a B x l , a i d e d 

and a b e t t e d by o t h e r s known and unknown t o t h e Grand J u r y , d i d 

i n t e n t i o n a l l y a c c e s s a computer w i t h o u t a u t h o r i z a t i o n and e x c e e d i n g 

a u t h o r i z a t i o n , a n d t h e r e b y o b t a i n o r a t t e m p t t o o b t a i n i n f o r m a t i o n 

f r o m a p r o t e c t e d computer f o r t h e p u r p o s e o f p r i v a t e f i n a n c i a l 

g a i n . 

29. On o r abo u t t h e d a t e and t i m e l i s t e d i n Column B, t h e 

f o l l o w i n g c o m m u n i c a t i o n b e tween t h e SpyEye C&C s e r v e r w i t h t h e 

I P a d d r e s s 75.127.109.16, w h i c h was t h e n l o c a t e d i n t h e N o r t h e r n 

D i s t r i c t o f G e o r g i a , and t h e p r o t e c t e d computer w i t h t h e I P a d d r e s s 

l i s t e d i n Column C o c c u r r e d and r e s u l t e d i n a c c e s s i n g t h e p r o t e c t e d 

c o m p u t e r s and o b t a i n i n g i n f o r m a t i o n from t h e p r o t e c t e d c o m p u t e r s 

w i t h t h e I P a d d r e s s e s l i s t e d i n Column C: 

A B C 

Count Date/Time IP Address 

14 
21 F e b r u a r y 2 011 a t 

00:05:04 ET 
58 . 7.239.152 

15 
21 F e b r u a r y 2 011 a t 

00:05:00 ET 
184 .162.222.3 

16 
21 F e b r u a r y 2 011 a t 

01:35.12 ET 
84 .17 . 96 .70, 
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A B C 

Count Date/Time IP Address 

17 
21 F e b r u a r y 2 011 a t 

03:16:23 ET 
217.112.59.207 

18 
21 F e b r u a r y 2 011 a t 

05 :40:10 ET 
94.116.162.110 

19 
21 F e b r u a r y 2 011 a t 

00:05:01 ET 
95.225.232.28 

20 
21 F e b r u a r y 2 011 a t 

02 : 27:36 ET 
220.255.1.91 

21 
24 F e b r u a r y 2 011 a t 

0 9:08:01 ET 
41.133.136.211 

22 
24 F e b r u a r y 2 011 a t 

09:07:56 ET 
83 . 119.125.35 

23 
22 F e b r u a r y 2 011 a t 

08:18:18 ET 
80.249.65.140 

A l l i n v i o l a t i o n o f T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n s 

1030 ( a ) ( 2 ) ( C ) , 1030 (c) (2) (B) ( i ) , and 2 . 

FORFEITURE 

Upon c o n v i c t i o n o f one o r more o f t h e o f f e n s e s a l l e g e d i n 

Co u n t s One t h r o u g h E l e v e n o f t h i s I n d i c t m e n t , t h e D e f e n d a n t s s h a l l 

f o r f e i t t o t h e U n i t e d S t a t e s , p u r s u a n t t o T i t l e 18, U n i t e d S t a t e s 

Code, S e c t i o n s 9 8 1 ( a ) ( 1 ) ( C ) and T i t l e 28, U n i t e d S t a t e s Code, 

S e c t i o n s 2 4 6 1 ( c ) , any and a l l p r o p e r t y , r e a l o r p e r s o n a l . 
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c o n s t i t u t i n g , o r d e r i v e d from, p r o c e e d s o b t a i n e d d i r e c t l y o r 

i n d i r e c t l y , as a r e s u l t o f s u c h o f f e n s e s , i n c l u d i n g , b u t n o t 

l i m i t e d t o , t h e f o l l o w i n g : 

a. A sum o f money e q u a l t o t h e amount of p r o c e e d s t h e 
D e f e n d a n t s o b t a i n e d as a r e s u l t o f t h e o f f e n s e s . 

Upon c o n v i c t i o n o f one o r more o f t h e o f f e p s e s a l l e g e d i n 

Counts T w e l v e t h r o u g h Twenty-Three o f t h i s I n d i c t m e n t , t h e 

D e f e n d a n t s s h a l l f o r f e i t t o t h e U n i t e d S t a t e s , p u r s u a n t t o 

T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n s 9 8 2 ( a ) ( 2 ) ( B ) , any and a l l 

p r o p e r t y , r e a l o r p e r s o n a l , c o n s t i t u t i n g , o r d e r i v e d from, p r o c e e d s 

o b t a i n e d d i r e c t l y o r i n d i r e c t l y , as a r e s u l t o f s u c h o f f e n s e s , 

i n c l u d i n g , b u t n o t l i m i t e d t o , t h e f o l l o w i n g : 

a. A sum o f money e q u a l t o t h e amount o f p r o c e e d s t h e 
D e f e n d a n t s o b t a i n e d as a r e s u l t o f t h e o f f e n s e s . 

I f any of t h e a b o v e - d e s c r i b e d f o r f e i t a b l e p r o p e r t y , as a 

r e s u l t o f a n y a c t o r o m i s s i o n o f t h e D e f e n d a n t s : 

(a) c a n n o t be l o c a t e d upon t h e e x e r c i s e of due d i l i g e n c e ; 

(b) h a s b een t r a n s f e r r e d o r s o l d t o , o r d e p o s i t e d w i t h , a 

t h i r d p a r t y ; 

(c) has been p l a c e d beyond t h e j u r i s d i c t i o n o f t h e c o u r t ; 

(d) h a s been s u b s t a n t i a l l y d i m i n i s h e d i n v a l u e ; o r 

(e) has been commingled w i t h o t h e r p r o p e r t y w h i c h c a n n o t be 

d i v i d e d w i t h o u t d i f f i c u l t y ; 

i t i s t h e i n t e n t o f t h e U n i t e d S t a t e s , p u r s u a n t t o T i t l e 21, U n i t e d 

S t a t e s Code, S e c t i o n 8 5 3 ( p ) , T i t l e 18, U n i t e d S t a t e s Code, S e c t i o n 
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9 8 2 ( b ) , a nd T i t l e 28, U n i t e d S t a t e s Code, S e c t i o n 2 4 6 1 ( c ) , t o s e e k 

f o r f e i t u r e o f any o t h e r p r o p e r t y o f s a i d D e f e n d a n t s up t o t h e v a l u e 

o f t h e f o r f e i t a b l e p r o p e r t y d e s c r i b e d above. 
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