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 :1(.E1l. (2:,, '.,
'
''

.. 

'.
''

.. 

'
.. .'' 1'

 vs, ) VIOLATIONS: ' ' 
1 2 ' ) 

(1) , ) 18 .U S.C. j1962(c) and 1963: Participation
13 A .K.A. Y7M1N ) in : Rlckjteer Influenced Conupt' 

A K A stppoi'r ) orgamz-atlon (cotmt 1); ,
14 (éounts 1-2, l9) ' ' )

) 18 U.S.C- j 1962(d): Conspiricy to . l
l 5 (2) , ) 'Engage -m a Racketeer lnfluenced

.A K.A. G ,RA.F ) Corrupt Org 'amzation tcount 2))
16 (cotmts 1-2, 3j, 44, 47) )

) 18 .U S.ç. j 1028(a)(1): Unlawful
17 (3) AL ER KOSTYUKOV, ) Traooklny in nnd Produotion of Cotptejkit' 

A.K.A.TEM P, ' , ) Identifigatlon Documents or Authentlcatlon
1 8 A.K.A. KLBS, (Cotmts 1-2, 3-17) ) Features tcom ts 3 -17);' 

)é II1 ) 1s U S C
. j 1028(a)(l): Attempt to Unlawfu!19 (4) MACEO OOZER , . .

A.K.A. xxxslMoxs , ) TzafficiunF in and producuon of copterreit
20 A.K.A. 04 ) Identisoauon ooouments or Autlo ocauon

A.K.A. EI- iuoluso . ) y'eatures (count -1:);
2 1 A . K . A . 

. SMR m  cl 1rr , )
A K.A. M10 C87, . ) 18 U S C 9 1028($(2): Cgnspilacy to

z2 (dounts 1-2. 3-17) ) unuoagiy Trarsf'eï Idrntlfkat,on
1 Docllme .nt Authentlcatlon Featur .e and False- '

) Idenuncatfon Documertt (colmt 1i);. 23 (5J ,
A.K.A. ) ' '

24 .A K.A. RA .Y J 18 ..U S C. 9 1028(a)(7) and (cJf3)(A):
(counts 1-2, j-l'p -) Ilnlawful Trarllfer, P eossessio -n- -Gd Use of a

) Means of Identmcation (co=(20); 
.2s

(6) EDW ARD MONTECALVO , ) '
26 A.K.A NIGHTMARE, ) 18 U.S..C. 9 1029ja)(2): Traffiokipg in anà

A K.A. 71N:711.E44 ) Use of Cotmterfmt und Unauthonzed Access
(ciounts 1-2, 3-17, 21-55) ) oevioes (counî 21);

' 
)

Case 2:12-cr-00004-MMD-GWF   Document 83    Filed 03/06/12   Page 2 of 57



I
' ;

1 (7) , ) 1 ..
.8 U S.C. 5 1029(a)(3): Pqssession of .

D ATISTUTN ) Fifteen orMore Counterfmt mzdA K.A
2 (douna 1-2) ) Unautllonzed Access Ddvioes

) (cotmts 22 -55);
3 A  )

A.K.A. ) 18 U.S.C. û 1029(a)(4): Unlawful
4 A.K.A. CC - .- TEADER, '' ) Possessio ,n Prpduc#op N d Trnecking j.n -' 

.A K.A. KENGZA. .) i 'Device-M 'a'kmg Eq 'Vpment ' ' ' '
(cotmts 1-2, 20, 2:-55) ' ) tcotmts 56-60))5

- )
6 I9) JE SMITH , ) 18 = .U S C. j 1029(a)(4): Consyiracy to

18.C1.1A111,œ57, ) Unlawful PMssessiyn, Prodyctlon apd. A.K.A. S
7 A K.A. FAFRRUSW ESSMAN, ) Trnooldng m Devlce-Malung Eqmpment
(éounta 1-2, 61- 62) . ) (cowm 61-62); and .

8 . )
(10) M.A.K.'%1, HAGGERTY, ) 18 U S.C. j 2: Aidhzg and Abetting tcounts

.h..vu, . 
) 1, 3-i7, ls, 2o, 21, 22-56- 61-62).q x x...x. w

(éouras 1-2) . )
lo . )

' 

(11) , ' )
. I I A.K.A. BANK MANAGER. )

A.K.A. DOCUMENT MANWGEK )
A.K.A. COREY, (Counts 1-2, 61-62) )12

) .
(12) ' )13
A.K.A. ABAGNALE , (Counts 1-2) )

)14
(13) )
A K.A.DE A, )1 5 d
ounts 1 -2) ) ,(

, . ) .1 6 )(14)
A.K.A. TRACKZ, )17 
K A BULBA, )A. . .

A K.A. NCUX )18 
(dounts 1-2, 21-55) )

' ) .19
El5) QASIR MUKHTAR) )
A K.A. CM D EK )20 
(éotmts 1-2, 56-60) . )

)21 
r16l )-
A . -K 

.A. ' ) .22 
A.K.A. PA-nSTOTA, (cotmts 1-2, 22-55) ) .

)23 
rl7l )-
A . k. . )

24 (counts 1-2, 22-5J) ' ) ' '
)25 

r181 )-
A -K . . )

26 (éotmt.s 1-2, 22-55) ) '
2
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. 1
. 

' j.
!
! .

1 (19) ) ' . '
A K.A. BOWL )

2 (douuts 1-2s 2ï-55) . )
)

3 E2(! )
A.K.A. DORBm  )

. . ï4 A:K A GTADOK ) . . . ' . . j' . .. ..(ctàt ;) . ) . , 
.. . .

5 ) .
(21) M ICHAEL LOFTON, )

6 A.K.A. K'IT ,L .IT )
A K.A. LOFBXZY, )

7 (dolmts 1-2, 3-17) ) 1
. ) ,

g (22) SHIYANG GOU, )
.A K.A . CDER, ) .

(cotma 1-2, 3-17) ' )9
)

1c (231 DAVD  M Y CAMEZ, . )
A K A. BADM AN , )
' A kk. DocTORsiX, )11 
(j ts 1-2, 3-1,7) )( oun

. ) .12 
stxmuso'x', )(24) CAMBRON

A K.A. VII,oBIT )13 
(dounts 1-2, 3-175 ))

14 )(25)
A K.A. QDLER, ) . . .15 (éounts 1-2, 3-lp ) '

)16 
26) otrvAut)l.m  BUTI-EK )( .

A K.A. MAc ' )17 
(éounts 1-2, 21, 61-62; ) .)

18 2n pllzoltlcKn lo- s, )E
A K.A ISTUNNA, )19 
(éounts 1-2) )

)
. 20 (28) Jol.m DoE 1, ' )

A K.A SENNAO-/I, )21 
(éotmts 1-2, 3-17) )

. )22 
(294 Jol.m  DOE 2, )
A K.A. MORFIY )

23 (dotmts 1-2, 3-1$ ) '
.)

24 (30) JOIIN DOE 3, ) .
.A K.A . GRUBER, )

25 (counts 1-2, 18) )
) 
.26

3
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1 (3 1 ) ,101+  DOE ,4 )
.A K .A . PIAXXTRO , )

2 (counta 1-2) )
)

3 (324 JOIIN D0E 5, )
.A K.A. ELIT3 , )

j (counts 1-2) . )
' )

5 (33) zOl.m  DoE 6, )
A K.A. Fozzy, )
(dounts 1-2, 22-ss) )6

)
7 (34) JOl.m  DoE 7, )

A.K.A. Vl''f'z.trM )
A K.A. iœltMExl-ov, )8
(dounts 1-2, 22-55) )

9 . )
(351 )

Ic A.K.A. PANTIIEK )
.A .K .A E UP H O ,RI C )
A.K.A. DARKMTH, )l 1
(Counts 1-2, 22-55) . )

12 )
(36) JOl!N DOE 2, )
A K.A. TM, )13 
(jo ts 1-2, 22-ss) )( =

. )14
(37) JOHN DOB 9, )
A.K.A. ZOOMER )15

.A K . A . D E P U T A ,T )
(cotmts 1-2. 22-55) )16

)
(38) Jol.m  DoE ltl )1 7 

.A K.A. cExw mok )è 
l 2 22-ss) )( ounts - y18 

)
r39) JOlm  DoE 1 .1 )1 9 - 

.A K.A. coxslcltzcflu, )
(èounts 1-2, 61-62) )20 

)
DEFENDANTS.

21

22

23

24

25

26

4
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l THE G JURY CRARGES THAT:

2 GENEQAT, ALLEGATIONS

3 The following Oeneral Allogations are realleged and incoporated in toto by reference in

4 countoaeeart' icipateip aa keteerlnmuenou co= ptœ ge puonludcoxtTwotci-pimcy , ..

5 to Engage in a Racketeer lnfluenced Comzpt Organization) herein. 1
6 THE ENTERPR'SE

7 1 , At all times relevant to tltis indice ent

8 E1J .k.a. Admin a.k.a. Support; i
' (2J a.k.k Graf;
9 (3) ALE ER KOS OV a.ka. Temp a.k.a. Klbs;

(4J MACEO BOOT,'ERI1I mk.a. Xxxsimone a.k.a, 04 mk.a. El Padrino a.k.a. Mr. '

10 .(5) a
.k-a. Ray W ong a-k.a. Ray;

E6) CALVO a-k-aNlghtmare a.k.a. Tenure44;
. 1 1 . .(71 a

.k-a lbatistuta;
. (81 mk.a. a..k.a. CC - - Trader12

p-kva. Kengza; .
(9) JERMAINE SMITH a.k.a. Sircharliesi mka. Fairbusinessman;13 

.

(10) . HAGGER'FY avk-a. Wave;
(1 1) a.k.a. B:.I'A Manager a-k-a. Documentl 4

M an er a. .a. orey;
E1Q agk.a. Abagnalefrnnk;15
113) a-k.a, Devica;
(14) a. ..a. Traokz a-k.a. Bulba a.k.a. Ncux;

. 16 kjjxr; .(15) ASm  M'IFKHT mk.a. C
(16) 'mk.a. a.k.a. Patistota; .l 7
(17) a-k.a- Souroe; .' 

(18) a.k.a. C4rd3R; .l 8
(1 9) a.k-a. Bowl;
(20) a.k.a: Dorbik a.k,a. Matador; . '1 9 

j. .' (21) a.k-a. n llit mk.a. Lo eazy;
(22) SHW ANG GOU &.k.a. Cder)20 k o

ootorsex;(23) DAW D RA.Y CAMEZ a.k.a. Bad MM a. .a.
(24) ON a.k.a. Kilobit; ,2 l 

k. (yjjer;(25J a. .a.
(26) DUVAUGHN BUT a. .a. ackmnnn;22 

sfalnnai .' 
. (27) FREDRICK THOMAS a.k.a 1 l

o o (28) JtàHN DOE 1 mk.a Sennax l ; !
'-o k Morsy; i(29) JOHN 1)OE 2 a. .a.

(30) J0HN bOE 3 a.ka. Gruber; '24 
k Maxxeo;(31J JOHN DOE 4 a. .a.

(32) J0HN D0E 5 mk.a. EliB; :
. k5 j; : a k a yozzy;! (33) J0HN DO . . .

. (34) J0HN DOE 1 a.k.a. .vitrum a.k.a. Lermentov;26

' 5 . '
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1 (35) lt.a. Pantht'r mk.a. Euplmric mka. Darltmth;
136) JOHN DOE 8 a. .a. ;

2 (37) JOHN DOE 9 mka. Zoomer mk.a. Deputat;
(38) JO5IN DOE 10 a-ka. Centurion; and

3 (39) JOI:IN DOf 11.a.k.a. Consigliori;
. ï . . .

4 . tlmdofenlants herein, andothershmwnmzdllnknown, are'mtmbers of, employqd b. y, alld associates

5 of a' criminal organization, hereo er referred to as çttlle Carder.su organizationy'' whose members k

6 engage in .cts ef identity theft and snmacial fzaud, including, but not liznited to, ads involving

7 traflicking in stolen memu of identiicationi. trnm cking in, production and use of counterfeit .

8 idenliGcation documents; identity theh; trnfsolring in, production artd use of tmauthorized and I

9 oountelfeitaccess devices; and bankfraud; and whcsemembers interfere w1t11 interstateand foreign

' 10 commerce tbrotlgh aots of identity theft and fmmwial fraud. Members and associates of the

. 
I l Cardensu organization om rate principally in 1.,%  Vegmq, Nevada, and elsewhere. '

12 2. 'rhe Carder.su organization, including its leadership, membel's, arld associates,

13 constimtes an ttenterprise,'' as dex ed by Title 18. United States Code, Sec*on 1961(4), that is, a

14 group of individuals associated in façt, altlloug,h not a legal entity. The enterprise constimtes an
! . :

ongoing orgnnizntion whose membérs filn4tion as a continuing tmit for a common purpose of
1 5

achievhzg the objeotivos of the enterprise. The enterprise is engaged in, and its activities affect,1 6 
. ,

interstate and foreign odmmerce.17

. FIJRPOSES OF THE ENTERPRB E
1 8

3. n e purposes of the enterprise include, but are rlot limited toy the following:
1 9

A. to emich the members and mqsociates of the entemrise throug,h the unlawful
20

traflicking in: means . of identifcation, docmnent-making implements,
2 1

colmterfeit identilication documents, 'device-making equipmont, and,
22

tmauthorized and cotmterfoit acoess devices;
23

B. to create, maintain, and control a marketplaoe for the diskibution of stolen
24

property, such as victims' personal and tinalwial means of identifioation;
' 25

26

6

Case 2:12-cr-00004-MMD-GWF   Document 83    Filed 03/06/12   Page 7 of 57



l

. 1
' 

'
j

1 C. to protect the entemrise and its members from detectiow apprehension and

2 proseçuuon by law enforcement;

3 D. to pxserv'e aild protect the operations and profit of the yntmprise tkough the

f
4 . . . .. . . use of discipliney'expulsion, and .gth.. .t1: ad!. ofretribljj. on; and . . .g

5 E. to promote and enharlce the reputation and se ding of the enterpzise aad its
. !

6 membors apoég rivals. ' I
XW SZ 17 WANS AND MXTHODS OF THE ENTER

8 4. Among tbe means and metlmdsby whioh the defendants and their associates qonduot ' j
d pe cipate in thù conduct of the affairs of the enteprise include, but are not limited to, the l9 an

;

1() following; .

1 I A. Members of tlw enterprise and theiz associates did t'rafjic ih and produce, did

attempt io tratïio in and produce, and did conspire to traflic in and produce:12

cotmterfeit idenv cation documents, whith affects interstate and foreign
1 3

commerce.14 ,

B. Members of the enterplise arld their associates did unlawfully transfer, did
1 5

attempt to Tlnlawfully transfer, and did oonspire to tmlawfully transfer
1 6

oourderfeit idçnlizcatiçli dootunenta, which affectq interstate and foreign
17

O m merce. .1 8 .

C. M embers ofthe enterpriseandieirassociates didpossess documenl-making
19

implements, did ettempt to possess decument-maldng implements, and did
20

conspire to possess docum ent-maldng implements, which affects interstate
2 1

mld foreir  cornmerce.
22

D. M embers of the enterprise .and their associates did unlawfully transfer,
23 .

possess mld use, did attempt to tmlawfully trmlsfera possess and use, and did
24

' conspire lo l3nlawfully transfer, posse'ss and use a means of identifcatson of
' 25
;

26

7
. 4 :

Case 2:12-cr-00004-MMD-GWF   Document 83    Filed 03/06/12   Page 8 of 57



9

11

another person in the oommission of and in cènnection wit.h the clime of

Bnnk Fraud, which affeots interstate and foreir  commerce.

E. M embers of the enterp' rise and their associates did trafllc in and use. did

attempt to traffic ip aïtd tks>, apd didmonpire to lzuffic in an pse counttrfeit

and ' Imauthorized access devices, which affects interstate And foreign

Com m erce.

F. Membj'rs of the enterprise and tlzeir associates did possess, did attempt to

possess, and did conspire to yossess fiiteen (1 5) or more ccumezfeit and

tmauthorized access devices, which affects interstate and foreign çommerce.

G. M embers of thi enterprise and their associates did tzaflk in and possessr did

attempt to trnfGc in and possess, and did conspire to traffc in mtd possess

device-making equipment which.affeots interstate arld foreign cornmeroe.

H. M embers of the enteprise and tileir asociates did plan, attempt to plan, and

conspire to plan, w1t11 the intent to defraud, schemes to unlawfully obtain

m oney and property from banks and other fnandal institutions by wey of

fraud, and material misrepresentations and false promises.

1. Members of the enterprise and their assooiatos did use various means of

commtmication desi> ed to proteot the membership's anonymity and to

provide security for tlle criminal organization from attack by other rival

criminal organiations and from 1aw enforoemenl detection, inçluding but

not limlted to, jl'le use'of:

( i) Various website fonlms mld chat rooms, such as Carder.info,
Carder.su, Crdsu.sw Carder.biz: aud Cardenpro, which are '

oontrolledbythe Carder.suorganizationforuse ms their online

gathering places, tllat is, as ttvirtual clubhouses,'' which

8
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?

l

1 provide secure meeting locadons for the members mld

2 associates of the çriminal organization;
' p .z ' .

. 
. '

3 (ii) Privatemessagingt'dpM '') whichisanon-fonlm widemessage

4 ,'... . . . xntbç- çphdidle mc bœson>Jon'mp'ni'orgnnd'zxuon's
: 

1
5 Website fonzms; Ii

6 (iii) B-mail, some of wllioh are enorypted andpasswordprotected,

7 or use servioe providers located outside the United States;

s (iv) ICQ chat, which is a free instant messaging electronic 1
i

9 communicalic,n servioes provided by ICQ, hc., a

lc subsidiary of AOL ICQ user aoootmts m'e identitied by a:

Urliversal Identiiioation Number (:1.1111*3.,1 1

(v) Proxies, which are achieved by botmcjng from one computer
12 .

t/ another to hide a member's truo originating P address;
13

(vi) 'Yirtual Private Network, (ç%VPNs''), whioh are similar to a
14 .

. 
piùxy,butwiththe additioilof creatinganenorypted. hmnelthat

l 5 . ?
cannot be monitored; and ' '

16
. 

!

(vii) proteded drop sites in tlw Distzict of Nevadaa and elsewhere,
17 ,

in the event that there is a need to transport, trailsferz and
1 8

. receive physical items of conkaband.
19

20 '

ij ROLES OF THE bEFENDANTS

22 orzanizational Hierarellv

23 5 Leaders
, 
members and associates of the Cardensu Organization have defned role,

24 in tlle enterprise. At alI times relevant to this indictmentz the defendants participated in the operation
.; '

25 and the management of tlw qntemrise as folldws:

26

9
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1 a- Adminiskator - Defendant E1) a-k.a. Admin &.k,a.

2 SuppoG (hereaRer t<(1) '), is tlle Adminiskator of the Carder.su organiMtion.

3 E1) selves ms tho head of tlle governing council for the oriminal organization who,

4 collemively, conkol tlzedesthzy oftlwentçrprise, n e n.dmlnlstrqtorhodlvs day-to-daypN agetnent .

5 decisions of the organizatiol as well as long-term shxtegic plnnning forits contilmed viability. As

6 such, (1) ts as a leader of thé enterprise, by appeinting moderators, and directing

7 otllet members arld associates of the enterprise in carrying out lmlawful and otl:er adivities in

8 fllrtllerance of the oenduct of the enterprise's affairs. (1) detennines which

9 individuals can become and remain members of the Carder.su organizatibn. (1)

10 regulates tile functions, respomsibiliues and levels ofaccessto information accorded to eachmember.

1 ) , (1J bestows tlle rewm'ds accorded members for their loyaltz to the Carder.su

12 organization, and sets the plnishments to be mded out to members ovidencing disloyalty to the

13 orgartizmion. E1) decides when, how, and under what circumstanoes to attack and

14 to retaliato against members of rival crlminnl orgnnlzations and their assooiated Internet website

15 forums. As the administrator, (1) fullacoess tù, andpriviloges on, the oompmer

16 servershostingthe Carder.suorgahimtion'swebsites. (1) ullkrmteresw nsibility

17 for the administratiol maintenance, O onymity and security of tlle Carder.su orgartization's

jg computer setvers, as well as for the conteht of tla Carder.su orgmlization's lnternet website fonlms.

(1) s crirnlnal activiiees in fllrtherance of the entemrise, include, but are not limitvd1 9 
.

() to, the oommission of conpiracy to lmlawfully trnnnfer and sell false identiscation documents, and
2

access device fraud.2 1

b. Moderators - Defendmus (2) a.k.a. Graf,22

thereaftersllzl ), and (31) JOHN DOE 4 a.k:a- Maxxtro (lpreafterttl3l) 7R093)23 
, 

.

are Moderators witbin the Cardensu organlez-tion. As suoh, these dbfmdants act as Içaders of tbe
24 .

entorprise, directing other members and associates in oma'ying out unlawful and other activities in
25 ,

fartherance of the conduct of the enterprise's affairs. Moderators are members of the Carder.su
26

' 10
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. 
I

. 
I

1 organizAtion's governing counsel; as such, they oversee and marmge one or more subject matter

2 speoilic are.as on the Cardensu organization's websites that either fall within an area of the

3 Moderators' expertise, or cover their geopaphio location. As Moderators, (2) and (31) ;
i

..-
4 M AxxTRo.mssist f 11 in monitoring and policing.the Qa-tder.su-organizztion's . l'

j
5 websites by editing and deleting membms' posts on tlwse fon'ms and by mediating disputes among ll
' !6 the members. Moderators also gequently serve as Reviewers for particular products or services !

' 

j
' 7 prodded through tlle enterprise w1t.1: whigh they have an expertise. (2j s criminal 1

.. 1. !

8 activities in fllrthorance of the enterprise include, but are not limhed to conspiracy to possers and I 17 !

9 possession of lifteen (15) ormore oounterfeit and tmauthorized acxss devices'. (31) rfxo's

lc czinzinal aotivibes in furtherance of the onterprix include, but are not limitM to, transfer and use of (

1 l means of identiâcationa and possession Qf fifteen (15) or more counterfeit and tmauthorized access
. 

l

12. devices. . ,1
13 c. Reviewers - n e Carder.su organization allows members to sell conkaband, I

14 including, but not limited to, colmterfeit documents and stolen bank accotmt and credit card

infonnationbywayof the Cardensu ergauization's websites to furth. ertheactivities of theenterprise. l
1 5

Reviewers examine and test products and services that members of the Cardervsu organization wish
l 6 .

to advertise and sell on its websites. Once Reviewers competetheir exnmination of the products and
1 7

serdces, theym st a written sllmrnal'y of that examination ortesting on tlx Crderxsu orge zation's
l 8

websites. A favorable written review is a prerequisite to selling cohkaband on the websites. W hile
19

most Redewers primarily servo inthe capacity of Administztor or Moderator forthe oflterprise, any
20 .

qualifed individual, even a general member, can be appointed by tlze Administrator to conduct a
21 , .

review. M y member of the Carder.su orgnnization oould be appointedto serve as a Reviewer at any
22

time.23

d. Vepdors - Vendots advertise and sell products: so ices, and otherolmtraband
24

to members of the Carder.su organization by way of the Carder.su organization's websites after
25

receiving afavorable writtenreviewfrom a Reviewer. Once a Reviewier is designzted
, aprospeotive

26 , ' .
'

j'l
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1 Vendor is requirod to ship multiple samples of the product or provide the reviewer w1t.11 aocess to'

2 the vendor's selvicees to faoilitate completion of the review. n is oonWct between tlze prospootive

3 Vendor and the Reviewer is usuallj mnde throughprivatt emm'l messaging or through apublic poàt

4 in the appropriate section on tlw Card#.su qjganizAlipn's N bFites.

5 ( i) Defendant (3) ALEXANDER KOS OV a.k.a. Temp R.k.a.

6 Klbs, (hereoer tt(3) KOSTYITKOV 'II is a Vendor of oashout services in the Carder.su

7 organizxtion. PJ KOSTYUKOV'S cmshout servicesprovide members Qfthe Carder.suorganizxtion

g witb a method to trarlsfer ftmdss typically used in connection witll obtaining and laundering illicitly

9 obtained ftmd.s 9om stolen bnnk and credit card accounts. (3) KOSTYUKOV receives a fee,

jtl genearlly between fortpsve percent (45%) and sixtptwo percent (62%) of the total funds

1 l laundered, in exchange forprovidlngmembers withcashout services. (3) KOSTYUKOV'S criminal

12 actikities in filrthernnce of the enterprise inolude, but are not limited to, the produotion and

13 kam cking in cotmterfeil identifkation documeng.

14 (ii) Defepdant (4) MACEOBOOZkR1Ha.k.a.XXXSimone a.k.a. 04

15 a.k.a. El Padrino R.k.a. Mr. mght a.li.at mrdo87, (llereafter çt E4) BOOZER IH''), is a Vendor of

.6 Gçdumpsp'' that is, stolon and otlzerwise stèlen credit card apd debit card aocotmt data, inthe Carder.su
1
j,/ organization. I4) BO(MERHlsells dx pstome arsforphcesrRsnggom jilteen dollars ($15)

to one hlmdred $1ft.8. dollars ($150), depending on the quantity purcbnAed aud the geopaphiùal1 8
location from which the dtunps orisnate. Dumps from the United States are sold as tbe lemqt19

exrpensive and dlrmps from the Eurom ere sold ms tlle mos't expensive. (4) BOOZER 111', crlminal20

activities in fartherance of the enterpdse inclvde, but are not limited tô, the production and
21

trafficldng incounterfeit identisoationdocumenh, Odpossession of tiheen (15) ormore counterfeit
22

and tmauthorized access devices.23

( iii) Defeddant (5) aak.a.. a.k.a. Ray,24

(lzereafter tt(5) ''), is a Vendor of ootmterfeit plastio, which is a devioe-mnlring implement
25

used tö produce cotmterfeit credit cards. in the Carder.siz organization. (5) sells blank
26

' 12
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1 counterfeit plnlreio cnrd.q to members for twenty dollars ($20) to twenty five dollars ($25) eaoh,

2 depending on the amount orderedx and. he requiros a minimum order of tifty (50). (5) so

3 sqlls embossed counterfeit crrdit cards for sixty sve' dollars ($65) to seventy tive dollars ($75) each,

4 With a .rpinirnum order of t% -
(1.0)... Additipnally. (5) also advrgises op.the Carder.su

5 organization's websites as a Vendor of dumps, that is, stolen Visa credit card account numbers

' 6 priced from st%dard cards al ' dollars ($30) pch, to platinum or basiness cards at forty five

jj ' . .7 ollars ($45) each. (5) s tmmlnal acivities in furthev ce of Qie enterprise include, btlt are
b, 1

g not limited to, the production and tre cklng in counterfeit identiscalion documents, unlawful

9 kansfer and uso of a means of identilioationv and conspiracy to possess device making equipment.

10 (iv) Defendant (6) EDW ARD MONTECALVO mk.aNlghtmare a.k.a.

1 1 Tenuroe, mereatter $$(6) M ONTECALVCP'), is a Vendor of dumps in tbe Carderesu orgnnizmtion

) a who alsö provides to members ? dumpk checking servioq, whic.h checks w1t.1: the issuing financial

j3 institution to make sure, atthetime of the membor's ptucbase, thatthe credit card account being sold

14 is still valid and open. (6) M ONTECALVO'S cn'm' inal aotivities in furtllerance of the enterprise

include, but are notlimitedto, theproduction =dke cklengl o c tfeitidentiscationdoc= ents,
1 5

possessien of declzment-making equipment, and possession of fifteen (15) or znoa counterfeit atld
16

unauthorized access devices.1 7

( v) Defodant (7) a.k.a Ibatismtw (hereafter t;(7)18

f dumps in tie Cardei.su brgmzizOon, ms well as a Vebndor of cotmterfeit3
, is a Vendor o19

creditoards, cotmterfeitholorams, and signature panels thatcanbe usedto manufacture cotmterfeit
20

credit cards. (7) ells blnn: plastic cards to members for ten dollars ($10) to 511e11 dollars
21

($15) each, depending on tlle quantity ordered. g7) sells tlte cotmterfeit holograms and
22

signatures for one dollar ( $1) eaoh. (7) s crimlnz activities in furtherance of the onterprise .
23

include, but are notlimited to. possessionof fiAeen (15) ormore cotmterfeit and unauthorized access
. 24

devioes.25

26

13
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l ( vi) Defendant (8) a.k.a.
' 2 a.k.a. CC - - Trader a.k-a. Kengza, (hereaher çt(8J '), is a Vendor in the

3 Cardensu organization of tSCVV,'' that is. stelen credit card account data which o ically contains

4 ' all ofa.caxdholdçr's. informa on, except qot, flw magnetio Yaçk infprmatiqn contained on the rear pf

5 the physical credit card. CW  informatiop includes an account lmlders name, (1a.1 of birth, Social

6 Seoudty mlmberzaddress, telephone number and mother's maiden name, as well as the sectuity oode

7 on the rear of the oredit card. (8) also sells to members, for ten dollazs ($10) each.

g stolen Paypal accounts, which include username and the password needed to access the Paypal

9 accotmt. (8) also sells çTullz,'' 'which include full name, billing address, oredit card

l 0 accotmtnumber, exphationdate, Personal ldenifcationNumbers (çT1Ns''), Social Securitynumber,

I 1 mother's maiden name, date of birth and the secuzity cmle en the rear of a crodit card, for a victim

12 account for twenty dollars ($20) each, w1t11 a minimnrn order of 'two hundred dollars ($200). M so,

13 (8) sells ttEmol1/COBs,'' which include fMII naine, billing addresss m'edh card account

14 number, expiration d&te, PIN, Social Security number, mother's maiden name, date of birtk tbe

secmity code on the rear of a oredit cart and the usemmne and password to access tlze account1 5

6 online, for ono hundred forty dollars ($140) to two htmdred dollars ($200) each, depending on the1

mnotmt of money in thevictim account. (8J s criminal activities in filrtheranoe of the17

enterprise include, but are riot limited to, transfer anduse of means of identificadon, and possession
1 8

of sfteen (15) or more counterfei! arld. tmauthoriad access devioes.1 9

( vii) Defendact (9) JERMAINE SMITH a.k.a. Sircharlies'/ a.k.a.20

1% 11% V dorbof cotmterfeitplmqic andcotmterfeit creditFairbushlessman, (hereafter E9J SMIT ), is a en2 1

cards inthe Carder.su organizafon. I9) SV TH'S criminal activities in fmthemnce ofthe enterprise22

iaclude, but m'e n;t limitedto, mssession of fifteen (15) or more ootmterrdt andunauthorized access23

devices, and oonspiracy to possess and possession of device-mahng equipment. '
2$

(viii) Defendant (10q HAGGERTY a.k.a- Wave, (iloreaier %t(10)
25

HAGGERTV'), is a Vendor of cotmterfeit identffication documems and cotmtedbit credit cards in
26

14
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1 the Cardensu organizadon. (10) HAGGERW  mmzufactures and sells counterfeit drivers licenses

2 to members for the states of Californiw Texass W isconsin, 0hi0, Rhode Island, Nevadw

3 Permsylvania, lllinois, Floridw Louisianw Arizonw Hawii, Sout.h Carolina, Geor/a and N*w

4 Jerrsey, as.well .as British Columbiw Cnnnda. 'lxe prices range from one tlll11tlr. ed (pllws ($1q0) to ,' 1

5 two hundred dollars ($200)s depending on the state. g1W HAcyGERrn ralso sells blanlr counterfeit

6 pl%tic for twenty dollars ($20) each and embossed counterfeit oredit cards for thirty dollms ($30)

7 each. (10) HAGGERTY oriminal adivhies in Rldhermwe of the enterprise indude, but are not
I

8 limited to, conspHcy to probucq counterfeit identitioation documents, possession of fiheen (1 5) or p

9 more cotmterfeit and unauthorizod access devices, and conspiracy to possess device-me ng

10 equipment. .

1 1 ( ix) Defendant (1 t1 a'k.a. Bsnk

12 M anager mk.a. Dooument M mmger. mk-a. qorey, (heremeer $ç(11) '), is a Vendor of '

13 cotmterfeit identifkation documents, stolen or otherwise stolen corporate accotmt informauony

14 dumps, and oounterfeit qredh cnrdn inthe Carder.su orgnnlzmion. (11) s criminal activities

15 in furthermwe of the entjxrprise izfolude, but are net Iimited to,'possession of fifteen (15) or more

6 cotmterfeit and unauthorized access devices, and conspiracy to possess devioe-making equipment.
. 1

j,y ' (x) Defendant (12J .k.m Abagnalefmnk, t'hereoer

''(l2J ') is a Vendor of dumps in tlze Carder.su organiation. (12) sells members bulk18

quantities of one hundred (100) mixed Visa and Mastercard aooolmts for one thousand five htmdred1 9

dollars ($ 1 ,500) and one htmdred (100) Ameriou Express cards for one'thousand dollars ($1,000).20 
.

(12) s crirnlnal activities in fartherance of the enterprise include, but are not Iimited to,2 1

tmlawful transfer and use of a means of identifkation, and possession of fifteen (15) Qr more22

counterfeit and unauthorized acqess devices. .23 .. .
(xi) DqfendKt (1jj .k.a. Devicw (hereafter .24 

.

rTgl3J '), is a Vendor ln the Cmder.su organization of counterfeit credit cmds. as25 
. .

well as counterfeit holomnmR that can be used to manufactme counterfeit oredit cards.
26

15

!
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1 (131 sells blank counterfeit plastio cardi to members for forty five dollars ($45) I
I

' 2 eaoh and embossed counterfeit oredit cards for seventy five dollars ($75) each.

3 (13) s prices for the counterfeit holograms valy by the quantity purchased.

. . 4 (13) 's crlmlnal adivities-in. flzrtberalw: of tlle .entemrilt-in. qlu/e, blg are not . . l
1

5 limited to, possession of tiheen (15) or more counterfeit mzd unauthorized access devices, and. )
ir to possess and possesskon of device maldng equipment. ' t6 oonsp acy .

.. 
(

7 ( Zi) Defendant (141 a.k.a. Trackz aka Bulba
k a Ncux (hereaier <t(141 ') is a Vendor in the Carder.su organization of dumps. !8 R
. . . > y

9 (14) sells members such a làrge volume of product that he has created an automated

10 websile, whicli lw advertises on the . Carder.su organization's websites. (14) s '
f

1 1 automated website allows members to log into and purchase stolen artd otherwise stolen oredit card

12 account datawithout personi interaction * t.11 (14J (14J s wvbsite has

13 a simple interface +at allows members to search for tlze particular type of credit card information

14 thoywantto buy, add tbe number of acoounta tlley wish to purchmse to their ''shopping cad'' and then

15 check out. Payment of filnds is autematically deducted from an already-established acoountfunded

16 through L. R., an on-line digital currenoy pam ent system. Upon checking out, the purchased oredit

1./ oard acbotmt data is available for tlze members to download. (14) sells each stolen

l': accolmt number for approximalely twenty dollars ($20). (14) s criminal activities in j
. !

furtherance of the enterprise include, but are not limited to, conspiraoy to possess and jossersion of i19

tifteen (15) or more cotfnterfeit and .unautlmrized aocess devices.20

(xiii) Defendartt (15) QASIR TAlta.k.a. Caliber, (hereatter'çEls)21

TAR''), is avendorinthe Cazder.su organization of cotmterfeitplastic and counterreit credit22

cards, as well as counterfelt holograms and signature panels tbat can be used to manufacture
23

counterfeit credit cards. (15) MUIGITAR sells blank cotmterfeit plastic cards to members. for24

tmeen dollrs ($15) each and embossed counterfeit credit oards for twenty dollars ($20) each.
25

Counterfeit credit cards with a photoraph or chip on them cost twenty tive dollars ($25) tm-26 .

16

:
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1 mnbosseda and tllirty dollm's ($30) embossed. E15), TA.R sells colmterfeit cardA with b0th d!

2 ohip and photovaph for thirty dollars ($30) un-embossed, and tltirty five ($35) embossed.

3 (15) AR's pricbs for ihe counterfeit hologl'ams vary by the quantity pumhmqed.

4 (.15) .M! I.K'-RTAR'.S orimi'nayactiyities in ,furt, hermzoe pf jk ,çptelw isq.jqclud.ç, but' are not lipited ' )

5 to, possession of liheen (15) or more cotmterfeit and Imauthorizxd access devioes, and conspirady
. ;

6 to possess and possession of devitx mnking equipment. j
7 . ( xiv) Defendant (16) a.k.a. a-k.a. Patistot,

8 (hereaherttll6) '), is avendor of CVVS inthe Carder.su organizoon. (16) sells the

9 CVVS through an automated website, which he advertises onthe Carder.s'u organization's websites.

10 (16) s website allows members to view his products by looking up speoific bnnk '

1 l identiscation numbers (ç%lNs''), and by looking' up the gegrapbical loqafon of the victim Cvv's.

12 (16J also sells a lookup service to members th2 tlzey can use to make sure the CVVS are

l 3 valld at the time the membtr purohases them. (16) s criminal activities in furthefance of the

14 enterprise include, but m.e not limitedto, tmlawful knnqfer and use of a means of identitkation, and

15 .possession of fiheen (15) or inore cotmterfeit and unauthorizotl aocess deviçes.

16 ( xv) Defendant (17) a.k.a. Souroe, (lwreaher $$E17)

1 7 ''), isa Vondorof dumps in the Cazdensu organization, wlzich he sells tomembers atprices

1 s rmzging from twelve dollm.s ($12) to one htmdred fifty dollars ($150), depending on the quantitz

19 purchased and the geopaphical.location f'rom wllioh the dumps originate. (17) sells

dumps from the United States as tlle least exm nsjve, and dumps from Europe, the Middle East and20

Asia as the most expensive. so has an automated websitey which he advertises on the21

Cardensu organization's websites. (17) website allows members to look up dumps by22

BFN to purchase accounts issued from a particular finarlcial instittdon. (17) crirninal23

achvities' in furtherance of the enteprise include, but ee not limited to, conspkacy to m ssess wnd24

pessession of fiheen (15) or more cgunterfeit qnd unauthorized access devices.25

26 ..

17
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l

1 ( xvil Defendant (18j a.ka. C4r(I3K mereaier ç'(1 8)

2 '), is a Vendor in 'tlw Carder.:u orgnnization of Cvvs, which contain full nnme, billhlg

3 addressz creditcard Kcountnumber, expirauon date andthe securityoode onthe rearof & creditcm'd,

. 
4 fQr th: viotim accounts. L18) .plb tlw QVVF to pembers tilroulllis. autpmated website. i

5 El 81 advertises his website ontlx Crdensuorgnnimtion's websites, andllis advertisement

6 includes lzis Universal Identilicaticmlçumbercçt/m '), whicâ facililtes member-to-member RICQ''

7 chats. ICQ chat is afree instant messaging electronic commtmication service provided by ICQ, Inc., .

8 a subsidiary of AOL. (18) also sells Fallz, whioh include full nnme, billing address, credit

9 card aocount number, expintion date, Social SeOUHt,V number, mother's maiden name: datt of birth,

10 the security code on the rear of a. credit oardy and occasionally the PIN. g18J s crfminal

1 j activities in filrlherance ef the enterprise includez but are not Iimited to, possession of jilteen (1 5)

it and unautllorized atcess devlce's.) 2 or more cotmtorfe .

l 3 ( xvii) Defendant (19) .k.m Bowl, (hereaAer *:19)

14 '), is a Vendor in the Carder.su orgnnization of Cvvs, which he sells tbrouglz his

15 automntedFebsite. (19) dvertises Mswebsite onthe Carder.su organization's websites.

16 (l9J s climinal activities in furtllerance of the entemrise include, but are no1 lhnited to,

1 y possession of fûeen (15) or more cotmterfeit and kmauthorized aocess devices'. '

) g ( xvkii) Defendant (20) a.k.a. Dorbik a.k.a.

Matador, (hereaRer :1:20) '). is a Vendor in tbe Carder.su orgsnlezation Qf ''bullet1 9

() proof hosting'' services mzd infrantnzcture for criminal websites, inoluding the Carder.su
2

organizaien's websites. s%tlllet proof hogting'' is a term of art utilized by carders to desorlbe an
21

. lntemet Service Provider C$ISP'') that will allow an individual to run a website that contains illegal
22

content, suoh as a fake website utilized for ç'pltishings'' a criminal carding fonzm (e.g., the Carder.su
23 . .

. 
4 organization's websites), or an automated website that sells dqumps. Stphishing'' is targeted method
2 .

7 of obtainingpersenal or finmlciél ildbrmstiona typically done bythe use of emails or counterfeitweb
25

;' page,s presented to a potential victim that induces the victim under false pretensts to give their
26

18 /
. 1

l
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S
i
I

1 ' intbrmntionto the attacker. (20J s crirninal activities inflrtherarice ofthe entelplise

. 2 include, blrt are not limited to. conspiraoy to posseess fmeen (15) or more counterfeit and

3 unauthorized aocess devices.

' 4 . . . ., . . .. . ( xix) . Defendant (30). 11O11N .DD. E 3 a.k.a. ,.Gmber (hereaftor $1(30) -. - . !

5 GRUBER'') is a Vendor of colmterfeit identification documents in tlze Carder.su orgarzizatien.'' '
. I

l

6 (30) GRIJBER manufaotures and sells counterfeit drivers licenses to members for tlé sutes of l
7 californiw Texas, W isconsin, OMo, Râode Islacd, Nevadas Pezmsylvarzia, Illinois, Flclida,

jg Louisiana
, 
Arizonë Hawaii, South Co lina, Oeorgia andNew Jersey, as well as Britis: Columbia,

' (
: Canada. n e prices range frem one htmdred Xity dollars ($150) to two hundred dollars ($200), I

1 () depending on the state. (30J GRUBER'S criminal activities in furtherartce Qf the enteprise include,

l I but are not Iimited to, ctmspiracy to produce ceounterfeit identisoation documents, and possession

12 of tm een (15) or more çounterfeit and unauthorized access devices.

 13 ( xx) Defondant (32J JOIINDOE 5 a.k.& EliB (hereo er 1$r32) ELIT3'3
 .14 is a Vendor in the Cardensu orgmlization of Fullz, which include full name, billing address, credit

js card account number, expirauon date, Pm , Social Seourity num ber, mother's maiden name, date of

1 6 birth and the sectuity code on the rear of a credit card, at prices of five dollars ($5) to seven dollars
' 1 y ($7) each, with a'minimum orderof imeep dollars ($15). (32) ELIT3 also stlls Enrol1/C0Bs, which .

includes the viote 's full nnme, billing address, credit card accotmt number. expiration (late, Sotial
1 8

Secuzity number, mothor's maiden name, date of birlh, the security code on the rem' of a credit card,
19

driver license number, mother's date of birth, checking accotmt number, routing number and the
20

username andpassword to access the iccourlt orlline, for flfteen dollars ($ l 5) each or twenty dollars2 1 
.

($20) each, if the Enroll also includes the PlN. (32) ELIT3's criminnl activities in filrtberanoe of22

tbe enterprise include, but are not limited to, urtlawful transfer and use of a means of identification.
23

( xxi) Defendant (331 JOHN DOE 6 a.kaa. Fozzy (hereafter :1(33)24

FOZZV ') is a Vendor of dumps in the Carder.su organization, whose prices range from twelve25 
.

dollars ($12) to one hundred dollars ($.100), depending on the quantity purchased mad the .26

19
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i

1 goographical location from whioh the dumps originate. Dumps from the United States are sold to .
' )

2 members as the le.nt'f exmnsive and dumps from Europe are sold as t1% most expensive.

' 3 (33) FOZZY'S criminal activities in furtherance of the Oterprise include, but are not limited to, I
' 

)4 Imssls#ioh pf sftemn (15) pr,m ore ceunterf.. eit and unautlmlized access devlplj: . - , . 1
5 txxiil Dofendant (34) JOIIN DOE 7 a.k.a. .vitrum a.k.&. Iaermentov i

I
6 (lzrealterqtpzq .VITRUM'IiS avendorof dumps in the Carder.su orguization, whgse priçes rang: '

. !
7 from tmeen dollars ($15) to one hlmdred dollars ($ 100), depending on the quantity purchmse,d and

8 the geograpbical location from wbioh the dumpp originate. a lmps from the United States are sold

9 to members a.s tlle least expensive and dtnpps from Burope are sold as the most expensive.

10 (34) .VITRUM 'S crimlnal activities in furtlzermwe of lhe enterprise include, but are not limited to,

! 1 possession of Efteen (15) or more counterfeit and tmautlzorized &ccess devices.

j 2 (xxiii) Deféndant (35) a.k.a. Panther a.k.a. Eupheric

lg a.k.a. Darlunth, (hereafter <.(35) la is avendor of dumps in the Carder.su organization, '

j4 wbose least expensive prices begin at twenty dollars ($20) for United States dumps. (35)

j5 s criminal agtivities in fllrtberance of the enterpris: include, but m.e not limited to, .

16 possession of fftoon (15) or more counterfeit and urmuthorir'ed aooqss devices.

j.,y (xxiv) Defendant (36) .:O1-1N DOE 8 mk.a. TM (hereatter 1:1361 TM'') is

g a Vendor of dupps and C'VVS in the Carder.su orgmzization, which he sells to members through his
1

automated website, 76) 'I'M advertises his automated website on the Clrdmnsu organization's1 9 
. .

() websites. (36) TM's orirninal aotivities in fhlrtllerance of tlle enterprise include, but are not lirnited2 
.

to, posseession of fiheen (15) or more cotmterfeit and lmauthorized access devices. .2 1

(xxv) DefOdant (37) JOHNDOE 9 mkx Zoomera.k.a- Deputat (herealter22

*(37) ZO0MXR'') is a Vendor in the Cardemsu organization of: stolen Paypal açcotmts: which23

inoludo a victim's usemame ahd tlle password necessary to access the accotmt; Proxies, which are
24

achieved by botmcing from one oomputer to another to hide > member's true originating IP iddress;
25

Fullz; and Credit Card Checking and lnfonnation Lookups, wllicll include Social Secmitynumbers,
26

20 .

' ; ,
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1 dales ofbirth andmotlzùrs' maiden names. (371 H oM Eltprovldes this service to members through

' 2 an automated website, whioh ho advertises on $%l1e Carder.su organization's'' websites. (37)

3 ZOOM ER is also a Vender of dumps, which he sells to members at prices ranging from fdteen

4 jlollars ($15) to one hpnxlre,d fifty' dollqn ($150), dependi.. l!g pn. the quNti.ty purchased apd the

5 geopaphical location from which the dmnpszoriginate. (37) ZOOMER sell dumps from the United

6 States As tlle least expensive and dumps fwm Europe as the most expellsive. (37) ZO9MER'S

7 crizninal actiudesle er=x ofieentephselclude, butrenotlimitodto,possessionofiheen

j (15) or more counterfeit and unautlmlized acooss devicees.

9 txxvil Defendant (38) JOIIN DOE 10 a.k.a. Centwion (hereaûer $':38)

10 CENTURION'') is avendor of dumps in the Carder.su organization, whiohhe sells to members at

ricesrangnglom lmeendollars ($i5)to eiglo doilarà (s8olsdependingoniequanuwpwchased1 l P

12 andthe glpapMY locationâomw/chled= psoie te. (38J CENTURIONSeIIS dumpsfrom

I 3. the United States as the least expénsive and dumps from Europe as the most expensive.

14 f38) CENTURION'S on'mlnal aotivifes in flvtheranoe of tlle entorprise include, but are not limited

j 5 to, possession of tm een (15) er more. counterfeit and unauthorized aocess devices. '

j6 (xxvii) Dofendant (391' JOIIN DOE 11 a.k.a- Consigliori (hereatter 1'(3%

CONSIGLIORF') is a Vendor of dumps in the Carder.su organization and sells countedéit blank1 7

I g plmstic cards to members for sfteen dollars ($ l 5) eacit and embossed çounterfeit oredit cards for

twenty dollars ($20) each. 1:(392 CUNSIGLIORI'S climinal activities in furtherarme of the19

enterprise include, but are not limited to, possession of device-making equipment.20

e. Members - Arl individual seeking membership in the Carder.su organization2 1

must sux essfully oomplete a number of security features designed to protect the organization from22

irdiltration by 1aw enforcement or members of rival criminal organizations. One such security
23

feature reqvires a prospective member to be formally vouched for by at least two other members in
24

good standing. Once membership is granted, members use the Carder.su organizztion's websjtes as25

C'virhml olubhouses'' to gatller together 3v1t11 other memb:rs to share information and to solicit and26

21
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4 ;

' 1
1 recntitothermembers to engage in activilies, indudlngbutnot limite

, d to criminal activities, inorder j
2 to achieve the common objeotives of the enterprise. Members use the Carder.su organimtion's t

' bsites, to buy products and selvices, such as, credit cm'd j'3 vendors, by way of the orgezation s we
4. dumpss

-
fglse identifcation dpcumentsa

-ed (th- ir spntra#ppdz Members share infpqn:tion thrqugh . lp

5 the organization's websites to teach other membtrs lzow to engage in liew criminal activities and

6 how best to perpe tnte existirïg oriminal schemes. M embers m'e periodically appointed by the

7 Administratorto act'mq aReviewer. Reviewers examlne and testproducts and servioesthatmembers

8 of the Carder.s.u orgnnlzntion desire t.p advertise and sell on the Carder.s'u organization's websites.

9 Individual disputes between members >  settled by the Admirdslator and M oderators. lf a dispme

10 is decided adversely to a partioular Member, if Members are fotmd to be disloyal to the Carder.su '

1 1 organization, or if Members behave in a marmer that impedes acltieving the common objectives of

1: the enterprise, the Administrator will mete out ptmishments, up ttl anil including, stripping them of

their memberships and bnrring them from accessing the Carder.su organization's websites.13

( i) Defendant (21) MICHAEL LOPTON a.k.a. Killit a.k.a. Lofeazw 14
I '

15 lhereaftertslzll LOFl'ON''), is amember oftlle Cardensu erganization. (21j LOKI'ON participate,s

j 6 in the entorprise, aoting tmder the direcion of and in concert with other members of the enterprise

y in oarrying out unlawful and other aotivie s in Futlherance of tlze condud of the enterprise's affairs.1

(21) LOFTON'S criminnl adiviies in fltrtherance of the enterprise include, but are not limited to,18

production and trao cking in courlterfçit identigcation documents, and unlawful transfer and use of19 
.
.

a means of identitk ation.20

( ii) Defendant (22) SIIW ANG GOU a.k.a. Cders (htrealter '%E22)21

GoU''), is a member of the Carder.su organization. (22) GOU partidpates in the enterprise, aoting22

under the diredion of and in concert w1t11 oler mombers of the entemrise in canying out unlawful
23

and other aotivities in fllrtherance of tlw oonduct of the entvrprise's affairs. (22) GOU'S criminal24

activities in filrtberance of the enterprise include,.but are not limited to, production and trafficking
25

26 '

22
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1 in counterfeit identitkation documents, and possession of sfteen (15) or more cotmterfeit and

2 tmauthouzed accoss devioes.

3 ( iii) Defendant (23) DAW D RAY CAMEZ mk.a. Bad Man a.k.a.

4 Doctorpex, thereafter-dfrz3l CAMEZ''I, is q member of the Cnrder.j'v orgaqizafon. . (23J CAM EZ :
. . j5 participates in tàe enterprise, acting under the direction of and in concert with other members of the

. (
6 entemrise in canying out urllawful and other activities in fllrtberance of the conduct of the

7 enterprise's G airs. (23) CAMtr s criminal activiies in furtherance of the enterprise include, but '

8 are not limited to, producuon and tramcking in counterfeit id:ntiscation doounwnts, jossession of

9 fifteen (15) or more counterfeit and unautllorized aocess deviçes, and conspirac.y to possess device-

making equipment.10

l l ( iv) Defendnnt (24) CAM ERON HARlHSONa.k.a. Kïlobit (herealer

j; :.(24) HARQISON''I is a member of the Cldqr.su organization. (24) HAIZIHSON participates#

j3 in the enterprise, adhlg lmder the direction of and in conoezt with osher members of the onterpzise
'

111 carryng outunlawful and other aotiviues in rurttzermwe of the oonductofthe enterprise's affairs.14

j (24) 'HAQKTSON'S èn'minal qotivities in ftlrtherance of the enteprise include, but are not limited1

6 tos production and trnfscking in counterfbit identlcaion doouments, possession of ti:een (15) orl

more counterfeit and unautlmrized aooess devices, and unlawful trnnKfer and use of a means of1 7

identilication,l 8

( v) Defendant (25) a.k,a. Qiller, .1 9

: p,tl (herealer ç$(25) 3, is a member of tlze Carder.su organizadon. (25)
' z1 participate,s in the entemrise, açting tmder tlle direction of and in concert with other members of the

enterprise in carrying .out lmlawful and otâor actiWties 'irl fhrtherance ef tlle conduct of the .
22

enterprise's affairs. (25) s criminal acuvities in filrtherance of the enterpriie include,23 
.

' but are not limited to, production and kno oldng in cotmterfeit ideniiication documentg, conspiracy
24 ' .

to produce andtrnf'sc in counterfeit idenulkation doouments, and possessiori of fiReen (15) or more25

t ootmtedbit and tmauthoHzed açoess devices.
26

23

: .
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1

1 (vi) Defendsnt (261 DW AUGM BUIU RG m Mackrnannz llwreafter

2 1:E26) BW LERD, is a member of the Cardemsu organization. (26) BUW ER pmticipates in tlw

3 enterprise, aoting under the dhedion of and ill ooncert with oler lembers of tlle enterprise in
' ljes in ?iuth' erpnce çf the conduqt of.tll. 

e eptewrix'! affairs.. 14 cahzing
.qytlkuzlawflll-e dqpier activi r

26J BUTLER'S crlmlnal activities in fllrtherance of tlle enterprise include, but are not lhnited to, l5 (

6 using and tmmcking in unauthorized access devioes, possession of liïteen (15) or more counterfelt

7 and unauthorized access devicos, and conmiracy to possess device-mnbing equipment.
g ( vii) Defendant (27J FREDRICK TH, 0M*  mk.a lStunnw (hereafter .

I
9 tt(27) THOM ASD, is a member of tlze Carder.su organization. (27) THOMAS participates in tlx 1

J
10 enterprise, aoting urldTr the direction of and in concert witb other members of tlw enterprise in i

s 5
1 l oarrying out unlawhzl and other activities in fllrtherance of the conduct of the enterprise s affairs. j

. ;

12 (27) THOMAS': orirninal aotivities in flmberance of the enteprise include, but are not limited to, Ei
13 unlawful M nsfer and use of a means of iderdjicaoon, and possession of tifteen .415) or more .

14 counterfeit and tmauthorizxd aooess devices.

( viii) befezlham E2dJ JOHN' DOE 1 avk.a Sennao7l, ('hereaher 'ç!28)l 5

16 SENNA071'') is a member of the Carder.su o'rganization. M such, tile defendant participates in the 1
enterpzise, acting tmder the diredion of and in concert w1t.11 other members. of the enterprise inl 7

canying out unlawful and other adivities in furtheranoe of the conduct of tlze enterprise's affairs.
l 8

1:(28) SENNAO7I'S criminal activities in furtherance of tlw enterprise include, but m'e not limited19

to, preduction andtrao ckingin cotmterfeit identif cation documents, andconspiracyto produce and
20

traftio in counterfeit ideritificauon doouments.2 1

( ix) Defendmzt (2% JOHN DOE 2 a.k.a. Morfiy, (hereaher t%(2û1
22

MORFlY''), is a member of tlw Cardecsu organization. As such, the defendant participates in tlle23

entorpriseo ading under the direcéon of and in concert.with other members of the entemrise in
24 .

canying out lmlawful and other activxes in furthermwe of the conduot of the enterprise's affairs,
25

(291 MORW Y': crlml'nal activities ili further*ce of the entemlise include, but are not limite.d to,
, 26

' 

24

I
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1 production andtrnflcking in counterfeitidentiication documonts, compiracyto produce andtral c

2 in cotmterfeit idontlficatiùn domlmonts, and oonoiracy te possess device-me ng equipment.

3

4. . . COUNT ONE
' 

Fartikipate in a kackdeer Innuenced Corruht Uijak-fiition
s .

. THx RACU TEERING W OI-ATION '6

7 1. Paragraphs 1 tilrougll 5 of the Oeneral Allegations Section are hereby realleged and

8 incorlmrated as if fully set forth herein.

9 2. From a date t'nknown but not later th%  on or aboutNovember 22, 2005, through on

I () or about June 201 1, w1t.1: both dates being approximate and inclusive, in the Disict of Nevada and

j 1 elsewhere,

12 E11
(2)
(3) KOSW UKOV;13
A  BOOZER 1H;
I5J14
(61 CALVO;
(7)1 5
(2)
(% ;1 6
(10) GERTY;
(1 IJ1 7
(1 2)
(1 3)1 8
(141
(15) ;1 9
(1@
(17120

. (18)
(1%21
(21J LOFTON;
(22) GOU;22
(23) CAM-RZ;
(24) '2à
(251
(26) ;24 m

s(27) THO ;
(28) SENNAX I;25
(2% MORFIY;
:30) GRUBER;26

25

Case 2:12-cr-00004-MMD-GWF   Document 83    Filed 03/06/12   Page 26 of 57



i

' j
! I

1 (31) RO;' 32) ELID ; l(
2 (33J FOZZY;

(34J W TRUM '
3 (35)

(36) TM;
4 ' (37) ZOOM ER; . . . - j

' ' 

(38) CENTURION; and '15 (39) CONSIGLIORI;
f

. I
6 the defendants herein, including others known and lmknown, being persons who are members of,

7 employed by, and associatedwiththe Carder.su organizmion desolibed above, an enterprise engaging

8 in, and the activities of wbich affects interstate and foreign oommerce, unlawfully, and ltnowingly

9 did conduct and pM icipate, directly and hldirectly, in the conduot of the affairs of that entemrise

l () througll apattern of racketeeting activity, tbat isythroughthecommission of thefollowing acts, more '
1

j 1 fully described in Racketeering Aots 1 through 109, below.

12 TREPATTERN OF RACKETEEY G ACTBqTY

1 3 3. The pattern of racketeedng activity, ms that term is desned in Title 18y United States

14 Code, Sections 1961(1) and (5), consis! ed of:

RACKETEtRG G AcTs N OLY G STOLEN YXANS OF D EO CATION15
AND COUNTERFEITIDENTIFICATION DOCM NTS

. 16 Racketverine Acts 1 throuell 15
Unlawfal TraY cking in and Preduction of False Identification Documents17 

,

4. On or about each of the dates set forth below, in tlle State and Fedcal Distlid of1 8

Neyada, and elsewhere,1 9

(3) KOSTFIJKOV;20
(4) 1'H;
(5)21

 (61 MONTECALVO;
1 22 :211 LOH ON;i E221 GOU;

(2a) cahu z; 23 
xxysox.(24) HA (

z5j 24 
d(28) SENNAX I; an

i (2% MORFIY; .25
(

26

26
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1

1 defendants herein, togeier witll and aidiag and abetting on: another and other members and

2 associates of the Carder.su organizati. on, inclatdlng others known and tmlrnown, did knowingly and

i did cauje others' to produce, false identitication documents,3 without l&wful authority prodube, an

4 whicllrwefe trlmsported in th. tmail. in Re.course.of the mouthorized preduçlion, in and affectinz7 . .. . . * - -'' . ' ' ' '*' .

'5 interstate and foreign commerce, and the offensi hwolved the produdion and transfer of false ;
q

6 identiication document,s that are and appear to be driver's licensesy with each false identifioatiqn l

7 document set ferth belew constituting a separate violation of Title 18, United States C/de, Section

: 1028(a)(l), arld Title l 8, United Sàtes Code, Section 2:

9 RA Defendant Date Tvpe of Document Name

10 1 g21) LOFTON Janumy 23, 2009 NV Driver's Lioense M. Webb

l 1 2 (3q KOSTYUKOV April 24, 2009 NV Driver's License A. Kostyukov

12 3 (4) BOOZER II1 May 19, 2009 TX Driver's Lioense M. Wright

13 4 (22) GOU May 26, 2009 h1V œ iver's License 1. Wang

5 (23) CAMKZ May i'à,.2009 : NV Driver's License J. Henry14 
.

15 6 (3q KOSTYUKOV Jtme 30, :009 NV Driver's License M. Ulitin

7 (5) September 14, 2009 NY Driver's License D. Penal 6
' 

I 7 8 (28) SENNA071 ' October 6, 2009 NV Driver's License L. Sadik

9 (3) KOSTYUKOV October 13, 2009 WA Driver's Lioense R. Sadrievl 8

10 (28) SENNAX I October 20, 2009 NV Driver's Licbnse A. Davis1 9

1 1 (6) MONTECALVO November 9, 2009 VA Driver's License E. Montecalvo20 .

12 (29) MORWY November 19, 2009 'NV Driver's License F. Grolsh2 1

l 3 (21 ) LOFTON February 1 1, 2010 'h1V Driver's License K. Marshal 122

14 (24) HARQISON Fobruary 25, 2010 GA Driver's License D. Mock23

15 (25) April 7, 201 1 GA Driver's License D. Vasio24
' 

. .) .

27
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1 Itacketeerinz Act 16
Attempf to Unlawful Produce False Identi:cation Documents

2

3 5. From on 'or about April l6, 201 l , until on or 0 er M ay 18: 201 1, hl the State and

4 Feetlqal Distrid of NxvAdp, gnd ekçpheaw. (30q GRIJMQK defendatzt hvrein. tpgçther with othe; .

5 members and agsociates of the Cardensu orgnnizalion, including otàers known and unknown, did

6 kriowingly and without lawful authority attempt to produce, and did attempt to causp others to
' 

duce false identilkatbn documehts in and affeçting interstate and foreign commerce, and the7 Pr0 , ,

g offerlse involv:d the prodtlction aitd trailsfer of false identiication documents that are and appear

9 to be approximately two (2) Florida driver's lioenses, in violation of Title 18, Unittd States Code,

jtl Seotions 1028(a)(1), arld (t).

1 1 Racketeerine Aet 17
Attempt to UnlawNlly Preduce Palse Identification Doèuments

12

6. Beginning on an Imenown date, but not later than February 1, 2010, and continufng13

to on or about Febluary 5, 2010, in the States of Florida, New Hampshire, mzd elsewhere,14

(28) SENNAO7I, defendant herein, together with other members and mssociates of tlze Carder.su1 5

organiation, including otherj lçnown and llnknown, did knowingly and without lawflzl authority16 
. .

attemkttoprodu'ce, anddid auemptto cause otlzersto produoe, false identitkationdocuments, in and17
' 

d tllz ffense kwolved tlle production and transfer ofaffecting intersute artd foreign comm- e, an e o1 8 
..

false identiscation documonts that are arld .appear to be a driver's lioense, bearing the nmne S,
l 9

salman, all in violation of Title 18, United States'code, Sectitms 1028(a)(1), and (f).20

Raekefeerine Act 18
21 conspirat'y to Unlawfully Praduce False Identification Documents

22 ' b t August 20 j0lo and continu' ing to on or about Aupzst 25,7
. Boginnlng on or a ou , ,

23 2010 in tlw state of Nevadw and elsewhere, the defendants, p0J GRUBER and 12 1)' LOFTON
24 togetherwith othermembers and% sooiates ofthe Carder.suorganizaGon, includingothers llnlrnown,

25 'did tmlawfullyy knowingly and intentionally combine, oonspire and agree among thom selves, and

26

28
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!

w11.11 others to oommit offenses against the' laws of the United Stetes, namely to lœowingly atld1 
, .

2 without lawful authority produce a false identifigation document, in and affeding interstate and

3 foreign m mmerce, and thr offense hwclved the production and transfer oî a false identifcaticm
i

-  . . 

4 dooumont that is mld axmem's to be a Ciifornia.driverls license. bearinR the name I..ltiones. a11 in '

5 violation of Title 18, United States Codey Sections l02s(a)(1), and (t).

6 Racketeerinq Ad 19
Conspirat'y to Unlawful: Produce False Identiscation Documents

. 7

g 8. Begizming on an llnkmown date, but not later th% M ay 22, 2010, and continuing to

q on or abtmt Jtme 1, 2010, in the States of Ioe , Illhzois, California, and elsewbere, the defendants,

(25) and (10) HAGùER'I'Y, togother w1t11 other members and ajsoqiates of the10

1 1 Carder.su orgnnizntion, incllwling others known and llnlcnown, did unlawfully, knowingly and

la intentionally oombine, conspire and apee among themselves, and with others, to comrnit offenses

13 against the laws of the United States, namely to u owingly and withom lawful authority produce a

false idenéjicalion document in and affectirlg interstate and foreipz commercq and tbe offense14

hwolved the produdion and transfer of a false identification docunient tbat is and appears to bo a
15

driverfs Iicense, beming tlle name P. Petrevic, a11 in violaticm oî Tille 18, United States Code,
.16

Sections 1028(a)(l), and (9.1 7

Racketeering Act 2018 
.

Conspirat.y to Unlawfully Produee False ldentificatien Dgcuments

' 1 9 . 9
. Boginning on an llnknown date, but not later th% Jtme 8, 201($ and continuing to on

20 010 in tlze State of California
, mld elsewhere, tlae defendantw (29) MORFW ,or about June 27, 2 ,

21 'and (10J HAGGERTK togethor with olermembers and associates of the Carderesu organization,
2z 'includingothers tlnknown, did'tnlawfully, u oe nglyM dltentionilycombine, conspireand Agree

23 amongthemselves, àrld w1t11 others, to cornmitofferzses againsttàe laws of the United Statesy namely

24 to knowingly and without lawful amlzority produce a false identification documenk in and affecting

g,s . .interstate and foreign commerce, and the offense involved the production and transfer of a false

26

29
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1
?

1 identification dooument that is and appears to be an xas driver's license, beming the name A. Iaadd,
$

2 al1 in Wolation of Title 18, United States Code, Seoions 1028(a)(1), and (9.

3 ' ' Raçketeerine Act 21
Conspiracy tg Unlawfully Produce n lse ldentification Doeum ents

4 % ' ' ' ''' . ' '

5 10. Beginning on an lmknown date, but not later th= June 18, 2010. arld oontinuing to

6 on or about June 25, 2010, in the States of #ew York, Califoruiw and elsewlaere, the defendanq

7 (IW HAGGER'I'Y, together w1t.h other members and associates Qf the Cardensu organization,
* 

. :

8 including others known and llnknown. did tmlawhlly, knowingly and intentionally oombine, '

9 oonspire and agree among themselves, and with otlwrs, to commit offenses against tlze laws of the

l () United Sttes, namely to knowingly and without lawful authority produce a false identilioation

1 1. docmnent.in and affecting interstate and forei>  oommerce, and the offense hwolved the produotion

12 andtransfer of false identiiication documents that are and appears to be tw'o (2) driver's licenses, one

bearingtlle name R. Hanison, mld onebemingthensme A. Huber, alI in violation of Title 18, United13

. j4 States Code, Sections 1028(é)41), and (f).

Rackiteerine Aet 22 .1 5
Canspirpcy to Unlawfully Transfer False Identificatitm Docum ents

1 6
' j 7 1 1. Begirmhzg on or about August 22, 2008, and continuing to on or about M mvh 23,

2009. in the State of Nevadw and elsewhere, the defendant g1) together with othtr18
' j q members and associates of the Cardensu organization, including otllers known and Ilnkno'wn, did

tmlawfully, knowingly and intentlonally combilm  oonspire and agree among themselves, and with
20

others, to cornmit offenses against the laws of the United Sttes, nmnely to knowingly transfer arld
2 1

cause othersto kmzsferfalse identiiication doouments, knowing that suoh document.s were produoed
22 .

without lawful authority, and the production and transfer of tbe false identifiTation documents was
231 .

 in and affecting interstate and foreign commeroe, and the ofense involved the production and
 24
 f f false identiscation documw ts thal are and appear to be driver's licenses, a11 in violationtrann er o

25 .

of Title 18, United States Cede, Sections 1028(a)(2), and (f).26

30
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1

'' * 

. j
1

, 
i

1
Racketeerine Act 23 I1

Possession of Document-mlking Implements
2

3 12. 0n or about Janum'y l 1, 201 1, in the States of Virginia, West Virginiaz Miohigan, $
4 Californiw v d elseWhere, the defendant (6) MONTECALVOS tegether withv-plh-c metnb. .çr-s-aartd .. ...- --u

' 
, . 

'

j
5 associates of the Carderesu organizhuow hwludirm others known and tmknown, did lcnowinzly !

:! - - - I
6 produce, kansfer and possess a doolment-m nlring implement and authentioaion features, to wit: '

7 lsminntes used in tàe produdion of cotmterfeit Illinois dliver's lioenoes; and Photoshop templates

8 used to create counterfeit M aryland driver's lioenses aud counterfeit Florida driver's lioenses; with ,

p tl)e intent suoh document-making implements and authentication features would be used in the

Ill producuon of a false identiscaion documentx orustdin conjunctionwit.h another docmnent-making

j j implement or authentication feature whic: would be so used, and the productions transfer and

possession of the dooument-mnlcing implemept and auienticatlon feature was in and affected '12

interstateand forpign commeroes 21 inviolation of Title 1 8, United States Code, Seotion 1028 (a)(5).13

Racketeerine Act 2414
Conspirat'y to 'Unlawfully Transfer, 'ossess: and Use A M eans ef Identifitatitm

1 5
13 On or about Mm'ch 15, 2009, in tlze in tlle State of Cormeoticut and elsewhere, '

16 ' ';'
(5J defendant hereirl, together 554t11 othor members and associates of the Cardensu '

17 ,
orgarlization, including otbers llnom t and tlnkmown, did knowingly and intenionally combine,

1 8
ceapire and agree amcmg themselyes, and witll others, to comml't offenses against the laws of the

19
 United States, namely to knowingly trnnnfer, possess and use) in and eflkctklg intershte and foreign

20!
l com rnerce

, 
witlmutlawful authority, one ormoremeans of identiiication ofotherpersons, including .

 2 l
but uot limited to, stolen credit and debit card açcount nllmbers, to wit; a Visa credit card açoount,

22
. number ending in X-6329, wit.h the intent to commit and to aid and abet tlae commission of and in

23 .
cormeotion with any tmlawful activitytlmt constlttztes a violaéon of Federal law, to wit: W ire Fraud

24
in vielatitm of Title 18, Urzited States Code, Section 1343, and as a result of the offense the

25
defendants and any other individual committing the offense, obuined something of value

26
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l

I

l1 agwogating one tllousaré dollars
, ($1,000) or more in a ono-yoaz period, that is, at least two 3

.

2 tizousand dollars ($2,000.00) in United States currenoy, from the Foxwoods Resort, Preston,

3 Colmecticut, ail in 'violaion of Title 18, United States Code, Sections 1028(a)(7), and (9.
..-.- .- -  - .- 4. - - .. '. =u.. .... . . - uk .=..--k. X acketeerm' z.Acts 25 throueh 36- - ,- -.... . .- .- ..--.. ..s.. . --. .- .. j

tulaouiàmnsfer, l'ossession, and Uso of A Means Wihentlcaiion
5 .

' 

i the States of Nevadw Georgia:6 14. 0n or about each of qthe dates set forth below, n

7 Califom iw New York, M issouri, and elsewhere, k

s (81
(12)

9 E16)
(21) LOFTON; .

10 (243 HAQQTSON;
(27) THOMAS; '

! j . ' (31j u axxrm o; and ,
(32) ELIT3;

12
13 defendants herein, togother with other members and associates of the Carder.su organin tion,

14 including others lamwn and 'mlrnown, did knowingly knnqfer, possess and use, ln and eflkoting

j5 interstate mld foreign commercey without lawful authority, one or more means 'of idenification of

otherpeisons, includhg butnot limited to, stolei and oiherwise stolen credit and debit card account16

ntunbersz accourd holders' names, dates of bitth, Social Security numbersy addresses, qnd telephone17

ntlmbers,'with the intent to commit and to aid and abet the commission of and in cozmedion with
1 8

any unlawful adivity that constitutes a violaûon of Federal law, to wit: Wire Fraud in violation of
19

Title 18, United States Code, Section 1343, w1t11 eachinsvtance setforthbelowconstitue g aseparate
20 .;'

violation of Title 18, United SOtes Code, Section 1028(a)(7);21

RA Defendant Date ' Account Number Nam e
22

25 (31) RO November 25. 2006 X-5696 K. Kehoe23

26 (8) October 19, 2007 X-5598 B. Detrich
24

27 (31J 'rRO February 28, 2008 X-1914 D. Stiokler
25

28 (24) RAKQISON June 26, 2008 X-6433 D. Olsen26
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. l
j1 29 (32) ELIT3 & Januaz'y 29, 2009 X-546 T. Biggs

(21) LOFI'ON
2 '

30 (27 March 8, 2009 X-5580 D. Ewart
3 (8)

. . ..; . . ,4 3.1- - .(.3.2)-.Et,1143 -.-... . . .-october 30, 2009 - - ..xvJ .. - X.4478 . . - -. . . .T..'MirXu -  .... ... . -
. . . . j
5 32 (32) ELIT3 November 10, 2009 X-8237 S. Smith

6 33 (27) THOMAS & November 12& 2009 X-5637 J. Smith
(32) ELFIB

7
34 (32) ELIT3 November l3. 2009 X-5002 S. McDonald

8

9 35 (12) August 3, 2010 X-3337 D. Bossman

10 36 (161 September 16, 2010 X-5079 K. Yotmg

I l RACM TEERING ACTS INVOLVING
COIN ERFEIT m  UNAW HOW ZED ACCESS DEW-CES

12
ltacketeerine Act 37 '1 3

Using and Tram eldng in Ubauthoriad Access Devices

I 4 .
15. On or abdut M aroh 1, 201 1, in the' Staté and Federal Distrid of Nevida, and1 5

elsewhere, (26) BUTLER, defendant herein, together with other members arid mqsociates of the16

Carder.su organization. including others llnknown, did krlowingly atld with intentto defraud, traffic1 7

in and use an unautlAorized acxss device, to wit: a Chase Bnnk Mastercm.d credh card aocount,1 8

number ending in X-808#, wltich was stolen and obtained with the intent to defraud, arld by s'uch19

conduct did, on or about that same date, obtain things of value in excess of one thousand dollars
20 .

($1:000.00), that is, approximately one thousand tifty tlu'ee bollars ($1,053.00) in goods and2 1

merchandise, from W almart, store ntlmber 2593, in or arotmd Iaas Vegms, Nevada, w1t.11 said
22

trafficking and use in and afecting intersfate 'commerce, a11 in violation of Title 18. United States
23

Codo, Seotion 1029(a)(2). .24
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I
' 

j
. ' 1

1 Racketeen'ne Ads 38 throue' 97 '
Possession of Fifteen er M ore Unautbo *rlzed Access Devices

2

3 16. ' On or about each of the dates set forth below, in tlle State and Federal District of .

.4z vldpx-mzd.olsewhere, : . . ---.-.- m.- . . . .- . 

'

. - - .. . . .. .- . .. . -- -.--.- - .- -  .-.--J. . .. ... --,--. . -!
J . l

5 (l)
(2) .

6 (4) BOOZER ;
(6) MONTECALVO;

7 (7) '
(8) .

8 (91 S ;
(10J IIAGGERW ;

9 E11)
E12J

10 E13)
E14)

11 (151 MRFKHTAR;
($6)

12 . EIW
(18)

13 ' E191 ' '
(22) GOU;

14 E231 CAMEZ;
' (24) HAKIHSON' '
15 (251

(26) ;
16 (271 YHOM AS;

(3.% GRUBER; '
17 (31) TRO;

 ' (33) FOZXY;
. p4l .18

(.35)l 
361 ; '19 ( 

.

i (37j zoaMxR; and 
(3% CENTURION; ' 20

defendants herein, together w1t.1: other' members and associates of tlle Cadervsu organizationy 2 1

E 2: including others known and lmlrnown, lcnowingly and wit.h intelt to defraud, did possess tm een or
1
; 23 more unautborized access devices, tllat is, .stolen credit and debi! card accotmt number, issued to

 persons ouzer tl.an th. defendants, and which are issued, owned, managed and contolled by a24
,

 zs fmanoial irlstitution, aocount issuer. or credit card system member within the juzisdiction of the

26
! . .

34f
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. 
i

' .

1 United States, in and G ecting interstate and foreign commeroe, wit.h each indxnce set forth below

2 constituEng a separate violation of Title 18, United States Code, Sections 1029(a)(3), mld (h): '
3 RA ' Defendant Date Aonroxim ate No. Devices

- .- - ..... . .4 38 . . . . . ... ....(1) . .. FebruaIy.l3.,.7.Q.Q7..-. -. . .. .. .. .2.i.., ... .. -. .. -.-- =  L.- . ,
' (31) RO

5 . * ;
39 (1) Febrtzary 15, 2007 17 ' )

(33) FOZZY; . 16

7 40 (7J April 10, 2007 more t,11= 490

Febrlzazy 22, 2008 22 i
8 41 (8J j

. l

9 42 (30J GRUBER & . February 23, 2008 25 j(34) 
.VITRIJM  . j

10 !
43 (34) .W 'IYRI.1M May 7, 2008 40 ,

1 1 ' 'j44 (7) . february 2, 2009 30 ;
12 M aroh 9 2409 2s l45 E8) ,
13 ,

' 46 (6) MONTECALVO January 21, 2010 50
14 47 g6) MONTECALVO April 5

, 2010 220
j '''' . '15 

15i 48 (26) BUTLER & Apfil 14, 2010
i 16 P1 SY TH

' 
'49 (25) May l6, 2010 17 'l 7

50 (10) HAGGERTY May 27, 2010 20 .1 8 
.

51 (10) HAGGER'I'Y June 2, 2010 4019

52 (23j cAM'Ez . Jlme 7, 2010 3020 
.

53a. (zq BoozEltlrl ' Jvme 9 2010 200 '21 
53b. (4) Booz&m m  pune liL 2040 50

22 July 15
, 2010 50 .54 (11)

23 '
55 (11J July 21, 2010 l46

34 56 (7) July i6, 2010 23

25 5,7 (11) Julyz7, 2010 99

26
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1 RA Defendant Daie Anoroxlmate No. Device,s

2 58 122) GOU Jttly 29, 2010 34

3 59 (12J Aulst 30, 2010 22
(35)

- --L'1-- iik # .i( àeptemlkr 7, i,t10 -11-
5 (35)

6 61 g12J October 15, 2010 more tllan 50

7 62 (1 31 Oçtober 15, 2010 more th= 36

8 63 (221 G0U Januéry 12, 201 1 69

9 64 (141 January 20, 2011 29

10 65 (351 February 1 1, 201 1 69

1 1 66 (27) THOMAS March 5, 2011 22

la 67 (15) MUKIITA'R Mmch 6, 201 1 46

13 68 (11) March 15, 2011 15

14 . 69 (36) 'rM Maroh l6, 2011 20

1 5 70 f14J Maroh 18, 2011 20

6 71 (37) ZOOM F.R Maroh 18, 201 1 201

72 (172 March 1#, 201 l 20l 7

73 (18) March 23, 201 1 2018 
.

74 (2J March 24, 2011 1819

75 (11) March 24, 201 1 2020

76 (331 FOZZY March 24y 201 1 222 1

77 (36) TM March 24, 201 1 2022

78 (37) ZOOMER' March 24, 20l 1 2323 
.

-/9 (38) CENTUW ON Maroh 24, 2011 2324

80 (18) March 26, 2011 6025

81 (34) .W TRUM March 2B, 2011 2026
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!
' 1

1 ltA Defende t Date Anproxlm ate No. Deviees

2 82 (3% CENTURION March 28, 2011 74

3 83 (33) FOZZY March 28, 201 1 22

. -.. . ..# .:8.4 , w.... .. . 1351 . .. .. , .. . . March 28, 291) ,-.- : ''r u. w2.0.. . .. . . -. . --....-- -.- . '.
. '''' 

. 
*'' ' @

5 85 E2! March 29, 2011 21 ;
. g

i
6 86 (351 APdI 6, 201 1 38

7 87 (35) April 8, 201 1 ' 20
' jg 88 (2) April 10, 201 1 21 i

l
9 89 (18) Aplil 1 1, 201 1 20 j! 

.

! .
I 10 90 (36) TM April 1 1, 201 1 20 I
! ' 11
 . l 1 91 (37) ZOOMER April 11, 2011 19

 j2 92 (19) April 12, 2011 49
. I

! '4. 93 (381 CENTURION April 12, 2011 22 '!
 .K ''.''' '''' '''' r

94 (19) April 22, 201 1 12,71014
;

95 (17) , hpril 29, 201 1 221 5 
,

96 (14) Qay 12, 201 1 l 0016

97 (171 pune l4, 201 1 201 7 .

Racketeerinz Acts 98 to 10318 
y; j mentTrafficking In and Possessing Access Device-M aking qu p

19
17. 9n or about each of the dates set forth below, in tlle State and Federal Distriot of20

Neyada, and elsewhere, '2 1

(9) '22 
jg)( . .
(15) TAR; and23 
yq) coNslGu om ;(

24 defendants herein
, 
together with otlwr members and associates of the cardensu organizauon,

25 i cluding otbers known and 'lnknown
, did knowingly andwith tlze intent to defraud, trnfsc in, haven

26 .
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Case 2:12-cr-00004-MMD-GWF   Document 83    Filed 03/06/12   Page 38 of 57



1 control and custody over, arld possess device-mnlring equipment, that is blnnk plastic cards usod in .

2 the production of countedkit access devices, which are issued, owned, managed and oontrolled by

3 a tinancial institution, acoount issuer, or credit card s'ystem member within the jurisdiction of the

. . 
4 ..tlnite.dn%tatess-in-and affectsng interstat: w ftfozeign cornhxtcz, with .eacll ipc-qqg-ç-Fe.t fp-lth belpw-

' 
. t

5 comqtituting a separate violation of Title 18, United Sotes Code, Sootions 1029(a)(4), and (h): E

6 lu  befendant ' Date ' Approx. No. Plastic Cards '
I

7 98 (13) Januéry 5, 2O1 1 7

s 99 (151 MITKHTAR ' March 22, 2011 26 I

9 100 (9) Sk l'lql ' April 5, 2011 10

10 l0l (39) CONKGLIORI April 15. 201 l 20 '

1 ) 1O2 (39J CONSIGLIORI May 23, 2011 20

12 1O3 (39) CONSIGLIORI June 9, 201 1 20

Itacketeerinz Aets 104 to 1091 3
Conspirat'y to Trafficking In and Posses: Access Devict-M aking Equipment

j 4.
18. On or abtmt eaoh of tlze dates set forth below, in the Sotes of Nevaday Cermedicut,

l 5
Florida, New York, Califomiaa Arizona, New Jerseyy Nort.lz Carolina, Miohigan, and elsewhm'e,16

DJ1 7
(9) SM1 ;
(10) TY;1 8
(11)

j (1311 
,(15q MSIKHTAR;

(23J CAM EZ;20 .
(26) B'UTLER; and .
(29) MORFW ; .2 1

22 defendmzts herein
, 
togeier w1t.1: other members mzd usociates of the Carder.su organization,

23 includjngothers knownandlmkmowlxd
. 
ida oe nglyxdintentioniiycombinoyconspire=dagx

'24 lemselves
,x de i olers,tocov itolensesaginstielawsofieuitedsutes,na elyamong

25 knowisgly and with tlae intent to defraud
- traftu in, have control and custody over, and possess .to

26
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. $
. . 

'

j
. ?

'

e-m-ung equpment. tlzat is usnk plaatic cards used in tlle producuon of counterreit access 
' 

11 devic
r

2 devicek,whichare issued, owned, mnnnged and conkolledby afmancial institutien.aooountissper,

3 or credit card system memberwitllin thejurisdidion of the United sutes, in and affecting interstate

w - .- -
< -and foreign cornmercq,.M tltpgch instaztc: 7'.ç1 fort,h kelow xrstiluting.q separqletviolatipn of Titlç., - ... ..

5 18, United Slates Code, Secuons 1029(a)(4), and (h): l
' ;

6 R A Defendant Date Aonrox. N:. Plastic Cards
. !

7 104 g5) March 5, 2009 to 50
M rch 9, 2009

8
105 (13) March 19, 2009 27

9
. 106 (15) TA.R & February 4, 2010 26

10 (231 CAMEZ

107 (29) MORFIY & 'May 18,72010 . 10 '1 1
(10) HAGGER'I'Y

12 '
108 L9) SMITH & August 31, 2010 10

13 ' (261 BITTLER '

14 l 09 11 IJ Febmazy 16, 2011 10
(26) BUIYER .

15

ALL IN W OLATION OF TITLE 18, UNITED STATES CODE, SECTION 1962(c).16

17 COIJNT TW O 
,

Conspiracy to Engage in a Racketeer Influenced Cor/upt Organizatiou1 s

1 . Paragraphs 1 tkough 5 of tlle General M legations Section are hereby realleged and19

incorporated as if fully set fortla herein.20

2. From on or about November 22, 2005, up through and inoluding Jmw 201 1, the
2 1

defendants,22 .

(1J .k.a Admin mk.a. Suppolt23 (a) a.;.a. Graj';
E3) ALEXANDER KOSTYUKOV a.k.a. Temp m k. .a, Klbs;24 
(zq MxcEo BOOZERHI a.k.a. Xxxsilmone a.kva. 04 mk.a. E1 PaYino

a.ka, * . 'm  t a-ka. nzrdc87;25 
5) a.k.a- Ray Wong a.k.a. Ray;(
(6J CALVO a.k.a Nlghtmare avk.a. Tenure44;26
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i

. l
. I

k a lbltismta' ' j.1 E7) .
E8) .k.a. a-k-a. ' '.

2 CC- - Trader mk.a. Kengza;
E9) JERMAINE SMITH mk.a. Sircharli.es'/ a.k.a. Fairbusinessman;

3 E1W MAKM J, HAGGERTY mk.a. Wave; , ,
(1 1j a.k.a. Bank Manager mk.a. i

. 4 . ..-. . .. -.- ... DOç royi-....v . . .. . . .. .... =- . .-.,. .. ...1E121 
agnalefrank;

5 . (13) .k.a- Devica; '
(14) .k.a. Trackz mk.a. Bulba a.k.a. Ncux;

. 6 (15) ASm M'ITITHTAR a-k-a. Caliber; .
(16) .k.m IlABœ AYAD a.k.a. Patistota.;

7 E17) .k.a. Souroe;
' 

E18) .a. C4rd3R)
8 E19! .k.a. Bowl;

' (20) .k.a: Dorbik a.k.a. Matador; ' i
9 . (21) a. .a. n llit a.k.a. Lofeazy;

(22) SHSYANG GOU a.k.a. Cder;
10 (23) DAW D RAY CAMEZ avk.a. Bad' Man a.k.a. Doctorsex;

(24) a-k.a. Kilobit; .
11 (251 mk.a. Qiller;

(26) DW AUGM  BW LER mka. Maclanarm;
12 (27) FREDRICK THOMAS mk.a lsmrma;

(.28) JOHN DOE 1 mk.a Senna07l ; '
13 (29) JOIIN DOE 2 a.k.a- Morfiy;

(3% JOIIN DOE 3 a.ka. Gruber;
14 (31) JOHN DOE 4 a.k.a. Maxxtro;

(321 JOI+  DOE 5 :.k.a. Elit3;
15 (33) JOHN DOE 6 mk.a. Fozzy;

(34) JOHN DOE 7 mk... .vitrtun mk.m Lermentov;
16 (35) .k.a. Panther mk.a. Euphoric mkpa. Darkznth;

(36) JO a. .a. )
17 (37) JOIm  DOE 9 mk.a. Zoomer a-k.a. Deputat;

(38) JOIIN DOE 10 a.k.a. Centurion; and
lg . (39) JOHN DOE 11 a.k.a. Consigliori)

! 19 togelcethoierpenonsuox Mdllnknox udoiersuou udllnaou pbeingpersonswho
i
i 20 are mombers of, employed by, and assooiated wit.h $%he Carder.suorganizationy'' anenterprise, which

21 engaged in, and the qctivities of which affeded interstate and foreign commzrce, knowingly, ahd

u  intentionally conspired to violate Title 18, United States Code Sectien 1962(c), that is, to oondud

23 and parlioipate. directly and indirectly, in the conduct of the affairs of that entem rise through a

4 pattem  of racketeering activity invelving muluple acts indiotable under: .2

. A. Title ï 8,. United Statçs Code, Section 1028, identity theh and fraud related to25

identification dociunents; and26

40
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' j 'B. Title l 8Nurlited States Code, Section 1029: aocess device fraud.

3. It was a part of the conspiraoy that each defendant apeed that a conspirator would
. 2 .

commit at least twe acts of racketeeling aotivity in the conduot of the G airs of tho enterprise.
3

ALL IN W OLATION OF TITLE 18, UNITED STATES CODE, SEW ION 1962g8.

COUNTS THQEE TIG OUGH SEVENTEEN
5 fficking in and Frodttction of False Identificàtion DocumentaTra

6 On or about each of the dates sptforthbelow
, in tlze Stato mzd Federal Diskict ofNevada, and

7 Isewhere
,e

8 3) ALEXANDER KOSTYUKOV a.k a. Ttmp mk.a. Klbs;(
(4) MACEO BOOZER m aA.a. Xxxiimono a'k.a, 04 a.k.a. E1 Padrino

9 a k ' dc87;
. (5) mk.a- Ray Wong ak.a. Ray;10 

6) Ellw Alm  M ONTECALVO mkaNlghtmare mka. TenureM ;(
I21J M ICNARL LOFTON a.k.a. Killit a.k.A. Lofeazy;

1 1 (22) sln-V'AN't.i G()tl a.k.a. Cder;
(23) DAVID RAY CAM E; a.k.q. Bad Man a.k.a. Dootorsex;

12 (24) a k.a. Kilobit;
(25) .k.a. Qiller;13 
(28) zolm  poE 1 mka Selmao7l; and
(29) JOHN DOE 2 a.k.a. Morsy;14

15 defendants herein
. 
togetàdr witlz mzd aiding e d abetting one' another, and others known acd

16 ' known did knowihgly and withom lawful authority produce, and did oause bthers to produce,11 Th 
,

17 false idenulicationdocumenta, whichtwere Qansporled i.n themail in the course of tv unauthorized

18 production, in and affecting interstate and forei>  commerces and the offense involved the

19 production and transfer of false identificauen doctunents tllat are and appear to be driver's licenses,

20 with each false identilioation dooument set forthbelow constittlting a separate violation of Titl/ 18,

21 United States Code, Seotions 1028(a)(1), (b)(1)(A)(ii), and (c)(3); and Title l 8, United States Code,

22 Soction 2, as follows:

23 Type ef
Counts Defendant Dyte Document Name

24 .
THREE g21) LOFI'ON Januazy 23, 2009 NV DL M. Webb

25
FOUR (3J KOSTYUKOV April 24, 2009 NV DL A. Kostyukov

26
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FFVE (4) BOOZER HI May 19, 2009 -I'X DL M. Wright1

SIX (22) GOU May 26, 2009 NV DL J. W>g2

SEVEN (23) CAMEZ May 28, 2009 NV DL J. Henry3

EIOHT (3J KOSTYUKOV June 30, 2009 NV DL M. Ulitin

NINE (51 Septmnber 14, 2009 NY DL D. Pena5

TEN (284 SENNAX I October 6, 2009 NV DL L. Sadik6

ELBVEN (3) KOSTYUKOV Ootober 13, 2009 WA DL R. Sadriev7

TWELVE (28) SENNAO7I Qctober 20, 2009 'NV 'DL A. Davis
8 .

'IAIm.I'EB'N (6) MONIICALVO November 9, 2009 VA DL E. Montecalvo9

FOURTEEN (24) M ORFIY Nova ber 19, 2009 NV DL F. Grolshl 0 
.

FIFTEEN (21J LOFI'ON February l 1, 2010 NV DL K. Marshall11

SIXTEBN (24) HARIHSON February 25, 2010 GA DL D. Mock12

SEVENTEEN 125) April 12, 201 1 GA DL D. Vasic
13

COUNT EIGHTEEN
14 Attem pt to Unhwful Produce False ldea 'tdka 'tlon Docum ents; Aiding and Abetting

1 5 From on or about Aplil 16, 201 l , tmtil on or atter M ay l 8, 201 1, in the State and Foderal

16 DistriotoG evada, andelsewhere, (3W JOIIN DOE 3a.k.a. Gmber, defendantherein, togetherwith

17 and alding and abetting othqrs known and lmknowny did knowingly and without lawful authority

1 8 attemptto produce, and did attemptto cause othersto produoe, false identificationdocuments, in and

19 affecting interstate and foreign commerce, and the offense involved the production and transfer of

20 false idenufication documents that are and appear to be approxim' ately two (2) Florida driver's

21 licenses, in violation of Title 18, United States Cede, Sections 1028(a)(1), (b)(1)(A)(1), and

22 (c)(3)(A); and (f); and Title 18, United States Code, Section 2.

23 COUNT NINETEEN ,
Conspiracy to Unlawfully Transfer False Identification Documents

24 . ,
Beginning on or about August 22s 2008, and continlzing to on or about March 23, 2009, in

25 '
the State of Nevadw and elsewherez (1) .k.a. Admin a.k.a. Support,

26
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q
1
!
;

I defendant herein, did knowingly and intenionally combine, conspire and agree w1t.11 others known

and lmknown, to com mit offenses agninnt the laws of the United States, namely to knowingly2 
:

transfer and cause others to transfer false identiication doouments, knowing that such documents3 
.

w ere
-
goduced wilhotlt law?ul authority, and the production and transfer of tl)e fplse identification

documents was in and G ecting interstate and foreign commerce, and the oFense involved the5

produçtion and transfer of false identiEcation documents tlzat are and appearto be driver's licenses,6

al1 in violation of Title 18, Unifed States Code, Sections 1028(a)(2), (b)(1)(A)(ii), (c)(3)(A), and (9.7

COUNT TW ENTY8 
Unlawful Transfer, Possesqiqn and Use of A Means of Identificationi'

Aldlng and Abetting9

On or about October 1 9, 2007, in tlw State and Federal District of N evadas and elsewhere,
10

(8J a.k.a- .k.a. CC - - Tradera.k-a. Kengza,1 1

defendantherein, togetlzer w1t.11 and aiding and abetting otheis knowh and lxnknown, did knowingly
12

transfer, possess and use, in and effecting interswle and foreipz commerce, without lawful authority,
13 a

ameans of identilcation of another person, ipcluding but not limited to, a stolen credit card aocount
14 . . 

, aaress, and telephoneI number, acoount holder s name, date of birth, Social Seottrity number, ,' ,

j 15
! . number, that is, Discover Card accotmt number X-5598; acoount holder's nnme B. Detrich; Social
i 16 .
i Security number X-9986) and telephone number X-5662) with the intent to oomrnit mzd to aid and
: 17

abet the cornml'ssion of and in connection witll atly ''nlawful activity that constitutes a violation qf
1 8

Federal Iaw, to wit: W ire Fraud in vielation of Title 18, United States Codey Section 1343, al1 in
19 ,

violation of Title l s, United States Code Sections 1028(a)(7), (b)(2)(B)s and (c)(3)(A); mzd Title 1 8,
20

. United States Code, Section 2. .
21

COUNT TW ENTY ONE
22 Trafficldng in and Use of Cpuntedeit and Unauthorized Acces: Devices;
. Aiding and Abetting
23

On or about March 1, 201 l , in the State alzd Federal District of Nevada, and elsewhere. (26)
24 r

DUVAUGIIN BUTLER a.k.a. Mackmanny defendmzt hereh toaetherwithand aidingand abetting
25 -

others known and unknown, did knowingly mzd wîth intent to defraud, traffic in and tlse an
26
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d oredit card aooount mlmber endlng 1unautborized aocess device
, to wit: a Chase Bnnk Mmstercarl 

.

in X-8088, whioh was stolen and obtetined witll tlm intent to defraud, and by such conduct did, oil2

or about that same date, obtain tbings of value in excess of one thousand dollars ($1,000.00), that3 
,

iss approximately one thousand fifty three dollars ($1,053.00) in goods and merchandise, from . I

Walrnazt store number 2593, in or arotmd Las Vegas, Nevadw with said tre cking and use in and S5

aflbctin? interstate commerce, a11 ill violauon of Tiîle 18, United States Code, Sections 1029(a)(2) !6 '
-' i

, and (c)(1)(a)(l); and Title 18, United States Cod*, Sedion 2. .7

COUNTSTMVNTYTWO THROUGH FDVYFBV j8 ' P
ossession of nfteen or More Counterfeit aad Unauthèrized Acees: Devices; jAidi

ng and Abetting9 l
IOn or about each of the dates set forth below, inthe Sote andFederal District ofNevada, and10 I
Ielsevvhere

,11 !
. kf21 

a-k.a. Graf; . g12 -
(6-) >mw A.m l MoNTEcAïzvo a.kaNlg 4; :

' (8) .k.a- mk.a.' lj cc- - Trader a-k.a. Kengza;
. E14) .k.a. Trackz a.k.a. Bulba mk.a. Ncux; j

' 14 (16) a..k.a. ltA'Bl'E AYAD a-k.a. Patistot;
(17) .k.a. Source; .15 
(18) .k.a, C4rd3R;
(19) a.k.a. Bowl; 116 
(33) JI)HN ppE 6 a.k.a. Fozzy; !
4) a .vitruril a.k.a. Lermentov; l(3 .

17 (35) .k.a. Panther mka. Euphoric a.k.a. Darkzntb;
(36) JOHN DOE 8 a.k.a. TM;18 
(37) JOHN DOE 9 mka. Zoomer a.k.a. Deputatiand
(38) JOIIN DOE 10 ark.a. Centurion;l 9

20 defendanta herein, together w1111 and aiding and abetting one another and otlzers, llrlown and

2 l llnlrnown,knowinglyandwithintentto defraud, didpossess fiheen (15) ormore 'lnnutlmrized access
' 22 devices, that is stolen credit and debit card accqtmt numbers issued to mrsons other th= the

j '23 defendarlts
, in and affecting interm te and fore gn commerce, with each instance set forth below

' 

j24 constituting a separate violation of Title 18
, Urlited States Code, Sections 1029(a)(3). and '. i

' 
. q25 (c)(1)(A)(l); and Title 18 United States Code, Section 2, as follows: (

:
26 . . . .
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j Count

2 w sww w oT

3 y vuxssTW ENT

4 'TW ENTYFOUR

s Tw ENTY Flvs

6 Tw Ex ry slx

7 TU NTY SEVEN

8 Tu x'rv EIOHT

9 Tw ENTV xlxs

10 THIR,I-V

1 1 THIR'I'Y oNE

12 Tjm t,rv Tw o

13 Tjjm ,j,y THRSE

14 'I'jlm ry FoUR

15 Tu m ry FIvE

16 rllm yv sm

17 THIRTY SEVEN

18 THtRTY EIOHT

19 'IH m TY M NE

20 FORTY

21 FORTY ONE

22 FORTY 'I'W O

23 FORTY 'ITIREE

24 FORW  FOUR

25 FORTY FIVE

26 FORTY SEX

l

Defendant Date Alm roxim àte No. Devices

(81' February 22& 2408 22

(8) March 9, 2009 25

(6) MONTECALVO January 2l, 2010 r ---- -*50' ''- - ''- --' - - cr

'

(6) MONTECALVO April 5: 2010 220

(14) panuary 20, 201 1 29

(1 IJ March 15, 2011 15

(36) TM March 16, 201 1 20

(14) March 18, 2011 20

(37) ZOOMER March 18, 201 1 20

(17J Mamh 18, 2011 l 7

(18) March 23, 201 l 20

(2) March 24z 2011 20

(11) March 24, 2011 20

(33) FOZZY Mprqh 24, 2011 20

(36) TM March 24y 2011 20

(37) ZOOM'ER March 24, 2011 23

(38) CENTURION March 24, 2011 18

(18J March 26, 201 l 60

(34) .VITR'UM March 28, 201 1 20

(38) CENTIJRION March 28, 201 1 74

(33) FOZZY March 28, 201 1 22

(35) March 28, 201 1 20

(2J ' Maroh .29;. 20l 1 21 .

(35) April 6, 201 1 38

(35) April 8, 201 1 20
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Defendant t Dpte Approxlm ate No. Devices lCount1 
. l

2 FOR'FY SEVEN (2) April 10
. 2011 21

3 . Amij ) j z()) j 2cFORTY EIGHT (18) 
, .

a
..- ...s. -- . . r.v . -yoR'f'y xjpœ . - c'c .t3.61' '' . - ' - ' ' % '.' ' A ri l 1 1 20 1 17 -- ' ' '- -** '-'''' ''- ' - -'-'': ' 'Q0 - - - 7 ' ' :' '' ' ' '--.--MJI ** * * * >

5 zoaM ym  Apzu 11
, 2011 19FIFTY (37)

6 y'p''rv oxE (19) . Apzu 12, 2011 49

1 FIFTY 7+ 0 (38) CEU URION April 12, 2011 22 !
. :

' ' S FIFT'Y THREE (19J April 22, 2011 12,710 '

9 Fp-'ry Fotm (17) April 29, 201 l 15

10 y'IFTY FlvE (14) May 12, 2011 100

1 l cotW rs FIFTY SLX THA OUGH SIX'IY
Tm fficking In aud Fossessiag Attes Derice-M aking Equipment; Aiding and Abetting

I 12 '
tlk dates set forthbelow, intlw sute anflFederal DistrictorNevada,andonorabouteachor e

13
elsewhere,

l 4
(9) JEQM ATNE SV TH a. .k a. Siroharliesi a.k.a. Fairbusinessm=;15 
(15) QASIR AR a.ka. Caliber; and
(39) JOIIN Df)E 11 aA.a. Comsigliori;16

17 defendants herehl
, 
together witlA and aiding aud abetting ohe another, and otbers known and

18 lznknown
ydidknowinglyandwiththe intenttodqfraud,trne c ino haveconkolandcustodyover, and

19 possoss device-makipg equipmenta tlant is blnnk plastic cards used in the production of counterfeit

20 aooess devices, whichare issued, pwrled, manqged and conkolled by a financial institution, account

21 issuer, or credit card system member witbin the jmisdicdon of tlze United States, in and affeding
22 interstate and fofei'>  oomm erce, with çaoh inemnce set foe below constituting a separate violation

23 of Title l s, United States Code, Secilons l029(a)(4), (c)(1)(A)(ii), and (h); and Title 18, United

24 States Code, Sedion 2, ms mero fully set forth below: . ' . .

25 . , . '

! J.6'
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2
, ' 

j

COUNT Defendant ba' te Aonroximate No. Plastic Cards .1 
. jFIFTY SIX (15) AR M

arch 22, 2011 262

' 3 FIFTY SEYBN (9) SO TH April 5, 2011 10

FIFTY EIOHT (3Ij CONSIGLIORI April 15, 201 1 20

FIFFY NINE (39) CONSIGLIORI May 23, 2011 205

. 6 SIXTY (39) CONSIGLIORI Jtme 9, 2011 20

7 COUNTS SIXTY ONE AND SIXW  1% 0

Cènspiracy to Traffielrlng In and Possess Access Device-M aldng Equipm ent8

0n or about tl:e dates set forth below, in the State and Federal District of Nevada, and9

elsewhere, '10

. (9) ' ie57 m w .
k a. Fairbusinessrnnn; , ;1 1 

(1 1) a'k.a. Bank Marmger a.k.a. :'1 
Documbnt Manager q.k.a. Corey; and 11 12 
(26) PIJVAUGI.IN BUTLER mk.a. Maclennnn; ; 1! 1

' 13 d fendants herein
, together w1t11 others known and ltnknown, did knowingly and intentionally i, e

14 combine
, oonm ire, confedente, and agree among them selves, and wit.h otlwrs, to commit offenses ,'

115 
against the laws of the United States, namely, to lamwingly and witll the intent to defraud, tmftk in, '

16 have control and custody over, mld possess device-making equipment, tlmt is, blank plastic cards

17 used in the pm duotion of cotmterfeit access devices, which are issued, owned. managed and

18 controlled by a financial instimtiow account issuer, or credit card system member within the

19 jurisdiction of tl:e United States, ln and affecting lnterslte and foreign çomrneroe, wit,h each izjlfnnce

20 set forthbelowconstimting aseparate violation ofTitle 18, Urlited States Code, Sections 1029(a)(4),

21 (b)(2), (c)(l)(A)(ii), and '(h), as more fully set fortll below:

22 CoIJNT Defendant Date Approx. No. Plastic Cards

23 SU TY ONE (9) SMITH & Auguk 3l. 2010 10
(261 BUTLER

24 ' .

25 SIXTY -1-W0 (11J February I6, 201 1 10
(26) BW LER

26
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1
!

1 FORFEITURE ALLEGATION

1. The allegations conlained in Coun'ts One and Two of this lndictment are bereby2

repeated, realleged, and incorporated by referenm herein as though fally set forth at lengt,h for the3

ptupose of alleging forfeiture pursuant to the provisions of Title 18, United States Code, Section

1963 and Title 28, United States Code, Section 2461(c). Pursuant to Rule 32.2, Fed. R. Crim. P., .5 1
that the United States wi11 seek forfeiture as part of any lnotice is hereby given to the defendants

6
sentenoe in acçordnnoe with Title 18, United States Code, Section 1963 in tlle event of any7

defendant's conviction under Cotmts'one and Two.8 1
q

'

2. n e dofendants, . j9 
.

l(1) a
.k.a, Admin a.k.a. Support; l

10 (2) .k.a. Graf; '
(3) ALEXANDER KOS OV a.k.a. Temp a.k.a. Klbs; !11 
(4) MACEOBOOZERIII a.k.mxxxsimonea.k.a. 04 avka, Elpadrinoa.k.a.Mr.- 7: l

12 (5) fk-a. Ray wong mk.a. Ray; . '
(6) ECALVO a.k.; Nlghfmnre mk.a. Tentu'eM ;13 ' 
7 k a lbatis-tuta;( ) a. . .
(2) .k.a. .k.a. CC - - Trader14 
a k a. Kengzk ' - .
(9) JEQMAI'NE SMITH a.k.a. Sircharlies7'a.k.a. Fairbusinessmarl;15 
(1OJ ' '. HA. GGERTY a.k.a. Wave; '

' 

(11) .k.a. Bnnk Manager a.kxa. Dooument16 
M an er mk.a. Corey;

(12) agnaleânnk';17 
(13) a.k.a. Devicw
(14) .k.a. Traokz a.k.a. Bulba a-k-a. Ncux;1 8 
( l 5) Asm  c 'ahber;
(16) a.k.;a. a-k.a. Patistota; .19 
(17) a.k.a. Source;

. (1 8) .k.a. C4rd3R;20 
(19) . Bowl;
(20) a.k.a. Dorbik a.k.a. Matador;21 
(21) MICHAEL LOFI'ON mka. 'Klllit mk.a. Lofeazy;
(22) SHIYANG GOU mka. Cder;

22 (23) DAVID IIAY CAMEZ mk.a. Bad Man mk.a. Doctorsex;
(24) HAQRSSON mk.a. Kilobit;

23 (25) .k.m Qiller;
(26) DUVAUGHN BUR ER mk.m Maokmnnn;24 
(27) Fltlm m ck THOMAS aka lstlmna;
(28) JOHN DOE 1 a.k.a Serma071;25 
(29j JOIIN DOE 2 a.ka. Morfiy;
(302 JOI.IN' DOE 3 mka. Gruber;26 
(31) JOHN DOE 4 a.k.a. Maxxko;

48
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. 
' 

. j

(32) zolm  D(iE 5 mk.a. Elit3; .l
(332 Jolm  Ilol 6 mk.a. Fozzy;
(34) JOIIN DOE */ a.k.d. .vitnlm a.k.a. Lennentov;2
(35) .k.a. Panther mk.a. Euphoric a.k.a. Darkmth;
(36) JOIIN DOE 8 a.k.a. TM; .3

' (3*/) JOI>  DOf 9 a.k,a, Zoomer mka. Deptrtat;
(38) JOIIN DOE 10 a.k.a. Centurign; and4 

- ., . . ..v k , consiglrori; -'' ' ' ' '' ' ' - -' ' ' ' -- '' - --- ' ' -''- '''... gaqj gosx oox lj a. .a. i
5 . :i

. have acquired and main#nlned interems in violation of Title 18, United States !
26

Code, Section 1962, wlzich ihterests are subject to forfeiture to the United States pursuant to Title
1 18 United States Code

, Sedion 1963(a)(l);h

'

I8 ' ii h
ave an interest in, security of, claims against and property and contractual !

9 ights which afford a source of influence over
. 
the enterprise named and desoribed herein whioh tlw lr

10 defendants established
, operated, controlled. conducteds and participated in the oonduct ofs in . '(

1 l àf-ritle 18 Unitedstates cbde
, 
seotion 1962, whiohinterests, sootuitiesz cla' ims

, 
andrights iviolauon 

, ;
I12 

are subject tb forfeiture to tlw United States pursuant to Title 18, United States Code, Section 1963 .

13 '(a)(2);

14 iii. x.have property constituting and derived âom'proceetls obtained, directly and

15 i direcuy âom racketeering aotivits in violation of Title 18, U' nited States Code Section 1962n 
, : >

16 which property is subjod to forfeiture to the Urzited States pursuant to Title 18, United States Code,

17 section 1963(a)(3).

18 3. n e interests of the defendants subjed to forfeiture to the United States pursuant to

l 9 Titl'e 18, United States Code, Section 1963(a)(l), (a)(2). mld (a)(3), include but are not limitbd to at .
. 20 least twenty (20) million dollars ahd a1l lnterests and proceeds traceable thereto.

2 1 4. If any of the property onnnot be located, has been transferred or sold to or deposited

22 with a third party, has been placed peyond, the jurisdiction of the court, has been subs' tantially
23 dim inished in value, er hms been oommingled with other property which carmot be divided without

24 difliculty. the dotuj shall order the forfeiture of any other property of the defendants up to lhe value

25 of at least twenty (20) million dollms and a11 interests and proceeds traceable thereto as set forth in

26 Section 1963(m)..

49
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1 5. n e above-named defendanl, and oach of them, arejointly and severally liable for
the forfeiture obligations as alleged above.2

a A1l pursnnnt to Title 18, United States Code, Section 1963.

DATED: this 1.
V day of Jantjàz'y

, 2012 . '4
7 '- ' - ' ' ' ' - ' ':' '' ' '.' v'
A TRUE BILL:5

' /s/6
FOREPERSON OF THE GRAND JURY

7
DANIBL G. BOGDEN8 
uriited states Attom ey

/ .
. zeeee

10
y M  FRA11 

Axo w w.bl;x AN .
Assistant United St es Attorneys .

l 2

1 3

14 .

15 ' '

1

1 7 . 
.

1 8

19

20 h
i

21 .

I22

23

24 ' j
' j25 .

! ;26 ,
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AFFIDAVIT 0F M ICHAEL ADAM S

STATE OF NEVADA )
) ss

COUNTY OF CLARK )

1. 1, MichaelAdams, Special Agent, Homeland Security Investigation (Hsll,beingduly

sworn, state that:

2. I am a Special Agent of the lmmigration and Customs Enforcement, Homeland

Security Investigations, and have been so employed since July of 20l 1 . Prior to becoming a Special

Agent with Immigration and Customs Enforcement, Homeland Security Investigations I was

employed as a Special Agent with the United States Secret Service from June of 2000 up to my

employment beginning with Immigration and Customs Enforcement, Homeland Security

Investigations. I investigateviolations offederal law relatingto tinancial crimesandthe cross-border

tlow of people and goods. l have investigated numerous cases involving pattel'ns of conduct similar

to that described in the sealed Indictment, case number 2:12-CR-0004-JCM -GW F. l have also

completed the Criminal Investigator training course offered by the Federal Law Enforcement

Training Center and the Special Agent Training program offered by the lmmigration and Customs

Enforcement, Homeland Security Investigations and the United States Secret Service, which

included training on detecting and investigating the use and manufacture counterfeit credit cards and

wire fraud.

3. n e facts set forth in this affidavit are based upon my personal observations, my

trainingandexperience, and informationobtained from oierlaw enforcementagentsr dwitnesses.

1
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4. As a result of this investigation, I know, based on my own personal knowledge, my

participation in the investigation, and also based information provided to me by other law

' 

enforcement ofticers, the partial sealing ofthe indictment in case numberz: 12-CR-0004-JCM -GW F,

as proposed in Attachment A, which is incorperated by reference herein, is necessary because

continued secrecy in the indictment serves a number of legitimate govemment needs. The

investigation into the criminal organization, 4çthe Carder.su organization,'' is ongoing. Not al1 of the

defendants named in the indictment will be arrested during the nationwide arrest sweep scheduled

for on or about M arch 15, 2012. M oreover, not a1l of the targets of the investigation are named as

defendants in the initial indictment in case number 2:12-CR-0004-JCM -GW F. Continued secrecy

by only partially unsealing the indictment is necessmy to give law enforcement time to gather more

evidence.

5. For at least the past four years, your affiant and other federal agents have been

investigating those individuals who are members of, employed by and associates of an interrmtional

criminal organizmion, the Carder.su organization, that are engaging in an ongoing criminal enterprise

consisting, in part, of acts of identity theft, and financial fraud. The criminal organization is

comprised of approximately tive thousand (5000) members located within and outside of the United

Statess who function as a continuing unit for a common purpose of achieving the objectives of the

criminal enterprise. W hile a sealed indictment was rettumed as to 39 defendants, on or about January
I '
i l0, 20 l 2, the investigation inso the remaining unindicted members of the criminal organization and
!

 its ongoing criminal enterprise continues. As recently as March 5, 2012, your aftiant, acting in an

undercover capacity, was contacted by a Carder.su member artd encouraged to engage in trafticking

in counterfeit identitkation documents with that member in furtherance of the criminal enteprist.

2
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Based on my own personal knowledge, my participation in the investigation, and also based

inform ation provided to m e by other law enforcemcnt officers, legitim ate prosecutorial purposes

support the proposed partial tmsealing of the indictment.

6. From yotlr affiant's experiences online criminals, like members of the Carder.su

organization, actively search for criminal complaints, indictments, criminal aftidavits and search

warrants by way of the intemet, and disseminate them to other online climinals as they deem

appropriate, i.e., post them publicly online through the carding forums. Once posted online, the

cyber-criminals then publicly engaged in an ongoing dialogue, discussing 1aw enforcement tactics

and procedures for targeting online criminals engaged in fraud and related criminal activities. In

other words, premature disclosure of the contents of the redacted portions of the indictment in

Attachment A may have a signiticant and negative impact on the continuing investigation and may

severely jeopardize the investigation's effectiveness.

7. During the course of this investigation, your affiant and other law cnforcement

officers have been able to identify cellain members of the Carder.su organization by tracking their

on-line means of communication with other members of the criminal enterprise. ICQ addresses (a

commonlyused on-line chat protocol) and e-mail addresses have been identified for a1l 39 members.

M any of those means of commtmication can be, and are being, lawfully monitored by law

enforcement, by way of search warrants and court orders. The content of these communications will

assist in ascertaining the physical location of the users, thus facilitating their arrest. Additionally,
i
i

as to those defendants who are named as John Does, monitoring of their communication is one of

!
the best way of gaining personal information, connections to friends, family, school, work, which

i
! will allow your aftiant to lem'n the John Does' true identities. Based on your affiant's training and

3

(

@

Case 2:12-cr-00004-MMD-GWF   Document 83    Filed 03/06/12   Page 55 of 57



experience, if the indictment is not kept partially sealed, those defendants who are not arrested on

or about March 1 5, 20 12, will likely stop using the known 1CQ addresses, and email addresses, and

will change their nicknames and on-line identities, as soon as the unsealed indictment is filed in

Pacer. The partially sealed indictment will make it less Iikely for wide spread panic to cause

tmarrested defendants, both in and outside of the United States, to dump their on-line personas.

Moreover, by partially sealing the indictment, it may embolden Carder.su members located overseas

to continue in their criminal pursuits and remain in contact with other members, such as your affiant,

acting in his undercover capacitz, by engendering a false sense of security that roles in the

organization, their tnze identities, and their physical locations remain unknown to law enforcement.

Such ongoing criminal conduct and continued contact with your affiant in his undercover capacity

will allow the investigation to continue moving forward.

Defendants (28) through (34), and (361 though (391, are charged as John Does

because their true identities remain unknown, and therefore their physical locations also remains

unknown. Based on my own personal knowledge, my participation in the investigation, and also

based information provided to me by other 1aw enforcement ofticfrs, continued conlact with yom

affiant by Carder.su members dtuing tbe constem ation and confusion your aftiant anticipates will

arise after the arrest national sweep and the on-line sharing of the partially tmsealed indictment, may

well cause Defendants (28) through (34), and (36) though 2391 to slip up by disclesing something

which faciliutes law enforcem ent's discovery of inform ation Ieading to their true identities and their

actual physical locations.

9. Defendants gl ), g2(I, (5j, (71, (8(1, ( 1 1), (12J, ( 131, ( 14), ( 16), gl 7), ( l 8J, ( 191, (25), and

(35) are believed to reside in countries other than the United States. Your affaint, based on his

4
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*' 
. 

*'

training and experience, believes that sealing the true names and real world aliases of the overseas

defendants will allow the extradition process to move fonvard more expediently, with more

likelihood of securing provisional arrest warrants in those foreign countries which have extradition

treaties with the United States.

10. Unless defendants' (11, (21, (51, (7q, (8q, (1 1), (121, (131, g14), ( 16), ( l 7), (1 81, ( l 91,

(25), and (35) true names and real world aliases are redacted from the indictment, these defendant

will know they are the persons wanted as soon as the indictment is posted on line in PACER. Such

knowledge would chill these defendants' international travel to the United States, where they could

be easily arrested. Also, it may cause these foreign subjects to flee to countries who do not have

extradition treaties with the United States.

1 l . For al1 these reasons, your afliant believes that legitimate prosecutorial purposes will

be served by keep the indictment partially sealed and to unseal the remainder of the indictment in

i the nonnal cottrse upon the arrest and initial appearance of arly one of the 39 defendants until further

order of this court.

DATED this day of M arch, 2012.

...-' ..

M ichael P. Adam s, Special Agent '
Immigration and Customs Enforcement
Homeland Security Investigations

SUBSCRIBED and SWO to before me, a Notary Public, on this dates MarchF , 012, by
?c / $ .

. 

xo ....... j ;,jJ
o e .E;r*:- m a a NOTARY

5
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