DATE
6/20/2012
6/20/2012
6/19/2012
6/18/2012
6/15/2012
6/15/2012
6/14/2012
6/14/2012
6/12/2012
6/12/2012
6/12/2012
6/11/2012
6/11/2012
6/11/2012
6/8/2012
6/6/2012
6/6/2012
6/6/2012
6/5/2012
6/5/2012
6/4/2012
6/4/2012
6/1/2012
5/31/2012
5/30/2012
5/30/2012
5/29/2012
5/29/2012
5/28/2012
5/23/2012
5/23/2012
5/22/2012
5/21/2012

SPOOFED BRAND
Verizon Wireless

UPS + DHL

USPS

Verizon Wireless
Verizon Wireless
Habbo.com

Tax Payment Failed/IRS
DHL

Twitter.com
LinkedIn.com
Amazon.com
Paypal.com/eBay.com
Amazon.com
Myspace.com
Xanga.com
Craigslist.com
American Express
DHL

DHL

Hewlett-Packard
Paypal.com/eBay.com
Hewlett-Packard

Bank of America
Windstream

Citi Credit Card
Citibank.com

Bancorp

Facebook

Facebook

PayPal.com

DHL

Better Business Bureau
Better Business Bureau

ATTACK TYPE

BlackHole Exploit Kit > Generic Bad thing
Zipped .EXE > Generic Bad Thing

Zipped .EXE > SpyEye/Cridex/Bredolab
BlackHole Exploit Kit > Ransom/Birele/ZeuS
BlackHole Exploit Kit > ZeuS/Cridex
BlackHole Exploit Kit > ZeuS/Cridex
BlackHole Exploit Kit > Zeus

Zipped .EXE > Andromeda

BlackHole Exploit Kit > ZeuS

BlackHole Exploit Kit > Zeu$S

BlackHole Exploit Kit > Cridex/Carberp/Dapato

BlackHole Exploit Kit > Cridex/ZeuS/Dapato
BlackHole Exploit Kit > Cridex/ZeuS/Dapato
BlackHole Exploit Kit > Cridex/ZeuS/Dapato
BlackHole Exploit Kit > Cridex/ZeuS/Dapato
BlackHole Exploit Kit > Cridex/Zeu$S
BlackHole Exploit Kit > ZeuS

Zipped .EXE > ZeuS/Andromeda

Zipped .EXE > Andromeda

LINK or HTML > Javascript > Zeu$S

Exploit Kit > ZeuS/Cridex

HTM attachment >

BlackHole Exploit Kit > ZeuS

BlackHole Exploit Kit > ZeuS

BlackHole Exploit Kit > Zeu$S

BlackHole Exploit Kit > ZeuS

BlackHole Exploit Kit > Zeu$S

Zipped .EXE > ZeuS/Andromeda

Zipped .EXE > ZeuS/Andromeda

BlackHole Exploit Kit > ?

Zipped .EXE > Andromeda

Zipped .EXE > Andromeda

Zipped .EXE > ZeuS/Andromeda

INITIAL VT DETECTION RATE LATEST VT RATE

3 out of 42
4 out of 42
5 out of 42
0 out of 42
4 out of 42

20 out of 35

4 out of 35

27 out of 42
14 out of 42
12 out of 42

5 out of 42
5 out of 42
4 outof 42
4 out of 42
5 out of 38
5 out of 42

10 out of 42
25 out of 42
25 out of 41
16 out of 42

0 out of 42
3 out of 42

13 out of 41
14 out of 42

8 out of 42
8 out of 42

15 out of 42
14 out of 42

9 out of 42
N/A

13 out of 42

4 out of 42

16 out of 41

4 out of 40

6 out of 42

10 out of 42
20 out of 42
28 out of 42
29 out of 42
29 out of 42
35 out of 42
29 out of 42
29 out of 42
24 out of 41
24 out of 41

27 out of 41
30 out of 42
32 out of 42
30 out of 42
38 out of 42
32 out of 40
27 out of 41
31 out of 42
27 out of 42
28 out of 42
27 out of 42
N/A

25 out of 42
N/A

36 out of 41
36 out of 42
N/A

37 out of 42
36 out of 42
37 out of 42


https://www.virustotal.com/file/4749ae29e51c7d89a546ec8a4a0e881660206b81d0ad5047c60afc3c07fa6168/analysis/1340212395/
https://www.virustotal.com/file/4749ae29e51c7d89a546ec8a4a0e881660206b81d0ad5047c60afc3c07fa6168/analysis/1340212395/
https://www.virustotal.com/file/be3077959439e8dfcf3b22d792917dde578569133a3413cc9ee39dd223c1edbc/analysis/1340203727/
https://www.virustotal.com/file/be3077959439e8dfcf3b22d792917dde578569133a3413cc9ee39dd223c1edbc/analysis/1340203727/
https://www.virustotal.com/file/3c17d127cea54878e321ed55355623dcb92decea3ed5172a6aea326d60a3b239/analysis/1340126279/
https://www.virustotal.com/file/3c17d127cea54878e321ed55355623dcb92decea3ed5172a6aea326d60a3b239/analysis/1340126279/
https://www.virustotal.com/file/609964b1c772bd1877ad94ece80a5f92ccc86cf7240ff5b2a2a24762159ed147/analysis/1340052636/
https://www.virustotal.com/file/609964b1c772bd1877ad94ece80a5f92ccc86cf7240ff5b2a2a24762159ed147/analysis/1340052636/
https://www.virustotal.com/file/e339dbe533c1a513a587f7530c821d2578a2fc9b8d1871bb958ee533267ceecf/analysis/1339793083/
https://www.virustotal.com/file/e339dbe533c1a513a587f7530c821d2578a2fc9b8d1871bb958ee533267ceecf/analysis/1339793083/
https://www.virustotal.com/file/6a3ffb14e8ea88b6540e0bbb8d6a490af674e07791e1c317b47ee2a28d9b86e3/analysis/1339774500/
https://www.virustotal.com/file/6a3ffb14e8ea88b6540e0bbb8d6a490af674e07791e1c317b47ee2a28d9b86e3/analysis/
https://www.virustotal.com/file/6a3ffb14e8ea88b6540e0bbb8d6a490af674e07791e1c317b47ee2a28d9b86e3/analysis/1339699199/
https://www.virustotal.com/file/6a3ffb14e8ea88b6540e0bbb8d6a490af674e07791e1c317b47ee2a28d9b86e3/analysis/1339699199/
https://www.virustotal.com/file/8acae84e65b9f1d732330fa4811f4af3c71dd58638c6dbbabe29f806d02b56b0/analysis/1339690275/
https://www.virustotal.com/file/8acae84e65b9f1d732330fa4811f4af3c71dd58638c6dbbabe29f806d02b56b0/analysis/
https://www.virustotal.com/file/046a7fac35a29f66e37193a2048f6a324754df131bad07c21f87fc814d7763f5/analysis/1339530437/
https://www.virustotal.com/file/046a7fac35a29f66e37193a2048f6a324754df131bad07c21f87fc814d7763f5/analysis/
https://www.virustotal.com/file/046a7fac35a29f66e37193a2048f6a324754df131bad07c21f87fc814d7763f5/analysis/1339526534/
https://www.virustotal.com/file/046a7fac35a29f66e37193a2048f6a324754df131bad07c21f87fc814d7763f5/analysis/
https://www.virustotal.com/file/4ddebdfcebbd6106ebe932d51b70fafb754ee725213dff2468c5f93fde04e5d9/analysis/1339441070/
https://www.virustotal.com/file/4ddebdfcebbd6106ebe932d51b70fafb754ee725213dff2468c5f93fde04e5d9/analysis/
https://www.virustotal.com/file/b862cd83606a7e9367b5086c113569ccd476ef4f8141e70d6110586462d8b6cc/analysis/1339424028/
https://www.virustotal.com/file/b862cd83606a7e9367b5086c113569ccd476ef4f8141e70d6110586462d8b6cc/analysis/1339424028/
https://www.virustotal.com/file/b862cd83606a7e9367b5086c113569ccd476ef4f8141e70d6110586462d8b6cc/analysis/1339424028/
https://www.virustotal.com/file/20d0c2d37355df9132e10b4b04dc53a69b1c3110a93482cdbf5091ab63ab838b/analysis/1339171097/
https://www.virustotal.com/file/20d0c2d37355df9132e10b4b04dc53a69b1c3110a93482cdbf5091ab63ab838b/analysis/1339171097/
https://www.virustotal.com/file/5439d5dffb301cf630dea1620b3eae4edd36713791df8971afc88573bde64bd3/analysis/1339007476/
https://www.virustotal.com/file/5439d5dffb301cf630dea1620b3eae4edd36713791df8971afc88573bde64bd3/analysis/1339007476/
https://www.virustotal.com/file/b53503e0fa158db2aba9817aecb0c93c03d0746e1a8154cc49e38070eba18670/analysis/1339001948/
https://www.virustotal.com/file/b53503e0fa158db2aba9817aecb0c93c03d0746e1a8154cc49e38070eba18670/analysis/1339001948/
https://www.virustotal.com/file/11f8951e0a0c46ad3e8f3035dd2c6c4c84b4db9d49ae8cc37c761210ae239d75/analysis/1338994451/
https://www.virustotal.com/file/11f8951e0a0c46ad3e8f3035dd2c6c4c84b4db9d49ae8cc37c761210ae239d75/analysis/1338994451/
https://www.virustotal.com/file/30bb8cded859b5e085eebd159f81c18444ea461d1cfd274a9170b03ed23a898d/analysis/1338914376/
https://www.virustotal.com/file/30bb8cded859b5e085eebd159f81c18444ea461d1cfd274a9170b03ed23a898d/analysis/1338914376/
https://www.virustotal.com/file/b30d3270c37e9257b5bcaefe3b87fd256d5c1859456da9553fdd91cc7f9d8136/analysis/1338907465/
https://www.virustotal.com/file/b30d3270c37e9257b5bcaefe3b87fd256d5c1859456da9553fdd91cc7f9d8136/analysis/1338907465/
https://www.virustotal.com/file/cdeeaa18e62861a5f2adc7e32983b733755c2ee2934b6f61c05c165fda0cd390/analysis/1338836866/
https://www.virustotal.com/file/cdeeaa18e62861a5f2adc7e32983b733755c2ee2934b6f61c05c165fda0cd390/analysis/1338836866/
https://www.virustotal.com/file/ad3303066031c90bee64d9256648859681b9497630c984fbbda4199f2cad3668/analysis/1338825900/
https://www.virustotal.com/file/1f725bdcf249e054ea1a0132286911825f50db835a2b6c5912456f4469e06ec9/analysis/1338580809/
https://www.virustotal.com/file/1f725bdcf249e054ea1a0132286911825f50db835a2b6c5912456f4469e06ec9/analysis/1338580809/
https://www.virustotal.com/file/f2e7673e5ce57350e3ebcb68818a553460fb3ac9ce7323c933d4ed769adee8eb/analysis/1338494058/
https://www.virustotal.com/file/f2e7673e5ce57350e3ebcb68818a553460fb3ac9ce7323c933d4ed769adee8eb/analysis/1338494058/
https://www.virustotal.com/file/d5001a97c695106cdb3edfc0eb05a2dc940226ed5d5a602b360536d8fb1d05a1/analysis/1338394422/
https://www.virustotal.com/file/691dac7020a86a4d4544640f02fb37993825fac4b276ab87dcbb127fe559891d/analysis/1338386966/
https://www.virustotal.com/file/691dac7020a86a4d4544640f02fb37993825fac4b276ab87dcbb127fe559891d/analysis/1338386966/
https://www.virustotal.com/file/b81979b29357ec52b73819af7815d9752b9bc255bb23e2700c6580c79802a0c0/analysis/1338321258/
https://www.virustotal.com/file/bc340ee1b3f2b443ab24a8c2a62066eb7a47fb55643d91d9e49ffb4f4d274b66/analysis/1338303583/
https://www.virustotal.com/file/bc340ee1b3f2b443ab24a8c2a62066eb7a47fb55643d91d9e49ffb4f4d274b66/analysis/1338303583/
https://www.virustotal.com/file/7934729e1de37ce70f7d312a8cf4bd349203a03636222a799923bd9d4e90a309/analysis/
https://www.virustotal.com/file/11cb35fc243ff3e14a6874e947140db9f1b4e13f5461211b6e4c7f8f302d19d3/analysis/1337779423/
https://www.virustotal.com/file/11cb35fc243ff3e14a6874e947140db9f1b4e13f5461211b6e4c7f8f302d19d3/analysis/1337779423/
https://www.virustotal.com/file/1deb737b304754206b1f353e984aab4779b55fd0b8715557cd9e95bca683db07/analysis/
https://www.virustotal.com/file/b692256dd9091c5fa03cf797273cb26d3cf10780a80fdaf0c9d9b96f18e2ba91/analysis/1337610507/
https://www.virustotal.com/file/b692256dd9091c5fa03cf797273cb26d3cf10780a80fdaf0c9d9b96f18e2ba91/analysis/1337610507/

