
DATE SPOOFED BRAND ATTACK TYPE INITIAL VT DETECTION RATE LATEST VT RATE

6/20/2012 Verizon Wireless BlackHole Exploit Kit > Generic Bad thing 3 out of 42 4 out of 40

6/20/2012 UPS  + DHL Zipped .EXE > Generic Bad Thing 4 out of 42 6 out of 42

6/19/2012 USPS Zipped .EXE > SpyEye/Cridex/Bredolab 5 out of 42 10 out of 42

6/18/2012 Verizon Wireless BlackHole Exploit Kit > Ransom/Birele/ZeuS 0 out of 42 20 out of 42

6/15/2012 Verizon Wireless BlackHole Exploit Kit > ZeuS/Cridex 4 out of 42 28 out of 42

6/15/2012 Habbo.com BlackHole Exploit Kit > ZeuS/Cridex 20 out of 35 29 out of 42

6/14/2012 Tax Payment Failed/IRS BlackHole Exploit Kit > Zeus 4 out of 35 29 out of 42

6/14/2012 DHL Zipped .EXE > Andromeda 27 out of 42 35 out of 42

6/12/2012 Twitter.com BlackHole Exploit Kit > ZeuS 14 out of 42 29 out of 42

6/12/2012 LinkedIn.com BlackHole Exploit Kit > ZeuS 12 out of 42 29 out of 42

6/12/2012 Amazon.com BlackHole Exploit Kit > Cridex/Carberp/Dapato 5 out of 42 24 out of 41

6/11/2012 Paypal.com/eBay.com BlackHole Exploit Kit > Cridex/ZeuS/Dapato 5 out of 42 24 out of 41

6/11/2012 Amazon.com BlackHole Exploit Kit > Cridex/ZeuS/Dapato 4 out of 42

6/11/2012 Myspace.com BlackHole Exploit Kit > Cridex/ZeuS/Dapato 4 out of 42 27 out of 41

6/8/2012 Xanga.com BlackHole Exploit Kit > Cridex/ZeuS/Dapato 5 out of 38 30 out of 42

6/6/2012 Craigslist.com BlackHole Exploit Kit > Cridex/ZeuS 5 out of 42 32 out of 42

6/6/2012 American Express BlackHole Exploit Kit > ZeuS 10 out of 42 30 out of 42

6/6/2012 DHL Zipped .EXE > ZeuS/Andromeda 25 out of 42 38 out of 42 

6/5/2012 DHL Zipped .EXE > Andromeda 25 out of 41 32 out of 40

6/5/2012 Hewlett-Packard LINK or HTML > Javascript > ZeuS 16 out of 42 27 out of 41

6/4/2012 Paypal.com/eBay.com Exploit Kit > ZeuS/Cridex 0 out of 42 31 out of 42

6/4/2012 Hewlett-Packard HTM attachment >  3 out of 42 27 out of 42

6/1/2012 Bank of America BlackHole Exploit Kit > ZeuS 13 out of 41 28 out of 42

5/31/2012 Windstream BlackHole Exploit Kit > ZeuS 14 out of 42 27 out of 42

5/30/2012 Citi Credit Card BlackHole Exploit Kit > ZeuS 8 out of 42 N/A

5/30/2012 Citibank.com BlackHole Exploit Kit > ZeuS 8 out of 42 25 out of 42

5/29/2012 Bancorp BlackHole Exploit Kit > ZeuS 15 out of 42 N/A

5/29/2012 Facebook Zipped .EXE > ZeuS/Andromeda 14 out of 42 36 out of 41

5/28/2012 Facebook Zipped .EXE > ZeuS/Andromeda 9 out of 42 36 out of 42

5/23/2012 PayPal.com BlackHole Exploit Kit > ? N/A N/A

5/23/2012 DHL Zipped .EXE > Andromeda 13 out of 42 37 out of 42

5/22/2012 Better Business Bureau Zipped .EXE > Andromeda 4 out of 42 36 out of 42

5/21/2012 Better Business Bureau Zipped .EXE > ZeuS/Andromeda 16 out of 41 37 out of 42
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