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RECEIVER’S COMPLAINT FOR DAMAGES
FOR:

1. BREACH OF STATUTORY DUTY:
CALIFORNIA COMMERCIAL CODE SECTION
11202 ~COMMERCIAL REASONABLENESS
OF SECURITY PROCEDURES;

2. BREACH OF STATUTORY DUTY:
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11202 -GOOD FAITH ACCEPTANCE OF
PAYMENT ORDERS; AND

3. FRAUD
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Plaintiff, PETER A, DAVIDSON, Receiver for EFFICIENT SERVICES ESCROW GROUP, a
California Corporation complains of defendants, FIRST FOUNDATION BANK, a California

corporation, and Does 1 through 50, inclusive (collectively "Defendants™), as follows:

I. GENERAL ALLEGATIONS
1. Peter A. Davidson is the duly appointed and acting receiver for Efficient Services Escrow Group,
(“Receiver”) having been appointed pursuant to an order issued by the Orange County Superior Court in

Case No.: 30-2013-00639413-CU-PT-CJC, The People of the State of California. By and Throush the

Commissioner of Corporations of the State of California v, Efficient Services Escrow Group, on July 2,
2013.

2. The Receiver has been specifically authorized by the Court to commence this complaint and
pursye it

3. EFFICIENT SERVICES ESCROW GROUP (“EFFICIENT”) is, and at all times herein
mentioned was, a corporation duly licensed, organized and existing under and by virtue of the laws of the
State of California, and authorized to conduct business in Orange County, California and licensed under
the California Department of Business Oversight (formerly known as the Department of Corporations).
4. Plaintiff is informed and believes, and on such information and belief alleges, that defendant,
FIRST FOUNDATION BANK, is, and at all times herein mentioned was, a corporation duly organized
and existing under and by virtue of the laws of the State of California, licensed to operate and regulated
as a bank by the California Department of Business Oversight (formerly the California Department of
Financial Institutions), a California public agency, and authorized to conduct business in Orange County,
California.

5. Plaintiff is unaware of the true names and capacities of defendants, DOES 1through 50,
inclusive, and each of them, and therefore sues said defendants, and each of them, by such fictitious
names. Plaintiff shall amend this complaint to allege the true names and capacities of said defendants,
and each of them, once they have been ascertained.

6. Plainti{f is informed and belicves, and based upon such information and belief alleges, that each

of defendants sued herein was the agent, assignee, parent company, affiliate, wholly-owned subsidiary,
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employee, officer or servant of each of the remaining defendants, and each of them, and in doing the
actions and carrying on the activities described below was acting within the course and scope of said
agency, employment, position or servitude.

7. At all times relevant to the facts and issues raised herein, Defendant FIRST FOUNDATION
BANK did specialize, and were experts, in banking, online banking and the safekeeping of meoney.

8. EFFICIENT, at all times mentioned herein, maintained bank accounts, including trust accounts
for funds held by EFFICIENT in trust for their clients and customers, with Defendants, and ¢ach of
them, and executed a Cash Management Agreement with FIRST FOUNDATION BANK. Said Cash
Management Agreement is attached hereto as Exhibit A.

9. As part of the banking services provided by Defendants, and each of them, EFFICIENT had the
ability to send, and from time to time did send, domestic wirc transfer payment orders electronically
through Defendants, and each of them.

10. In April 2011 the Federal Bureau of Investigation (“FBI™) issued a “Fraud Alert Involving
Unauthorized Wire Transfers to China” (“FBI Wire Fraud Alert™) where it warned that cyber criminals
were using compromised online banking credentials of U.S. businesses to send maautﬁon’zed wire
transfers to China. Said FBI Wire Fraud Alert is attached hereto as Exhibit B.

11. The FBI Wire Fraud Alerl stated the unauthorized wires werc being sent to economic and trade
companies located in the Heilongjiang province in the People’s Republic of China. The FB1 Wire Fraud
Alert advised that suspect wires included the words “economic and trade”, “trade” or “LTD” in their
names. The FBI Wire Fraud Alert advised that the funds were being sent to, among other banks, the
Industrial and Commercial Bank of China.

12, The FBI Wire Fraud Alert made the following recommendation to financial institutions: “Wire
activity destined for the Chinese cities of Raohe, Fuyuan, Jixi City, Xunke, Tongjian, and Dongning
should be heavily scrutinized, especially for clients that have no prior transaction history with companies
in the Heilongjiang province.”

13, The FBI Wire Fraud Alert was picked up, rebroadcast and widely disseminated by various news

and other organizations including CNN, NBC, Better Business Bureau, as well as a number of banks.

13325.24:1850241.1 3
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14, As part of the banking services provided by Defendants, and each of them, EFFICIENT did not
have the ability 1o send, and never did send, international wire transfer payment orders electronically
through Defendants, and cach of them.

15, On or about December 17, 2012, Defendants, and each of them, received an electronic payment
order in the amount of $432,216.00 designated for an international destination and purporting to be from
EFFICIENT. Said payment order was processed by Defendants, and each of them, without the
knowledge or consent of EFFICIENT,

16. On or aboul January 24, 2013, Defendants, and each of them, received another electronic
payment order in the amount of $563,112.00 designated for an international destination and purporting to
be from EFFICIENT. Said payment order was processed by Defendants, and each of them, without the
knowledge or consent of EFFICIENT.

17. On or about January 30, 2013, Defendanis, and each of them, received another electronic
payment order in the amount of $563,112.00 designated for an international destination and purporting to
he from EFFICIENT. Said payment order was processed by Defendants, and each of them, without the
knowledge or consent of EFFICIENT.

18.  The January 24, 2013 payment order of $563,112.00 and the January 30, 2013 payment order of
$563,112.00 were directed to the Industrial and Commercial Bank of China, in the Heilongjiang province
in the Pecple’s Republic of China, for the benefil on an entity with the word “trade” in its name, all as
warned of by the I'BI Wire Fraud Alert.

19, On or about February 22, 2013, EFFICIENT contacted Defendants, and each of them, within a
rcasonable time as set forth in California Commercial Code section 11204, concerning the December 17,
2012, January 24, 2013 and January 30, 2013 electronic payment orders as set forth herein. EFFICIENT
advised Defendants, and each of them, that: {j) it had not sent said payment orders; (ii} it had not
authorized said payment orders; and (iii) it had no knowledge of said payment orders.

20.  Upon being informed that the payment orders were not authorized, Defendants, and each of them,
initiated an investigation and attempled 1o recall the three wire fransfers that had been processed. The
payment in the amount of $432,216.00 sent December 17, 2012 10 Moscow, Russia, was eventually

recovered.,

1332524 1850241.1 4
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21. As of the date of this complaint, two unauthorized fraudulent payment orders (the January 24,
2013 payment order in the amount of $563,112.00 and the January 30, 2013 payment order in the
amount of §563,112.00), amounting to One Million One Hundred Twenty Six Thousand Two Hundred
Twenty Four and No Cents (§1,126,224.00) have not been recovered and remain outstanding.

22, Accordingly, EFFICIENT's trust accounts have been wrongfully debited in the amount of One
Million One Hundred Twenty Six Thousand Two Hundred Twenty Four and No Cents ($1,126,224.00)
as of January 30, 2013. These payment orders are hereinafter referred to as the "Qutstanding Orders. "
23, The Outstanding Orders were not authorized by EFFICIENT or EFFICIENT s agents, and were
processed without EFFICIENT s knowledge or consent, and Defendants, and each of them, were first
advised of the same within a reasonable time as set forth in California Commercial Code section 11204
on or about February 23, 2013.

24, Despite the fact that the Outstanding Orders were not authorized by EFFICIENT, Defendanis,
and each of them, refused and continued to refuse 1o refund the amount of One Miilion One Hundred
Twenty Six Thousand Two Hundred Twenty Four and No Cents ($1,126,224.00) that was transferred
from EFFICIENT s accounts as a result of the Qutstanding Orders.

. FIRST CAUSE OF ACTION

Breach of Statutory Duty
Commercial Reasonablencss of Security Procedures
California Commercial Code Section 11202(b)(i)-(ii) and 11202(c)

25, EFFICIENT incorperates its general allegations, and all of them, as set forth above in paragraphs
1 through 24 inclusive.

26, Defendant FIRST FOUNDATION BANK offered EFFICIENT, and EFFICIENT agreed to use, a
Token "Security Procedure” as the term "Security Procedure” is defined in California Commercial Code
section 11201 and as required under California Commercial Code section 11202(c)().

27. On January 24, 2013 Defendants, and each of them, failed to properly implement, and failed to
process a payment order by proper use of the Token "Security Procedure” agreed upen between FIRST
FOUNDATION BANK and EFFICIENT and as required under California Commercial Code section
11202 causing EFFICIENT s accounts to wrongfully lose Five Hundred Sixty Three Thousand One
Hundred and Twelve Dollars and No Cents ($563,112.00).

13325.24:1850241.1 5
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28. On January 30, 2013 Defendants, and each of them, failed to properly impiement, and failed to
process a payment order by proper use of the Token "Security Procedure” agreed upon between FIRST
FOUNDATION BANK and EFFICIENT and as required under California Commercial Code section
11202 causing EFFICIENT’s accounts to wrongfully lose Five Hundred Sixty Three Thousand One
Hundred and Twelve Dollars and No Cents ($8563,112.00).

20. The alleged “Security Procedure “ followed by Defendants, and each of them, in connection with
the Outstanding Orders, was not, and continues 1ot 1o be, commercially reasonable.

30.  Inthe alternative, and if there exisied a commercially reasonable “Security Procedure,” then
Defendants, and each of them, failed to follow such procedure as agreed upon by Cash Management
Agreement executed by and between Defendant FIRST FOUNDATION BANK and EFFICIENT and
attached hereto as Exhibit A. As such, the Outstanding Orders were not effective as orders of
EFFICIENT under Calilornia Commercial Code section 11202,

31. Plaintff is informed and believes, and on such basis alleges, that the Quistanding Orders were,
and continue 1o be, unenforceable because they were not caused, directly or indirectly, by an agent of
EFFICIENT, or by one who obtained authorized access to the transmitting facilities of EFFICIENT, or
by one who obtained information facilitating the breach of any “Sccurity Procedure” from the control of
the EFFICIENT, pursuant to California Commercial Code section 11203,

32.  Because the Outstanding Orders are ineffective and/or are unenforceable, the amount of the
QOutstanding Orders must be refunded by Defendants, and each of them, to Plaintiff, as EFFICIENT’s
receiver, pursuant to California Commercial Code section 11204, together with interest thereon, pursuant
to California Commercial Code sections 11204 and 11506.

33, Wherefore, Plaintiff prays judgment against Defendants, and each of them, jointly and severally,

as set forth below.

L SECOND CAUSE OF ACTION

Breach of Statatory Duty
Good Faith Acceptance of Payment Orders
California Commercial Code Section 11202¢b)(ii)

34, Plaintiff incorporates its general allegations, and all of them, as set forth above in paragraphs 1
through 33, inclusive.

13325 24:185024 1.1 6
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33, Defendant FIRST FOUNDATION BANK was, and is, required to accept and process payment
orders in “Good Faith” as set forth in California Commercial Code section 11202(b)(ii).

36.  Defendant FIRST FOUNDATION BANK was, and is, required to employ “reasonable
commercial standards of fair dealing” in its acceptance and processing of payment orders as set forth in
California Commercial Code section 11202,

37.  Defendant FIRST FOUNDATION BANK did not accept and process the Outstanding Orders in
“Good Faith” when Defcndant allowed the Outstanding Orders, which were designated for international
destinations, to be processed without condueting international security protocol investigations mandated
by federal law and by banking policies and procedurcs.

38.  Defendant FIRST FOUNDATION BANK did not accept and process the Qutstanding Orders in
“Good Faith” when Defendant allowed the Qutstanding Orders, which were designated for international
destinations, to be processed because EFFICIENT was never provided the information and/or
authorization to execute infernational wire transfers from Defendants, and each of them.

39.  Decfendant FIRST FOUNDATION BANK did not aceept and process the Outstanding Orders in
“Good Faith” when Defendant allowed the Outstanding Orders to be processed without proper token
security procedure verification.

40.  Defendant FIRST FOUNDATION BANK did not accept and process the Outstanding Orders in
“Good Faith” when Defendant allowed the Outstanding Orders to be processed by an individual who
was not listed as an “Authorized Representative” for Plaintiff as required under the written “Private
Access Online Banking Agreement” at section 7: “Authorized Representative.”

41, Defendant FIRST FOUNDATION BANK did not accept and process the Outstanding Orders in
“Good Faith” when Defendant allowed the Outstanding Orders to be processed despite the warning
issuied by the FBI in the FBI Wire Fraud Alert attached hereto as Exhibit B.

42, Defendant FIRST FOUNDATION BANK did not accept and process the Qutstanding Orders in
*Good Faith” when Defendant allowed the Outstanding Orders to be processed after FIRST
FOUNDATION BANK employee Jimmy Ton implemented a security over-ride of EFFICIENT’s online

banking accounts in or around November 2, 2012 to bypass the requirement of a token fob password as a
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security procedure to execute wire transfers in direct conflict with the security procedure agreed upon by
EFFICIENT and Defendant FIRST FOUNDATION BANK,

43, Defendant FIRST FOUUNDATION BANK did not accept and process the Outstanding Orders in
“Good Faith” as required under California Commercial Code section 11202, and therefore Defendants,
and each of them, are required to refund the full amount of any unauthorized payment order, plus interest
pursuant to California Commercial Code sections 11204 and 11506,

4. Defendant FIRST FOUNDATION BANK did not employ “reasonable comimercial standards of
fair dealing” in its acceptance and processing of the Outslanding Orders as required under California
Commercial Code section 11202, and therefore Defendants, and each of them, are required to refund the
full amount of any unauthorized payment orders, plus interest pursuant 1o California Commercial Code
sections 11204 and 11506.

45.  Because the Outstanding Orders are ineffeclive and/or unenforceable, the amount of the
Outstanding Orders must be refunded by Defendants, and each of them, 1o Plaintiff, as receiver for
EFFICIENT, pursaant to California Commercial Code section 11204, together with interest thercon,
pursuant to California Commercial Code sections 11204 and 11506,

46.  Wherefore, Plaintiff prays judgment against Defendants, and each of them, jointly and severally,
as set forth below.

IV. THIRD CAUSE OF ACTION
FRAUD

47.  Plaintiff incorporates ils general allegations, and all of them, as set forth above in paragraphs 1
through 46, inclusive.

48.  EFFICIENT is an escrow company licensed, governed and regulated by the California
Department Business Oversight (formerly known as the Department of Corporations).

49, OnFebruary 22, 2013 FIRST FOUNDATION BANK was limely informed by EFFICIENT of the
missing funds from EFFICIENT s trust accounts at FIRST FOUNDATION BANK.

30, Al all times following EFFICIENT s reporting of the Qutsianding Orders to Defendant FIRST

FOUNDATION BANK, said Bank knew that “lime was of the essence” in the retrieval or reimbursement
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of the lost funds from EFFICIENT s trust accounts so that EFFICIENT could maintain its license and
business.

51. On February 26, 2013 the California Department of Corporations issued to EFFICIENT a
“Demand to Replace Escrow Trust Account Shortage” wherein EFFICIENT was advised that its escrow
license with the California Department of Corporations was in jeopardy and that if the missing funds
were not replaced, administrative action by the California Department of Corporations would result. Said
Demand to Replace Escrow Trust Account Shortage is attached hereto as Exhibit C.

52. OnFebruary 26, 2013 FIRST FOUNDATION BANK issued a letter to a representative for
EFFICIENT advising that FIRST FOUNDATION BANK took the report of cyber theft seriously, had
already opened an investigation and intended to complete its investigation expeditiously. Said February
26, 2013 FIRST FOUNDATION BANK Iletter is attached hereto as Exhibit D.

53. Defendant FIRST FOUNDATION BANK knew about the “Demand to Replace Escrow Trust
Account Shortage” issued to EFFICIENT by the California Department of Corporations and was advised
of the urgency of the situation, and the possibility for irreparable harm, in a letter dated February 27,
2013from a representative for EFFICIENT. Said February 27, 2013 letter is attached hereto as Exhibit E.
54. On February 28, 2013 the California Department of Corporations issued to EFFICIENT an
“Order to Discontinue Escrow Activities” prohibiting EFFICIENT from conducting any new business
because of its trust account shortage at FIRST FOUNDATION BANK. A copy of said Order to
Discontinue Escrow Activities is attached hereto as Exhibit F.

55.  OnFebruary 28, 2013 the California Department of Corporations issued to Defendant FIRST
FOUNDATION BANK a letter ordering FIRST FOUNDATION BANK to “Refrain from disbursing any
funds or property” from EFFICIENTs trust accounts at said Bank. Upon receiving this letter,
Defendant FIRST FOUNDATION BANK knew and understood what the ramifications of its
investigation of the Outstanding Orders would have on EFFICIENT’s license and business. A copy of
said letter is attached hereto as Exhibit G.

56.  OnFebruary 28, 2013 as EFFICIENT struggled to maintain its escrow license and its business
operations through the Department of Corporations, FIRST FOUNDATION BANK Chief Operating
Officer Tony Schwarz promised to EFFICIENT via email that FIRST FOUNDATION BANK would

13325.24:1850241.1 9
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complete its investigation of the Qutstanding Orders in no more than two days and would advise of the
outcome of the investigation upon completion by March 1 or 2, 2013, Said February 28, 2013 email
from Chief Operating Officer Tony Schwarz is attached hereto as Exhibit H; see also Exhibit D,

57.  EFFICIENT relied on FIRST FOUNDATION BANK Chief Operating Officer Tony Schwarz’s
promise to EFFICIENT that FIRST FOUNDATION BANK would complete its investigation of the
Outstanding Orders in no more than two days and would advise of the outcome of the investigation upon
completion by March 1 or 2, 2013.

58.  Inrcliance on the representation of FIRST FOUNDATION BANK, EFFICIENT reported to the
Department of Corporations that the shortage of funds would likely be reconciled upon the completion of
FIRST FOUNDATION BANK’s investigation in two days, by March 1 or 2, 2013. EFFICIENT relied
on FIRST FOUNDATION BANK to complete its investigation and reimburse the funds within two days,
by March t or 2, 2013,

59.  On February 28, 2013 as EFFICIENT struggled to maintain its escrow license and its business
operations through the Department of Corporations, FIRST FOUNDATION BANK Chief Operating
Officer Tony Schwarz advised EFFICIENT via email that FIRST FOUNDATION BANK intended to
cease any and all banking relationships with EFFICIENT regardless of the outcome of the investigation
of the losses and that EFFICIENT would have approximately 10 days to close the banking relationship it
had with FIRST FOUNDATION BANK. Said February 28, 2013 email is attached hereto as Exhibit H.
60.  FIRST FOUNDATION BANK Chief Operating Officer Tony Schwarz advised EFFICIENT via
email that FIRST FOUNDATION BANK intended to cease any and all banking relationships with
EFFICIENT regardiess of the outcome of the investigation of the losses and that EFFICIENT would have
approximately 10 days to close the banking relationship knowing that EFFICIENT s escrow license
through the Department of Corporations was in jeopardy and knowing EFFICIENT® s business operations
were on the brink of closure due 1o the loss.

61.  FIRST FOUNDATION BANK took this course of conduet in bad faith with the specific intent to
further injure EFFICIENT so as to assure that EFFICIENT would Jose ifs license and its business and
would be without the financial means to continue its business or o be able to finance a challenge to

FIRST FOUNDATION BANK when the Bank denied liability for the loss.

13325.24: 18502411 1G
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62.  FIRST FOUNDATION BANK failed to complete its investigation and to advise of its intent to
cover the loss in two days (by March 1 or 2, 2013) or in a timely fashion as promised to EFFICIENT.
63.  FIRST FOUNDATION BANK failed to complete its investigation and to advise of its intent to
cover the loss in two days (by March | or 2, 2013) or in a timely fashion as promised to EFFICIENT
knowing that time was of the essence, that EFFICIENT"s escrow license through the Department of
Corporations was in jeopardy and knowing EFFICIENT s business operations was on the brink of
closure due to the loss.

64,  FIRST FOUNDATION BANK failed to complete its investigation in two days (by March | or 2,
2013) or in a timely manner in bad faith and with the intent to further injure EFFICTENT to assure that
EFFICIENT would lose its Hicense and its business and would be without the financial means to
challenge FIRST FOUNDATION BANK when it denied coverage for the loss.

65.  OnMarch 4, 2013 in an email from a representative of FIRST FOUNDATION BANK, said
Bank knowingly and wrongfully denied its promise to EFFICIENT to complete its investigation of the
loss in two days (by March 1 or 2, 2013). Said email is attached hereto as Fxhibit i,

66.  FIRST FOUNDATION BANK intentionally and wrongfully misrepresented its promise to
EFFICIENT to complete its investigation of the loss in two days (by March 1 or 2, 2013) knowing that
time was of the essence, that EFFICIENT s escrow license through the Department of Corporations was
in jeopardy and knowing EFFICIENT s business operations was on the brink of closure due to the loss.
67.  FIRST FOUNDATION BANK intentionally and wrongfully lied about its promise to
EFFICIENT to complete its investigation of the loss in two days (by March | or 2, 2013) and in a timely
manner in bad faith and with the intent to further injure EFFICIENT to assure that EFFICIENT would
lose its license and its business and would be without the financial means to challenge FIRST
FOUNDATION BANK when it denied coverage for the loss.

68.  FIRST FOUNDATION BANK purported to complete its investigation of the Quistanding Orders
on March 7, 2013.

69.  FIRST FOUNDATION BANK issued an Incident Report to EFFICIENT on March 7, 2013
wherein FIRST FOUNDATION BANK denied coverage for the Outstanding Orders. A copy of said

Incident Report is attached hereto as Exhibit J,
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70, The Incident Report prepared by FIRST FOUNDATION BANK was intentionally prepared in a
dilatory manner to assure that EFFICIENT would lose its license and its business and would be without
the financial means to challenge FIRST FOUNDATION BANK when it denied coverage for the loss.
71. The Incident Report prepared by FIRST FOUNDATION BANK contained numerous and
intentional inaccuracies indicating that CFFICIENT had authorization to execute, and did execute
international wires, when FIRST FOUNDATION BANK knew that EFFICIENT did not have such
authorization and that EFFICIENT had never previously executed an international wii'e.

72, The Incident Report prepared by FIRST FOUNDATION BANK intentionally omitted essential
information and contained misrepresentations regarding EFFICIENT s employee Julie Gardner’s wire
transfer history with FIRST FOUNDATION BANK in a deliberate attempt to escape liability for the
Outstanding Orders when it knew that Julie Gardner was unable to use her work computer to execute any
wire transfers in December 2012 and January 2013 when the Outstanding Orders incidents occurred.

73, The Incident Report prepared by FIRST FOUNDATION BANK intentionally omitted essential
information and contained misrepresentations regarding EFFICIENT s token security procedure history
with FIRST FOUNDATION BANK in a deliberate attempt to escape liability for the Qutstanding
Orders.

74.  The Incident Report prepared by FIRST FOUNDATION BANK intentionaily omitted essential
information and contained misrepresentations regarding FIRST FOUNDATION BANK emplovee
Jimmy Ton’s security over-ride of EFT1CIENT"s online banking accounts in or around November 2,
2012 to bypass the requirement of a token fob password as a security procedure o execute wire transfers
in direct conflict with the security procedure agreed upon by EFFICIENT and Defendant FIRST
FOUNDATION BANK.

75.  The Incident Report prepared by FIRST FOUNDATION BANK intentionally, wrongfully and
knowingly alleged that the Outstanding Orders were the result of internal fraud on the part of
EFFICIENT when it knew FIRST FOUNDATION BANK was liable for the Outstanding Orders.

76.  On the morning of March 8, 2013 EFFICIENT was ordered by the Departiment of Corporations to

close its business operations.
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77.  Defendant FIRST FOUNDATION BANK acted with oppression, fraud and malice with a
conscious disregard for the rights of EFFICIENT when it conducted its business and investigation as set
forth herein.

78. As a result of the fraud, as described herein, EFFICIENT received dishonest and unfair treatiment
from FIRST FOUNDATION BANK.

79, Asaresult of the fraud, as described herein, EFFICIENT suffered financial loss by the closure of
its business and the loss of its license in an amount to be proven at trial.

80.  Asaresult of the fraud, as described herein, EFFICIENT suffered financial loss including
reasonably ceriain lost profits in an amount to be proven at trial.

81. As a result of the fraud, as described herein, EFFICIENT’s business reputation was damaged in

an amount to be proven at trial,
V. PRAYER FOR DAMAGES

Wherefore, Plaintiff prays judgment against Defendants, and each of them, jointly and severally,
as set forth beiow:

A. One Million One Hundred Twenty Six thousand Two [Hundred Twenty Four and No Cents
($1,126,224.00);
B. Interest on One Million One [Tundred Twenty Six thousand Two Hundred Twenty Four and No
Cents (81,126,224.00) at the rate pursuant to the formula in Commercial Code section 11506, from
and alter December 17, 2012, through the date of entry of judgment in an amount according to proof;
C. Consequential damages in an amount according fo proof;
3. Exemplary and/or punitive damages against Defendants, and each of them, for their

fraudulent conduct and;

E. For such other and further relief as this Court may deem equitable, just and proper.

Dated: December 6 , 2013 DINCEL LAW GROUP

Jp—— ~.
By: % 0 /)
Kim O. Dincél ”
Julie Bonnel-Rogers
Attorneys for Plaintiff
PETER A, DAVIDSON, Receiver for
EFFICIENT SERVICES ESCROW GROUP
a California Corporation

)
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Pedvate Access Qnllne Banking secvice or by wslng the service,
¥ou agree to the recms and conditons of i Agreemest,

L Online Banking Accessiblilry

Yo can usally access OneLing Banking seven (7) days a
weels, tweutys four (34 hourr o day, Howeves, ut certaln
times, some or 4ll of OnLine Banking may not be wvaitble
due to spstem malatenance or teasony beyead Baok's contrel,
Bank docs not wasmat that On-Line Banidng will be available
at ell times, When unavailable, call owr Bask to condnot Four
many of your tansacdons, An On-lue toanssetlon Initisted
prior the preveding tmefimes posted by Bank on o baaking
day Iz posied to your account the nex day. All transfarg
complotad thai cuteff dme or on a non-banking day, will ba
posted the following banking day.

2,  Beousty & Protecting Your Account

We wre strongly comimitted to protesing the securly and

confidentislity of our client aceounts Informedon. We use

severa| technlgnes to help scents our UneLine Banking
sesvice, ncurdeg the following;

v Yuu oan onfy neeess Qo-Tine Baaking with hrowsers fhat
have 2 high securdty standaed,

¥ Youraccount npmbes e neves dlsplayed In full

* Yo must have 2 valid On-Line Banldng 1D pad perennal
identification marnber ("PIN") to logon,

¢ If 1o getlon i3 taken for 10 miniten, you wil be
sutermatically logged off the O Line Breking service,

+  EHstublishleg  procedural, physfond  srd  electronic
siizgurrds to prevent the compromise or guuthorzed
disclosie of conBdeatlal information, that meets the
cbjectives of the gridelines fsaved wnder the Grasmm:
Leach-Bliley Act,

*  Restreting accesd to confidends} information to thos
empioyeey and pessons with @ need to know con fdendal
Informagion la order to perform thel oblipadons inder
this Apreemunt and by instrocting snch emploeer aod
persous that they must adhare to these "Secary and
Frotecting yous Account” provisions,

»  Complylng with all cureeat and future regulations with
regerd to the ron- publle perscoal iformnton,

*  Requidug chird pacty vendors sotlned or kired to aslst
In performing dugles under thls Apreement that they
shmilacly protect and restdct the wse of confidential
issformation, :

3 Prvete Avcess Oneline PIN and Token
Yoy PIN st token will give vou secess fo Baok ncconnts via
On-Line Bunldng, Bank i5 entitled to a¢t on any fnatructions 1t

tecelves urkig your FIN and 4aksn, Hor BECUIILY tuspases, it la
secommended that you memorse your PIN and do not weke
it dowm and keep youe token In a geours magien, We also
recornertend that you change yom PN tegulasly 40ty and
aveid missppeopsiation by ¢ third porty, Your PIN cra he
changed at our On- Line Banklng site. You ate responaible for
keeping your PIN, token and account data conBdentisd oy
st responalbds for !l teansactioay performed using your FIN,
even if you did not intend or suthordze them, In sddition,
fraudulent tranmctlonr {nitated uilng youwr PIN will be
eharged agalnst your sccons(s)

4 Onllng Banking Services

On-Line Banldey 28ows you to munage eligible acoounts from

youe boms or office uslng & petsonal comphter. On-Ling

Barking can be uaed to conduct any of the following fnandal

satvices:

v Obtain belancss and tensrctlon Mstories oz gl eligihie
necosutts earalled in Oa-Ting Baaldag,

*  Tiensfer money betwees digible accannts;

*  Trnsfer money to pay Bank for ovecdmft protection,
ruake loen payments and poay bills fo any merchaat,
faanclal oigealzatlon or an indiwidedl with & U8
#cldraag; snnd

v "Download” ecoount informetion loso Quilekan and
QuivkBoales,

*  Onling Stop Pryments

¢ Bl to participete i the {ollowing uptionsl Cash
Muangement modules:

o Online Bill Fay

@ BZ Deposit or BZ Deposit Ll
0 WiteXchange

o ACKH orgination

© Positive Pay

The Bank may, fom time to teie, Introduce new on.lze

settlces, By using thove seevices whes they become avalable,

you agtee to be bound by the terms contimed in the
ageeement(s) weladng o such servicas, or In this Agreement,
rad its suosecuent ameadments, as the case may be,

B Stop Fayments

The swnp payment fentwre withln the Service is only for
stapping papnents on cheeks thyt you have wiitten or feom
your secoue, This fenture i ncogauible in the “Btop Payment”
met of the Tnternet Banking Service and provides 4 means to
secueely forward gour stop papmest euests to us for
protessing Thls Floanclal Insteston md the iunderslgned
Egree 1o ablde by the sules and regulations s outlined 1o gae
Undform Commercial Code guvemning stop-papment uders,
Onlitre Stop-Payment Ordets are effsctivi for 180 darg after
date received wad wil] sutomatically explie after that peelod
unless renewedd o wiiting,  Stop PRYiment tequusts tecelved
theough the Scrvice will generally be processed within one 1)
to tvo (2) Businesy Days. The top payment fanture withly
the Service should NO'T be used to cancal tearsfas and
bilt payments, Thewe is bpieally o stop pnyment fee
wiociated with thle festure, Please sefer to onr Buglncas

“fiervice Pen Schedule for addithn Information,
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6. Online Bill Pagment
If you enroll in Private Access Bill Pay Services you agree to
the Terms and Conditions govetning those services, 'The

Terms and Conditions are listed within the Bl Pay site as -

links to the full document.

7. Authotized Representatives

‘The Client may designate, at thelr sole optlon, additlonal
petsons to petform desipnated banldng transactions for the
activities snd levels of authority provided within the Online
Banking control files, Clients are responsible for maintainlng
accurate and up-to-date authorization lmits for each user in
their organization to whom they have given cash management
service privileges, The names and limits of each user shall
comprise the only list of authorized users for the Online
Banking or Cash Management modules you have enrolled in,

In an emergency situation, deletion of Softwace
Administrators and  Authotized Representatives may be
processed by Baak if the request is made by telephone and is
immediately confirmed by FAX or email,

8. Electronic Mail (E-mail)

Sending E-mail is a very good way to communicate with the
Bank regarding your accounts or the On-Line Banking,
However, your e-mail is actually sent via your own software
and, as a result, is not secure. You should not include
confidentlal Information, such as account numbers and
balances in any e-mail to Bank, You cannot use e-mall to
initiate On- Line Banking transactions, All such transactions
must be initlated using the appropriate functions within the
On-Line Banking site. Baak will not be liable for ANy etrors,
omissions, claims, or problems of any kind involving your e-
mail,

9. Release,

You release us and our Affiliates and licensors and contractors
and the employees and contractors of each of these, from any
and all claims, demands and damages (actual and
consequental) of evetry Iind and -nature atising out of ot in
sy way connected with any dispute that may asise between
you and one or more other users of the Site ot the Service, In
addition, you waive California Civil Code §1542, which states
that a general release does not extend to claimg which the
creditor does not kow or suspect to exist in his favor at the
time of executing the release, which if not known by him must
have matedally affected his settlement with the debtor,

10, No Waiver,

We shall not be deemed to have waived any rights ot remedies
hereunder unless such watver is in writing and signed by one
of our authotized tepresentatives. No delay or omission on
our pact in exerclsing any dghts or remedies shall operate as a
waiver of such tights ot remedies ot any other rights ot
remedies. A waiver on any one occasion shall not be
construed as 4 bar or waiver of any sights or remedies on
future occaslons.

1L Third Party Beneficlary.
You agree that our service providers may rely upon your
agresments and representations in this Agreement, and such

service  providers are third patty beneficlaries to this
Agreement, with the power to enforce its provisions against
you,

- 12, Disclosure of Information

Information submitted to Bank of its suppliers is the property
of those parties, and they are free to use and disclose that
information, or any ideas, concepts, know-how ar techniques
contalned in that informatlon to any third party for any
putpose whatsoever, except ns specifically agreed by Bank or
prohibited by law.

13, Links to other Sites

Information that Bank publishes on the Tnternet may contain
links to other sites and third parties may establish links to
Baalc’s site, Bank makes no representations about any othes
web site that you may access to, from of through any of the
Banlcs sites, Unless expressly stated in weiting, Bank does not
endorse the products ot services offered by any company or
person linked to this site nor is Bank responsible for any
software or the content of any information published on the
site of any third party. You should take precautions when
downloading files from sites to protect your computer
software and data from viruses and other destructive
progtams,  You ate solely responsible for any telephone or
Internet service provider charges incurred when using the On-
Line Banking,

14, Remedies,

If we have reason to believe that you have engaged in any of
the prohibited or unauthorized activities desceibed in this
Agreement or have otherwise breached your obligations undet
this Agreement, we may; terminate, suspend or limit your
access to or use of the Site or the Service notlfy law
enforcement, regulatory authorities, impacted third partes,
and others as we deem appropriate; refuse to provide our
services to you in the future; and/os take legal action against
you. In additlon, we, in our sole disctetion, reserve the tight to
terminate this Agreement, access to the Site and/or use of the
Service for any teason of no reason and at any time, The
remedlies contained in this section ate cumulative and are in
addition to the other tights and tremedies available to us undet
this Agreement, by law or otherwlse,

15, Additional Remedies

Due to the likelhood of irreparable injury, Bank shall be
entitled to an injunction prohibiting any breach of this
Agreement by you,

16, Disputes,
In the event of a dispute regarding the Service, you and we
agree to resolve the dispute by looking to this Agtesment,

17, Asbitration,

For any claim (excluding claims for injunctive or other
equitnble relief) where the total amount of the award sought is
less than $10,000.00 USD, the patty requesting relief may elect
to sesolve the dispute in 4 cost effective mannes through
binding non-appearance-based atbitration, If a party electy
arbitration, that party will initlate such arbitration through
Judiclal Arbiteation and Mediation Services ("JAMS”), the
Ametdcan Arbitration Assodation (“AAA™, ot an established
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alternative dispute resolution (ADR) administiator mutually
agteed upon by the parties, The parties agree that that the
following rules shall apply: (a) the arbitration may be
conducted telephonically, online and/ot be solely based on
written submissions, at the election of the party initiating the
arbitration; (b) the arbiteation shall not involye any personal
appearance by the parties, thelr representatives or witnesses
ualess otherwise mutually agreed by the parties; (c) discovery
shall not be permitted; (d) the matter shall be sybmitted for
decision within ninety (90) days of initiation of arbitration,
unless otherwise agreed by the partles, and the arbitrator must
reader 2 declslon within thirty (30) days of submisslon; and (¢
any award in such arbitration shall be final and binding upon
the parties may be submitted to any court of competent
jurisdiction for confirmation, The parties acknowledge that
temedies available under federal, state and local laws remain
available through arbitration, NO CLASS ACTION, OR
OTHER REPRESENTATIVE ACTION, OR PRIVATE
-ATTORNEY GENERAL ACTION, OR JOINDER OR
CONSOLIDATION OF ANY CLAIM WITH A CLAIM
OF ANOTHER PERSON SHALL BE ALLOWABLE IN
ARBITRATION, .

18, Assignment,

You may n6t transfer or assign any rights or obligations you
have uader this Agreement without our prior written consent,
which we may withhold in our sole discretion, We reserve the
vight to transfer or assign this Agreement or any dght or
obligation under this Agreement at any time to any party, We
may also assign or delegate certain of our tights and
responsibilifes  under this  Agreement to Affiliates,
independent contractors 6r other third pacties.

19, Notices to Us Regarding the Service,
Except as,otherwise stated below, notice to us concerning the
Site or the Service must be sent by postal mail to:
First Foundation Bank
e-Banking
18101 Von Karman Ave, Ste, 750
Irvine, CA 92612
We may also be reached at 1-888-830-4199 for questions and
other purposes concerning the Service, but such telephone
calls will not constitute legal notices under this Agreement,

20. Your Privacy,

Protecting your privacy is very important to us, Please review
our Ptivacy Policy in order to better undesstand our
commitment to maintaining your privacy, as well as out use
and disclosure of your information, Out privacy policy can be
viewed at www.ff-inc.com/privacy,

21, Privacy of Others,

L you receive information about znother person through the
Service, you agree to keep the informatlon confldential and
only use it in connection with the Sevice,

22, Eligibility,

The Service is offered only to individual residents of the
United States who can form legally binding contracts under
applicable law, Without limiting the foregoing, the Service is
not offered to minors, By using the Service, you represent that

you meet these requitements and that you agtee to be bound
by this Agreement,

23, Errors, Questions, and Complaints,

() In case of errors or questions about your transactions,
you should as soon as possible contact us 4t the address
or phone number provided in the section of this
Agreement titled “Notices to Us Regarding the
Service”.

(t) If you think your transaction history is incorrect or you
need more information about a transaction listed In the
ttansaction history, we must hear from you 1o later than
sixty (60) days after the transaction in which the problem
or error appears i first posted in the transaction history,
You must;

1, Tell us your name,

2. Describe the error ot the transaction in question,
and explain as clearly as possible why you belleve it
s an ertor or why you need more information; and,

3. Tell us the dollar amount of the suspected error,

(¢) If you tell us verbally, we may require that you send your
complaint in weiting within ten (10) Business Days aftet your
vetbal notification, We will tell you the results of our
investigation within ten (10) Business Days after we heat from
you, and will cotrect any error promptly. However, if we
require more time to confirm the nature of yout complaint or
question, we teserve the right to take up to forty-five (45) days
to complete out Investigation. If we decide to do this, we will
provisionally credit your Eligible Transaction Account within
ten (10) Business Days for the amount you think is in ertor, If
we ask you to submit your complaint or question in writing
and we do not recelve it within ten (10) Business Days, we
may not provislonally credit your Eligible Transaction
Account, If it Is determined there was no etsor we will mal
you a wiltten explanation within three (3) Business Days after
completion of our investlgation, Yoy may ask for coples of
documents used in our investigation. We may revoke any
provisional credit provided to you if we find an etror did not
occut,

24, Indemnification

You shall indemnify, defend and hold hasmless Bank and its
officers, employees, directors, suppllers and ageats, in their
individual capacitles ot otherwise, from and against any Losses

* arlsing out of (i) your negligence; () your failure to comply

with applicable law; or (iif) your failure to comply with the
termms of this Agreement,

25, Termination and Changes in Terms

We may amend this Agreement and any applicable fees and
chatges for the Service at any time by posting a revised
version on the Site, You may be required to affirmatively
accept the revised Agreement in order to continue using the
Setvice. The revised version will be effective at the time it ls
posted unless a delayed effective date is expressly stated In the
tevion, Any use of the Service after a notice of change ot
after the posting of  revised version of this Agteement on the
Site will constitute your agreement to such changes and
tevised versions, Further, we may, from time to time, tevise,
update, upgrade or enhance the Service and/ot related
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sppllcativas or mateddal, which may render ol such prior
versions obsolete. Consequently, we rescrve the right 1w
terninate s Agrocment es to all such prior versions of the
Service dnd/or selated applications and matedal, and limit
sccess to oy the Seevice's more recent revisions, vpdates,
npgrades or eshancements, You agree that If yon are cusently
or berome o rogittered vser of another of our seeviees, your
Service setup or customer profle infovmatdon, indudlng but
not linited to your pame, emall address and busk secount
information, may be shared by and with our Affilistes, and we
miy povide you with the Services as » substitute o ot
ceplacement of any service previousty provided through
another website or plaiform,

26, AppHeable Rules, Faws, and Regulations

This Agreement shall he governed by and construed in
accordance with the laws of the State of Califorsis, withoue
regard to it conflics of laws or provislons, To tha sxtent that
the tarns of this Apreement conflict with applicable state or
fedeead law, such siic or federsl low whall repluce such
contlicting terms oaly to the extent required by law, Usboes
expresely stated otherwise, oll other terms of this Agreement
shall remuln in fidl force and effect, You agree that any clatm
or dispute you may heve agalnat us thust be resslved by 2
court loceted Bn Orange Connty, Californls, You ageee’ to
submit o the pessonal jurdsdcton of sueh courty for the
putpose of Bdgatlug all claims or dlsputes wnless suld cledm i
submitted to arbitration. The Unlted Natlons Conveution o
Contracts for the International Sale of Goods shall not appir
fo this Apreewmeat, Doth parties agee to walve any tlght to
have o huy participate in the resolution of any dispate or daim
between the parties or any of their sespective Affilates aslsing
under this Agreernent.

27 Assignment

Basls may assipn s dghts and for dalegate all o¢ 2 portion of
s doties under this Agreement 1o a thind party. This
Agreement it not asslgnable or trasefarsble by pou,

. Integrafion ) .
This Agtetment constttutes the entire understsndlug of the
phrties with respest fo rhe subject matter of this Agreement,
and al prler agrecments, understasdings wnd repragentations
toncersing such subject matter are canceled ln thelr entlrety,
Norwithermading the foregoing, this Agreetnent is in addition
toany other wgreements betwesn you gud Bank,

2%, Complete Agreement, Severability, Captiong, snd
Snvival,
You agree tha: this Agreement & the complete and exchsive

sraternent of the agreement betwesn ug, sets forth the entice”

wadesstading between us and you with wspect to the Services
and the portion of the Site through which the Bervless ase
offered, and supersedes any proposal or pior agrcemant, oral
ot wiitten, and any other communicetions Belwess s 1f any
provisioa of this Agrcement i held to be lowdid o
unenforcenlls, sueh provision shall be stck aod the
reowdning peovislons shall be enforced, The captions of
seations hereof are for convenience ouly rad shall net cosntrol
ot affect the menning or constraction of wny of the provislons
of this Agreernent. Any tetms of thls Agreement which by

thelr nature should survive, will survive the tenmination of mis
Ageoment. 1€ thero i a conflict berween the terms of this
Agreoment aud something  stated by an employes of
conteactsr of owrs {Ieciuding but aot mited 1o ity costormss
care peegonnel), the teems of this Apreement wili oreval,

3, Watver

Bk shall not, by the casre tapse of tme, withont gfving
noifce or wking other getlon, be deemed 4o have walved any
of ity dghte under this Agreemenst. No wadver by Bank of 2
breach of thls Agreement shall constirute s waiver of any poioy
ot subsequest beesch of thls Ageecment,

31 Foree Majeurs

Melther party shell be lable for any loss nor daroape due o
cansed bepond Hm control, inslading fre, explosios, lightalng,
pust damage, power surges ot fallures, sedles or lgbor
disputes, waiet, scts of God, the elements, war, clvil
disturbrnees, acts of civll or militnsy ruthodties or the public
snemy, ability to secore mw  materidls transbotéation
facllities, fael or energy shortagies, acts or omdsslons of
eommialestions carten, or othet couges beyond thar pacey’s
costral.  Either party may  temnbaste  this Apreement
immedlately on writter notios ¥ the other Bty i prevented
from gerforming ity ohBgatons wader this Agrecmeat For g
perlod of moce han Gdry (30) daye due o the resons sot
fouth Bt thiy suhaectlon.

32 Hestrictione

Yoo muy not sppropeinte any Information or materdl tha
viclates any copysight, tradumack or other vropiietary o
intellecteal propenty dlghty of soy petsan or entlty while vsing
Ondine Banldag, You may not galn, or atfempt to galn,
ncozs 1o a0y On-Llne Banidap snd/or OnBne Foamck
Servlee server, networh or data ngt specificsfly permiited to
you by Bank or its suppllers, and you must not lachuds any
ohiweens, libelous, scandalous o defumatory nonteat ln any
sommunications with Bunk or ity suppliurs,

33, Responuibitity

Naithes Baul sor its suppliers will be Eable for iy transaction
It ) you do oot have enough money I your account to
complete the treasaction; (i) a fegal veder probibit withdrweate
frioan pour ncooust; (U} yous account l cloked or hag beex
frozery (i) the temomction would cause your balancs io go
ovet the exedit imit for any ceedlt asrangement sef up to cover
overdrsfis; (v} you, ot anyone you allow, cominits fraud pe
violites any Ww or regulition in consscton with Ou-Ling
Banbing (¥ sny clechronic terminal, telecommunication
device o part of the electronis Pand transfer systemn lr oot
weikdng properly; (vi) you did not provide s with complets
ahd cotrent payment or transfer infoemation; (rlf) you did not
properdy follow the Instructions for wse of Ou-Tine Bazllng,
< you koew thel Ou- Line Danldng wes flot opersting
properly ab the tme you Inftisted the tssacton or poymeng
() fhee i postal delay; ot () clreumatances beyond ons
control (much e Srg flood s lmproper irensmission or
bandling by a thd pacty) that prevent, hinder of delny the
tRRRERCH O,

54, Peca and Charges for Services
% Account Pees
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Any financial fees assoclated with your standard deposit
accounts (or other Eligible Transaction Accounts) will
continue to apply and supersede this Agreement, '

b, Private Access Business Online Banking and Bill
Pay
You agree to pay for Private Access Online Business
services and modules in accordance with our current fee
schedules and as amended from time to time,

. Additional Charges
There may be a charge for additional transactions and
other optional services,

d,  Payment Method

You agree to pay all charges and authosize us to deduct
the calculated amount from your designated Eligible
Transaction Account for these amounts and any
additional charges that may be incurred by you. You ate
responsible for any and all telephone access fees and/or
Internet service fees that may be assessed by your
telephone and/or Internet setvice provider,

35. Modifications to Services

The Bank may, from time to time, introduce new on-line
services aad featutes. By using those services when they
become avallable, you agree to be bound by the terms
contained in the agreement(s) relating to such setvices, ot In
this Agreement, and its subsequent amendments, as the case
may be,

36, Virus Protection )
Bank is not sesponsible for any electronic vitus that you tay
encounter using the On-Line Banlking, We encoutage you to
routinely scan your computer and diskettes using reliable virus
protection product to detect and remove viruses, If
undetected and untepaired, a virus can cotrupt and destroy
your programs, files and hardware,

37, Exclusions of Warranties,

THE SITE AND SERVICE AND RELATED
DOCUMENTATION ARE PROVIDED "AS IS
WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF TITLE,
MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, AND NON- INFRINGEMENT, IN
PARTICULAR, WE DO NOT GUARANTEE
CONTINUOQUS, UNINTERRUPTED OR SECURE
ACCESS TO ANY PART OF OUR SERVICE, AND
OPERATION OF OUR SITE MAY BE INTERFERED
WITH BY NUMEROUS FACTORS OUTSIDE OF OUR
CONTROL. SOME. STATES DO NOT ALLOW THE
DISCLAIMER OF CERTAIN IMPLIED WARRANTIES,
SO THE FOREGOING DISCLAIMERS MAY NOT
APPLY TO YOU. THIS PARAGRAPH GIVES YOU

SPECIFIC LEGAL RIGHTS AND YOU MAY ALSO -

HAVE OTHER LEGAL RIGHTS THAT VARY FROM
STATE TO STATE,

38, Limitation of Liability,

THE FOREGOING SHALL CONSTITUTE  YOUR
EXCLUSIVE REMEDIES AND THE ENTIRE
LIABILITY OF US AND OUR AFFILIATES AND
LICENSORS AND CONTRACTORS AND THE
EMPLOYEES AND CONTRACTORS OF EACH OF
THESE, FOR THE SERVICE AND THE PORTION OF
THE SITE THROUGH WHICH THE SERVICE IS
OFFERED, YOU ACKNOWLEDGE AND AGREE
THAT FROM TIME TO TIME, THE SERVICE MAY BE

DELAYED, INTERRUPTED OR DISRUPTED
PERIODICALLY FOR AN INDETERMINATE

AMOUNT OF TIME DUE TO CIRCUMSTANCES
BEYOND OUR REASONABLE CONTROL,
INCLUDING BUT NOT LIMITED 17O ANY
INTERRUPTION, DISRUPTION OR FAILURE IN THE
PROVISION OF THE SERVICE, WHETHER CAUSED
BY STRIKES, POWER FAILURES, EQUIPMENT
MALFUNCTIONS, INTERNET DISRUPTION OR
OTHER REASONS, IN NO EVENT SHALL WE OR
OUR AFFILIATES OR LICENSORS OR
CONTRACTORS OR THE EMPLOYEES OR
CONTRACTORS OF ANY OF THESE, BE LIABLE FOR
ANY CLAIM ARISING FROM OR RELATED TO THE
SERVICE CAUSED BY OR ARISING OUT OF ANY
SUCH DELAY, INTERRUPTION, DISRUPTION OR
SIMILAR FAILURE. IN NO EVENT SHALL WE OR
OUR AFFILIATES OR LICENSORS OR
CONTRACTORS OR THE' EMPLOYEES OR
CONTRACTORS OF ANY OF THESE, BE LIABLE FOR
ANY INDIRECT, SPECIAL, INCIDENTAL,
CONSEQUENTIAL, PUNITIVE OR EXEMPLARY

. DAMAGES, INCLUDING LOSS OF GOODWILL OR

LOST PROFITS (EVEN IF ADVISED OF THE
POSSIBILITY THEREOF) ARISING IN ANY WAY our
OF THE INSTALLATION, USE, OR MAINTENANGE
OF THE SERVICE OR THE PORTION OF THE SITE
THROUGH WHICH THE SERVICE IS OFRFERED,
EVEN IF SUCH DAMAGES WERE REASONABLY
FORESEEABLE AND NOTICE WAS GIVEN
REGARDING THEM. IN NO EVENT SHALL WE OR
OUR AFFILIATES OR LICENSORS OR
CONTRACTORS OR THE EMPLOYEES OR
CONTRACTORS OF ANY OF THESE BE LIABLE FOR
ANY CLAIM ARISING FROM OR RELATED TO THE
SERVICE OR THE PORTION OF THE, SITE THROUGH
WHICH THE SERVICE IS OFFERED THAT YOU DO
NOT STATE IN WRITING IN A COMPLAINT FILED
IN A COURT OR ARBITRATION PROCEEDING AS$
DESCRIBED AS ABOVE WITHIN TWO (2) YEARS OF
THE DATE THAT THE EVENT GIVING RISE TO THE
CLAIM OCCURRED. THESE LIMITATIONS WILL
APPLY TO ALL CAUSES OF ACTION, WHETHER
ARISING FROM BREACH OF CONTRACT , TORT
(INCLUDING NEGLIGENCE) OR ANY OTHER
LEGAL THEORY. OUR AGGREGATE, LIABILITY AND
THE AGGREGATE LIABILITY OF OUR AFFILIATES
AND LICENSORS AND CONTRACTORS AND THE
EMPLOYEES AND CONTRACTORS OF EACH OR
THESE, TO YOU AND ANY THIRD PARTY FOR ANY
AND ALL CLAIMS OR OBLIGATIONS RELATING TO
THIS AGREEMENT SHALL BE LIMITED TO DIRECT
OUT OF POCKET DAMAGES UP TO A MAXIMUM OF
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300 (FIVE HUNDRED DOLLARS), SOME SFATES DO
NOT ALLOW THE BXCLUSION OR LIMITATION OF
INCIDENTAL OR CONSEQUENTIAL DAMAGES 5O
THE ABOVE LIMITATION OR EXCLUSION MAY NOT
AFPLY 1O TOU, :

In addition to the terms previously disclosed, Bank i not
tespatisible for aay losses, ercors, injusies, expenses, dlaims,
sttorney’s fees, interest or oher damages, whether direet,
indirect, specil, puitive, Iocldental o consequentiel,
{collectively, “Lonses™ crused by On-Line Banldng or the use
of the Ow-Line Banklog or i sy way atlslap out of the
ingtallation, wse or muintennnce of yout personel enmpnter
hacdwire or seftware, Including aoy software peovided by
Barl o one of its suppliers, In addition, Bank dlsclimeg any
responsibliity foc any electronic virms(es) you may ancovnter
after installation of such software or uss of On-TLine Banklag,
Without limiting the forgoing, neither Bask or ity supplises
shall be liable for any: (@) faliwe 10 pesform or rey Lamses
ariglng out of me event or condiflon beyond thelr reasonghle
conteol, dnchiding but ot lmited to communicatlons
breghkdown or intersuption, acts of God or labor cisputes; or
{) the fow, confidentality or secusly of why duta while In
translt wla the Interaet, communication Hnes, postal gyarem of
Auntomated Cleasing House network, Bank asd ity suppliecs
provide (n-Line Barldng from thelr own gite ang they make
no fepresentiion or Wareinty that way informetlon, maters]
or funeioss Included in Oo-Lise Banilag are appropdate for
uae by you in your Jutdsdicdon, If you choose to use On.Line
Banking, you da 50 on your own initiative and arg solely
respousible for complinace with applicable foced juws smd
repultions. Nelther Bank nor f5 suppliers wamant the
adequacy, accuracy or completensss of any infostaton
provided as  gark of On-Line Banking contelned in any thlrd
party sites Hnled to or frue Bank’s web slte,

39, Genstruetion

This Agreement shall be comutrued equally against the parties
regardless of who ls more tesponslble for fts prepamtion, IF
thete & & conflict between = part of this Agreement and Iy
prosedt ox future Jaw, the part of thls Agreement that is
sffected shall be cozviled only to the extent secessnry 10 biing
1t wwlthin the requirernents of that law,

{END of AGREEMENT)
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Thir Agrowasmt 15 an addendv 1o owr Privars Awsr OmLine
Businose Dankirg Agreement ond alf of thy fursey o thay qpreswant are
bersty Inaorporased by rafefonce, Both Agrvaments Fagseber wgblatn e
wmphes i awd onditions for waduating B2 Bysiness Daparit
sranzasiions of Fivee Poundeation Bonk,

This BZ Business Deposlt Service Apreoment {(Agrecment™
i entered fnto by rad between Fisst Foundasion Bank,
hereln referred to ap “Bank”, and the Clignt, hetein refersed
te vy *Cleat™, subject to the tesms and conditlons heceln,

% Service Supplied

Bards wyrees to supply the BZ Busines Deposit, {*Bervice”}
wsd Band's Bqulpment/Softemra, ("Bquipment™), to the
Clieat, and both parties agree to abide by the provisions as set
forth i this Apreerment.

2, Remote Depogit Service
Clieat requesm to deposit finds from 1 remote locatlon.

(lient agrees Bank will not initiate temote deposit processhuy

unt}t Client completes ene retums this Agreement and one or
mare  Software  Adminlstrator  Authosisatlon  forms
designating Inedlvidunls, “Softwace Administrators”, whe will
have Aafl nocess to add, change and delete the authordyy of
“Authoised Repeesentatives” to conduct the clisnts remere
deposls sedviies, Ovginators for Remote Depeait entoies nre
eny, Softwace Adeministrator and Authosdyed Depresantatives
listed or o user In the dlient’s remote deposit mofdule nser
records. BZ Business Deposit enrollment i sublect to
sppeovil by Flest Fouudatlon Bank. If sporoved, » two yeat
contiacet & required which tnchides o fros cheel scanner, If
the eervice is discontloued prior to second anuiversayy of

services by Cllent, pon will be chirged the fee disclosed In the

Cash Mansgement Services Fee Schedule for the trpa of
seanner you were osslgned ot the Servies Staet Date,

3 Overlew and Defindtans,
This Aprecrsant stares the terma aod condltlons by wideh
FFB will deliver to Cllant the Services, g3 described belown

31 YAuthorized Ueer™ messs Cilent or Authoszed
cepresentative of Clent,

33 “Banldng Day" means 1ny day which FBE i open 1o

vonduct substantinlly all of its hanking services, but shall not
Inciude Satueday, Sunday or bank holidsys,

3.3 PCaphue Device" mepns any device ncceptable to FFE
that provides for the captary of bmages from origlnal ftems
and for transmission through a clepiing process,

54 “Check" shall heve fle definidon set forth in Check 21,

3.5 "Check 21" meuns the Chack Cleatlng for thie Z1st
Gontury Act, 58 well as Subport I of Federsl Reseive Boad
Regulation CC, and to the extent applicable, Subpart A,

36 “IRDY ar "Image Repiacesient Document” menss
(&) u Substitte Check as defined in Chack 21} or {1} the
Iraper reproduction that will be crented when an [tem cannot
be converted o an ACH Trunssction,

37 "Item™ mepns 4 Chedk, money ordes, cashier’s checl,
official check, U8 Tremsury check, or any othet payment
Ingiroment deawn on 2 Hnancial nsttution witldy the United
States fom 2 Payor to Client that may be tansrolited
elther caty or linags, and whess applicabie In the contest,
Includey tie electronle image of the fost and back of an
Ttem, i addition 4o othiet required Informatan specified
by FFS fromn tine to time, i1 the -fommat specified by AR
from Hme to dme, Notwithstanding the foregolng, it i
undecstond that CHent will only be tranarpitting electronis
fmages of the Front and back of Tfems and aot Iy fuper
Trewms, In order for an Item 1o he processed for depostt, b
kst be eeatdetively endorsed In the pruper locatlon on the
bacle of the Item with the following words: *Deposit to
Abconnt (#)", with the cotreet aceount number insectsd zad
sipaed by the payee,

53 Odginetod meens any, Software Administrator and
Authorized Representatives Jated ag o user in the clisat’s
ranots depasit module uscr secords,

3.8 "Fayor' memny consumers or busiuesses who mglep
pryments to Cllent by means of Ttams, but Client ghall not bys
2 Payor,

31 “Softwrare Adeeinisteatos” rmeans the Individusls
sssigned by she recount holder whe have full SYSLEH NETESS LD
access to adld, change and defote the authorhy of "Authodred
Representatives” ro tonduct the cllent’s ramote deposlt
actlylilag

3.1 UService(s)" means the specific gervicefs) provided by
FFE, inclodlig elecironts check comverslon nad lnzge
archive ayasterma that ellow the wee of 3 Capture Device 1o
oty nod tatiemmit the front ang baek Imugss of Ttems and
accompanying ftansuction datr for the putpose of deflvery to
FEE fou cleasing a3 an IRD. Services also inchude any
epplicable support services, The Sarvice shall only be
peovided for ltems received fur business Jurposes that ag
belng depoalted into @ consumer acconat ot FIZS,

312 "Service Start Date™ means the date that the Services
aze firmt utilized by the Chent,

315 “Fechnology” meads FFB's or it stsheantactar’s
deposlt captue spplications and processes dedlgoed 1o
factitate the electrontc clearlng of ltems, Sald spplcations are
aceensed through Capture Devices, utilizlng software and
hordware provided by or scoupiable o FID, asd are
propetary sccess points 16 payment procesting eetworks
snd systemy used to complete the cisardng of ltems
Technolopy may inchede but & not tmited o Clisnt service
wipport, reponts, yoftwate, software tools, user interfice
designg  and documentativn,  wnd ay  detivatives,
impsevements,  ehancements  or extensions  thereof
developed o provided by FFB or #s subcontmetors and
used In the provislon of Services berennder Asgy goftwars

. provided by FEB or e mubcoutetors pusuzat to the

Service shall be cossidered Software s defined In the
Software Lcanse Agreement,

5.3 "Tena® shall meny the term of fhis Agreerment

begiinig 3 of the Service St Dats vasl teryminmtad sa
provided heveln,
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4. Software Administrator Authorization and Authorized
User Changes, ' :

Clients are sesponsible for maintaining accusate and up-~to-
date authotization limits for each user for their otganization
to whom they have given remote deposit -processing
privileges in the Remote Deposit Module, The names and
limits of each user shall comptise the only list of authotized
usezs for Business EZ Deposit services,

If a request is made by telephone and immediately confirmed
by FAX or email, in an emergency situation, deletion of
Software Adminlstrators and Authorized Representatives may
be processed by Bank,

5. Service Fees

The Banl’s “Cash Management Fee Schedule” lists the
Remote Deposit Fees and telated costs, Bank will provide
wiltten notice to the Client at least thirty (30) days in advance
of any inctease of fees unless there are increases in
governmental or access fees charged to Bank which will be
immediately passed onto Client at cost without notice.

G, Payment

Client shall pay such fees as Bank may from time to tme
establish for Remote Deposit. Services, The fees for service
may be assessed directly against Client's accounts with the
bank or may be charged indirectly upon Client and applied to
account analysis earnings credits,

7, Ownesship

Client will retain ownership of the Equipment provided by
Bank for the Service upon termination of this Agreement by
either party for any reason,

8. Deposited Items

All checks deposited through Remote Deposit Service will be
deposited under the provislons of the current Client deposit
agreement with Bank, In addition, Client agrees to follow
Automated Cleating House Rules and Regulations and the
provisions of The Check Cleating for the 21st Century Act
for all checks deposited where applicable, FFB suggests that
you consult your legal counsel on how long you should keep
scanined checks before you destroy them, If the nbsence of
guidance from your legal counsel, Client agrees that original
checks will be securely stored for at least 90 days after the
processing date and should be destroyed within ninety days
from the date of deposit unless otherwise agreed to in
wiitlng, .Cllent agrees that original checks will not be
deposited through the Service mote than once Client also
agrees to teview and validate the accuracy of the check data
captuted including the amount of the check and the legibility
of the check image through the Service, Client agrees to only
deposit checks drawn on United States financlal instlitutions
through the Service,

9. Processing of Items, Images of Itemy transmitted by
Client are not considered received by Bank untll Client has
received an electronic confirmation of the teceipt of the
deposit from Bank. However, receipt of the confirmatlon
from Bank does not mean that the transmission was error
free or complete. Items transmitted by the Client and

received by Bank or its subcontractors by the deadline time(s) .

specified in Bank's Daily Processing Schedule, shall be

credited to the Client's applicable account on the ssme
Banking Day. Items received by Bank after the deadline times
on any Banking Day shall be credited to the Client's
applicable account on the next successive Banking Day,
Punds from ltems deposited under the terms of this
Agreement will be avallable to the Client putsuant to Bank’s
Funds Availability Policy, Deposits using the Services shall
not be transmitted more frequently than twice dusing any
Banking Day,

10, Warranty

Bank warranty that, upon delivery, the Equipment provided
will conform to Banl’s then current applicable standatds,
Bank at its own expense, will tepair or replace any
nonconforming Equipment dusing the initlal term of thiy
Agreement, provided that: (1) the deficlency 15 attrlbutable
solly to Bank and (2) Client notifies Bank of the alleged
deficiency within fifteen (15) dags of its occurrence. Bank wil
notbe responsible in any manner for any deficlency caused in
whole or in part by innccusate or otherwise deficlent data
progtams, equipment or communlcation facilities provided
by Client ot third parties other than Bank, Client shall bear
the entire risk of loss, theft, damage or destructlon of
Equipment from the date of installation untll return shipment
FOB to Bank. Such loss, theft, damage or destruction of
equipment shall not relicve Client of the obligation to
make payments or to comply with any other obligation
under this Agreement,

11, Confidentiality

Client, its employees and vendors each recognize,
acknowledge, and hereby agree that all information of data
provided through the Service will be treated a3 confidential
and proplety and shall not be used or disclosed, in whole ot
patt, to any person, firm, corporation, association, or  othet
entlty, except as provided for in this Agreement ot as
required by law, Client agtees to:

& Establishing procedural, physical and electromic |
safeguards to prevent the compromise or
unauthorlzed disclosute of confidential Information,
that meets the objectives of the guidelines fssued under
the Gramm-Leach-Bliley Act.

b, Restricting access to confidentlal information to those
employees and pessons with a need to know
confidentlal Information in order to perform  thelr
obligations under this Agreement, and by instructing
such employees and persons that they must adhete to
these “Confldentiality” provisions,

¢ Complylng with all cutrent and future regulations with
tegard to the non-public personal information,

d. Requirlng third party vendors retalned or hired to assist
in performing duties under this Agreement that they
similatly protect and restrict the use of confidential
information,

12, 'Third Party Services

Client acknowledges that, in ptoviding the Service hereunder,
Bank may utilize and rely upon certain third party service
providers (“IPSPs”) to provide database stotage, database
access, switching and other data communications setvices to
Bank. The Client fugther acknowledges and agrees that the
Client’s rights under this Agreement shall be sclely and
exclusively agalnst Bank, and the Client shall have no tght ot
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veconrse agaiast any TPSE hereunder whatsoever, and hereby
walves aay and A such rghts or recourse, dirzetly o
Indivectly, appinat sny TPEP, the Department of Financial
Instivations of the State of Califurnfs and the Fedem) Deposit
Insurauce Corpuraiion,

13, Fermination
Upon acceptance of Client’s application by Bank, thls
Agreement is effective from she date of appeow),

131 Termination. In addiffon to the depla duspenalos,
cevocation and terminntion provisions in dils Agreement,
Banlk may lmmediately terminete the Service ot any poition
of the Serviee if Bank determines that such Serviee or portion
of say Service ls du violtios of the any other Jaw or
segulation, or in fts sele discrstion and without noties, decides
to cense providing tdy Seevice, Client may termisate the
Service with notice to Banl,

15,2 Obligatlous upon Termination, Upon the termintlon
of this Agreerent fi any reason () Chent’s aceess o, sud
wie of, the Services will terminate; () Cient ageees, If
eequested by Bank to return to Bank any and ail software,
equipment, ducumentation, technology or athet defiverahler
provided tn Client by Bank, including sy coples thereof held
by Client; The providons of sections 14, 15 and 8 shall
farvive temmination of this Agrecmans,

M, Remcdies

The remedios set forth In this Apmeersent contitute the sale
sad exclusive reedles for the Client at law and euity.
Benk's sunxlmun Hability for damages to Client, from agty
cause whattoever, and regsrdess of the foum of acilon,
whether la contraet or In tow, induding negligence, will be
Lelted to the desser of (%) $25,000, {2) the tote! anoust
payable for the Seevice durlng the 12 months before the cause
of action arose, or (3) the dumages ncncred,

To no event will Bank be lable for any damages coused by
Client's fulivre to perform Client’s responsibiities, os for R~y
tndirect or consenuentinl dumages, lncluding, bae Geled tn,
foss of profits or andcipated eavings, or for sty daim made
agaist Cliest by so employer, esployee, agent ot oy ofher
patty. .

15, Indemmnification

Fach party shall (1} indemnify the other party and ol ite
‘TPS¥s fior gny dameage ot chim, includivg, but aot lmked to,
reasonable attomey's fees and couct costs, afaing our of
ciuse of actlos whereby o pety, s agents, smployees, or
subcontcactor, se elther dlrectly or indirsctly responsible for
sieh action, be ¥t eror or omission, tader this Apreerent,
and (3 notify aeyone asserdog such clalms in weiting that
such othes party, aed all #ts TPSPs, huve no liabllity for such
wetlong

Client indemnifies and holds harmless the Elepactment of
Financh] Tnsftudons of the State of Colifoenia and the
Fedemt Deposlt Insusarce Corporation, thelr agents and
emplayeas, and ay commersial database holder, s ipent and
emplayees, fom may snd alf cluims, ircluding feey, costy,
aftomay's foet and penalties lncmived By or on behalf of
Client or aay secipient, aislng from the use of 2nd
infermation recelved from the Service as provided in the

Agreement, Should Clest fecelve “Bad data”, Clent must
nodfy Banle witiin 24 hours of fry discovery In order for Bask
to provide tuely sesponse and prosmpt resolution thereof

Thls Incemnlfication provisipn shall survlye the termination
oftals Agreement.

16, Payment Prcesslng,

161 IRD Processing. Items rmny be tanemitted for
dlestonte processing by other banks or converted to IRD
aurd teamamitted {0 o printing faciliey for prating and clesrlng
theough traditional prper processing channds, gt FFTs sole
disceetion, The IRDs wif be croated in sccordance with
Chack 24 slteroatively, FFB iy procest ftema s
phatocapies lu Hew of otigioals, under puidelines eatublizhed
betweet FFB wod  Clent  and wppliczble  industry
shndnedy, e that fll to aatisly the warmntios made b
FFE by CHent, that fafl to meot the requirements of FFS o
Chack 21, or that rre otherndse not atde to be processed may
B chorged buck 1o Cliest'n secoust or sefned to Chen
Cllent agrees tu be hound by sy tessicghouse agresments,
opersing chrenlar, Image exchange sgresmnents to whlch FFEB
is & party,

16.2 Processing of Items. Images of tema tnseisted by
Client are not considared toceived by FFB untl Clent hes
rocelved an electonic confumation of the tecelpt of the
deposit from FIB, However, receipt of the confizmation
irom PR does aot meen that the transmlszlos was esror fee
o complete, Itemv tansmisted by the Client and rreelved by
BES plor to the doily desdline shell be rodided to fhe
Clents applicable acconnt os the same Bapldng Dar,
Ttems received by FFE after the deadling on aety Banking Day
shall be eredited bo the Clients upplicable pocovat an fi next
successlve Banling Doy, Punda from Ttems deposited under
the terms of thly Agreestent will be avaflable o the Clewt
patsuant 1o FFs Punds Aveilbllity Foliey, Eleposlts using
the Services shall not be tranamitted mor frequently than
twice dustag any Banldng Duy,

16.3 Client Llabillty. Clent shall be avlely respansible i sny
IRD for which Clienr fms heen ghven provisienal crediy is
subect to retun or veverssl, and neither YFB nor i
subcontractors thall be leble of reaponsible for same, Cliect
ackrowledges that all credie recelved for deposlt  mee
provisionad, subiect to verlfication end fing] settlenrent,
Any dishonpped Tterms will be returned as imzpe of the
otighet or 5 wubstitute chack gs the charged-bael ltem,
information and data reporterd hesevndes () may be reenived
prior to fidel posting and somficmstion and I subject o
correction and (b) 1a for Informationa prutposes only wid mey
aot be relied wpon. Chuat agreed that FEE shall have ne
Hiablily for the content of pryment- selnted informatios,

7. Entellectwal Propesty Ownership,

This Agresrment does not transfer to Cllent any ownetship or
proprietary fghtt in the Techsology or any work o any part
thezeof, aod sl dght, fitle and lnterest in and to the
Technology will remnin solely with FED or its subcontartors,
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18.  Watranties and Disclaimers,

THE FOREGOING WARRANTY IS IN LIEU OF ALL
OTHER WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE.

18.1  Warranty, CLIENT REPRESENTS AND
WARRANTS TO FFB: (A) CLIENT HAS THE
AUTHORITY TO ENTER INTQ THIS AGREEMENT
AND PERFORM ITS OBLIGATIONS HEREUNDER
AND ALL INFORMATION SUPPLIED BY CLIENT TO
FFB 1S ACCURATE AND TRUE, (B) CLIENT WILL
PROVIDE ALL REASONABLE ASSISTANCE TO FFB
AND ITS SUBCONTRACTORS IN PROVIDING THE
SERVICES SET FORTH HEREIN; (C) CLIENT AND
ANY AUTHORIZED USERS WILL, ONLY USE THE
SERVICES FOR LAWFUL PURPOSES AND IN
COMPLIANCE WITH ALL APPLICABLE RULES AND
REGULATIONS AND WITH FFB'S REASONABLE
INSTRUCTIONS, RULES, POLICIES,
SPECIFICATIONS, TERMS AND CONDIT IONS, AND
OPERATING PROCEDURES AND WILI, NOT
VIOLATE ANY LAW OF ANY COUNTRY OR THE
INTELLECTUAL PROPERTY RIGHTS OF ANY THIRD
PARTY; (D) CLIENT HAS ONLY TRANSMITTED
ACCEPTABLE [TEMS FOR DEPOSIT AND HAS
HANDLED THE ORIGINAL ITEMS FOLLOWING
TRANSMISSION TO FFB AS AGREED, DIRECTED BY
WITH FFB  AND IN ACCORDANCE WITH
APPLICABLE LAW; (E) CLIENT IS A PERSON
AUTHORIZED TO ENFORCE EACH ITEM OR IS
AUTHORIZED TO OBTAIN PAYMENT OF EACH
ITEM ON BEHALF OF A PERSON ENTITLED TO
ENFORCE AN ITEM; (F) THE ITEMS HAVE NOT
BEEN ALTERED; (G) EACH ITEM BEARS ALL
APPLICABLE INDORSEMENTS IN A RESTRICTED
FORMAT AS DIRECTED BY FFB; (H) ALL THE
WARRANTIES SET FORTH IN AND SUBJECT TO
THE TERMS OF 4207 OF THE UNIRORM
COMMERCIAL CODE AS ADOPTED IN THE STATE
OF CALIFORNIA .

19. General
This Agteement Is not assignable or transferable by either
patty without the other party’s prior written consent,

Client agrees to use the Equipment in a manner consistent
with the termy of this Agteement, Clienty are prohibited
from utilizing any Equipment provided hereunder in another
fashion, manner, or vse,

Bank reserves the tight, with the appropriate governmental
approval, if applicable, to change the Service ag it may deem
necessary ot desivable. Bank reserves the right, without
penalty or liability, to withdraw or discontlnue any Setvice
from a Client who causes a system to malfunction ot from a
Client who falls to make changes which Baak determines, in
its sole disctetlon, would prevent future malfunctions. Bank
teserves the tght to service, repair, exchange, test, and
petform reasonable and occasional quality assurance exams
o all Equipment, if deemed necessary by Bank, both on and
off the Client’s premise(s) throughout the duration of the

Agreement.  Such exams shall not exceed a frequency of one
(1) per month unless mutually agreed upon by both parties,
Bank reserves the right to process test system Inquitles on
Clienf's behalf and at Client's expense in order to monitor
network performance and Quallty Assurance, After the initial
installation of the Bquipment, any  relocation thereafter
must be approved and/or petformed be an authorized
Bank representative, Failure to comply will constitute
grounds for termination of this Agreement and immediate
repossession of all Equipment,

Bask shall not be liable for delays in performance undet this.
Apteement or for failure to perform hereunder by reason of
any third party’s fallure to provide Bank with the daa

. necessaty for complete and proper transmission of the

Service. In the event that Bank shall be delayed, hindeted in
ot prevented from the petformance of any wotk, service of
other acts required of Bank under this Agreement due to
striles, walk- outs, telecommunications equipment and power
failures, government testtictions, civil commotion, siots, acts
of terrotism, acts of wa, fire, or acts of God, all of such
activities being beyond the control of Bank, then
petformances of such work, service, ot other acts shall be
excused for a period of such delay and the petiod for the
petformance of such work, services, or other acts shall be
extended for a perlod equivalent to the period of such delay,

No action, tegardless of fotm, atlsing out of thiy Agreement
may be brought by either patty heteto more than one year
after the event giving rise to the cause of action except in the
case of nonpayment, in which the applicable statute of
limitation for collection actions will be applicable,

This Apgreement may be executed ln one or more
counterpatts, each of which shall be deemed an otiginal, but
all of which together shall constitute one and the same
instrument,

This Agreement represents the complete and exclusive
agreement between the partles with regard to the subject
matter hereof and supersedes all pror oral and watten
communications between the parties, No provision of this
Agteement shall be modified unless in wilting and signed by
an authotlzed tepresentative of Bank and Client,

If any provision of this Agreement is held to be
unenforceable by a coutt of competent jutlsdiction, the
remalning provislons shall continue to be of fall force and
effect.

This Agreement will be govetned by and construed in

- accordance with the laws of the State of California,

(END of AGREEMENT)
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Thit Agrosmied 3 an wcdinden to our Private Aeasr OnLing

Business Banking Agrountens and afl of the terwse of that qgresment are

bervly tnsorpuseiod by riftrense, Borh cgreememss together weblaty 1o
aomplste Seemns aud sonchions for condueting Pedtive Pay actvite
throngh et Fonedarion Band,

This Positve Pay Module Agement {"Agreemment™ 1y
entered dnte by and between Pt Poundstion Bank,
hesein refented o a5 “Bunk”, and the Client, hereln refeprnd
to a8 “Chient”, subject to the tetans and conditions hereln,

Definltions

1 Statstory Definitions,

Dulews ethersdye definad b this Agresment, words o phrases
shall have the raeanings set forth in UCE Article 3 -
“Negotieble Iestroments” and UGG Astlde 4 - "Baalt
Deposits and Collsctinng®,

2 Definitlons,

In the Agreement

{#) “Agreement’ mewns this Fosfive Pay Services
Agreement as it may be amanded from tme to fime,

(b “Authorzed Account® memns the account(y) of the
Clizut, saalnmioed 2t the Bask, to which the positive gy
services rendeced by the Bonl, will apply, The Authorzed
Aeconnts awe Hsted on Schedule PEST which may he
amended from time to thue,

(¢} “Available Funds” means fuods on deposlt ko an
Authesized Acoount and avallable for withdwwnl putgang 1o
the Bank’s applicable fands avaliability poticier,

{d) "Buslness Day” means every duy except E‘ratu:days,.

Sundays und Peders Bank holidays.

{€) “Check Isgue File” means s record desceibing checks
drawn by the Cliset on wn Authovized Aogount, movided by
the Client @ the Bank  wnder Section % and i
sccrdunce with  other specifications provided with this
Agresment,

(f) "Bxeeption Iter™ means 2 Presented Check that does
ot match 2 check Included in ¢ Check Issue File and i
identified a8 an “eiror”,

() "Bxceplon File' mems o record desstlbing Exception
Ttems which is peovided by the Bankt to the Client uwnder
Section 2

(b} “Pay/Betum Requeat” means the Client'y Instruetions
to the Bank instucting the Bank to pay or retum an
Exception Tiom,

(it "Presented Check” mesns » check denwn on an
Authorized Accouat snd presested to the Bunk for paytasist
through the check coltectlon syatem.

) “UCC® means the Unlform Commesgial Code s In
effect in the State of Califorais,

Tositive Fay Services

1, Check Iasne Hile. :

The Gliant shall subniit 3 Choek Issue Fie to the Bank 18
regided by Banle from #me to time, The Cheek Tesve Hile
shall accurstely foclude the chack aumber, fssue date and the
exact amount of each check lswwed on each Authodzed
Account dnee the last Check Tesue Rile was submitted. The
Client shall uplord Clent's most cnrrent Check Tssue Flle to

11

the Bank Ia 2 format speciied by the Bank by Bank eut-off
time each Business Day,

% DPayment of Presented Checks and Reporting of
Exception Itoms,

The Bank shall compare each Pressnted Check Ly chael

nueber sad smount against wach Check Jasae Bl recoived

by the Buak. On each Business Day, the Bank:

{8) May pay and charge to the Awthorized Acoount ench

Presented Check that matches by check number nod anunt

# theel thown In any Check Insue Rile received by Baalk;

(©) Sholl wale svailable t0 the Client an Exeeption e that

identifies any Hucepfion Ttems secelyed, specliving the

eenflete socount mumber, check number and pnount of iy

such Hxception Jtema or

{& Bank will provide each Buslness Day 1o Client o mepsage

that there are no Bxception Jtems to report for sy business

day for whish 516 exception {tetny exist,

3. Payment and Dishonor of BxcepHon lema,

Using & Pay/Return Request, the Cliset will iustroce Benk o
dlthier pay o remen each Bueaption ltem on the Excepdon
Fite. The Bank will pay ot retom ihe Excepdon Iems in
accondenics with the InstrueHans provided by CHent to Bank
a8 toqudred oo valld Pay/Retuen,

(s} Defavlt The Bunk shall pay say Excepiion Jtems drwn
ot uny Authorzed Account, unless the Cleat fnstructs the
Bank to retum to the depositazy bank such Excopton ltoma
g o timely Pay/Reture Request,

() The Pap/Retun Reguest sholl be provided to the Bank
#ach Busioess Day In the forma specified by the Bank,

4 Clent and Bank Communications,

{a} The Cllent or the Baak, at lts disceetion, rany each mnead
any flle submitted to the other pacy by edtten
communicition provided for wader this Agreement, The
maended file ov other wiltten commuiiestion must be sentin
its entlrety and not in the form of o pactial atnendroent o the
cummurdeation originally sent, and be seat I the format and
mzaner, by the deadlne) established for the niginal
commugienden, A propedy  sobmitted  sevised
communicaton serves to seplace the edginal commusication,
Howsver, Cllent cuanot submit s revised Pay/Return
Requeat,

) The Bank shall use enly Check Tusue Files that comply
with Section 24 wed have st bees revoked Iy sccordacce
with Section 4a f the preparatlon of Ezception Files under
this Agreement.

(¢} The Clhoot ahall use oaly Bxception Fies that comply
wigh Section Zb and sther specBeations provided with this
Ageeement and bove not been replced i accardence with
Seclon 4a in Clients prepasation of Pay/Retarn Requests,
The Bank shall not be ohlipated to corply with sy Pay [
Remen Request received in g fosmat op maans, afeer o
deadline, ov 1 5 mannee not poemltted vnder this Apzeanent
bt may instend teoat such 5 Puy/Retunn Request ag thaugh it
had not been recelved,

{d The Bk Iz ot responsible for detectlng ney Clhentaror
roatained dn gny Chedt Ysewe Mle or Pap/Retusn Recuast
sent by the Clieat to the Bank,
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(® The dendlines, report oz fle Fonmats, aad infosmaton
reported may be changed from tme to time by Bank at
Banlk's sole daceetion, Bank will use ite best efforts to nssiut
Client with any changes made by Bank,

5, Internet Acceseibifity.

I the event that the inteenet o not capable of belng used by
oue or both parties for services descilbed ln this Agreement,
the party not capable of wslug the internet shall contoct the
other parly 4 soom a5 possible sfier the problem ir identified,
Bank and Cllent wi use best effowns fo ensure that ihe
services deseribed in this Agrasment can be petformed to
citstse appropriats processlng on the proper day,

6. Poes and Charges

You upres to promptly pay fees and charges for e use of
Positive Pay Service ws disclosed s the Bank' Business
Bervices Fee Schedule,

7. Authotized Representatives,

[t &z the responsibility of the Cllant to mafatala an ugdated
Est of mimes, sigautires, phone oumbers and recownt
numbers for those individusls authodved to provide
Instructlons for the disposition of htoma or when issues frise
that cennot be addressed by otheswdse obzarving the
provisions of this Agreement Huxmples of soch gvonts
dnclade Iz are not limited to the unevailability of the luternet
o the pomentntion of checks subject to this Apmement
dircctly 2t Bank's Offices. These Hyw must be upchated In the
conteol file of the Positre ¥Pay sofrware by & Systema
Adwinistrator selecred by client, whenever asy of e namey
idenvified are deleted or when names ave sdded, Bank wil
have no Lubili i€ no individuads oo the Bst are avallable to
make decsdons prict 1o the established dendines, The Initial
Systerns Administrator may be used to indicate the Systema
Adrsinipistor when starting o0 use this applicatlon,

Remedies

1 UCC Liabilliy.

To the estent appiicable, the labillty provislony of UCC
Articles 3 and 4 shall govesn thls Agresment, except wa
motfiBed below,

& Wronglal Honos,

It shall constitute wrongful honos by the Bank 4f #e Bank
pays an Bxception Dtem propedly included on & timely
Tresption e that the Client ordered the Banlt to sohes by
snbmiting 2 toely Pay/Retorn Request, In the evenr Gar
there iy wronglfaf honos

(&} The Bank shall bs able to the Clent for the lesser of the
smount of the weongfully pakd Fxception Item or ke Clisnts
actual damages resoling from the Basly payment of the
Exception frem,

Pt The Bunk reteins the rdght to nesert the Cllenfs frilure
to exetclse oudinary cate or ressondhle prompiness o
cramining the upplicable statemtest woder UCC gecfons
3406{w} and 4406 (g,  The Bank's weangfnl honor shefl,
boweves, constitate 1 failnee of the Bask to bave exerciged
ardlosey care under the lose allocstion provisions of TICE
sections 3406() and 4406(e),

12

(¢} The Bank roteine the dglt to nssert the defense thet the
Cllent lns sustalnied no nctuet demuges becense the Bauk's
honot of the Ereeption Ttem discharped for value ag
{nd=btecnons of the Client

& Wreongful Dishonos,
Bxcept a8 provided below, 1t shall constitute weongfil
diskaner by the Bank if the Baok dishonot sa Excepting
ltem that the Bank haz been osdered to pay purswant o 1
tmely Pay/Return Request,
() The Banky lubifity for wrongfal dishoner of o
Exception Ttern shall be Hevited to the darnages for wrongfl
dishonor recovernble under UCC Articles 3 aod 4,
{8) MNotwithstanding Secton 3¢ {1}, the Bank shall have no
Hability o the Client for weongfil Gishonor when the Bank,
aciing in pood faith, rerarns an Bxcestion Itesu
[ That it reesonably beleved was not propetly payable; or
{i 1€ there wee lnsofficient Aveilable Funda on deposit In
the Anthodred Acconnt or
(i) 1€ equised to de so by the serviee of legal prozess on
the Bank or the instrucans of tegulatory o
government avthodtes o couts,

4. Rightfial Payment and Dishonor,

Bxcept aa provided In Scetion e

{#)  If the Bank honers an Brception Itemm i acoondumee
with 1 timely Pay/Retuen Request tennpemitted by the Client
ot for which ao imely Pay/Retum Requzst wae reselved
ordaring the Bask o rofumn the Fiwceptlon Item, such honos
shal be sightful, asd the Cllent waives By dight it wey have
‘o aasert that the Hxceptlon Item wis niot prapery payrble
under UCC secton 4401,

(b} Tf the Bunk dishonors an Exveption Ttem for whick a
dmely Puy/Retuen Request ordedng Bask to DAY Was
tecelved by Bank in accordance with this Agzevment, the
dishenoy shall he elghtfil, and the Client waives any dpht b
nuy have to rssert thet the dishoner was wionghil upder
VICE seciion 4402,

(8 The CHent agrees that the Bask exercises ordingsy care
whenever i dphthilly pays or retusns an Hxception ltem
conslstuat with the provisions of the Agrenent,

(&}  Bunk shall have no Bablllty 3 the fncorrect action is
taies 4g « result of an encoding erfor on @ Presentad Chedk,

&, Fauly Information,

Subject to the provisions of Seetdon 4 below, the Banl shall
be table for wuy losses, proxicantely caused by its honer of p,
check thet way not properly papable, or its dishonor of ¢
check that was properly payable, if the bonor or dishoner
ocoited because the Bank, I sceordunce with the provisions
of Sectlon 2 of this Agreemant: shonl? have shown the checl
en 2n fxception Flle bur fatled to do so; of, shownd the
check on an Bxeepdon Hlle bur luted fae wrong check

_mmniber, unless the Bandk pravided the Cllent with tienely

infonnation et disciosed the sreor
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6. Client Assistance, '

Regardless of wrongful activity by Bank, Client agrees to
assist Bank In any way possible in tecoveting any financlal
loss,

7. Assignment,

To the extent that the Client suffers a loss uader this
Agreement, the Bank assigns to the Client any claim that the
Bank would have against a depositary ot collecting bank to

recover the loss, including any claim of breach of wattanty
under UCC sections 4207, 4208, and 4209,

Limitation of Liability

IN NO EVENT WILL BANK BE LIABLE FOR ANY
INDIRECT OR CONSEQUENTIAL DAMAGES,
INCLUDING, BUT NOT LIMITED TO, LOSS OF
PROFITS, UNDER ANY THEORY OF LIABILITY
INCLUDING BREACH OF WARRANTY OR
CONTRACT, TORT (INCLUDING NEGLEIGENCE
AND STRICT LIABILITY) OR OTHERWISE, EVEN IR
BANK HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES, AND NOTHWITHSTANDING
THE FAILURE OF ESSENTIAL PURPOSE OF
ANY LIMITED REMEDY.

Governing Law Venue

This Agteement shall be governed by the laws of the State of
California and applicable Federal law, Each patty submits to
the judsdiction of the State of California, Venue for any
action atlsing out of this Apreement shall be in o state
court of competent jurisdiction coverlng Orange County,
Californin, The prevailing party in any such action shall be
entitled to the recovery of lts reasonable attorney's fees, costs
and expenses,

General Provisions

1. Fees,

Client agrees to pay and authorizes Bank to chatge Client's
account(s) for the setvice charges which are charged by Bank
for the Positive Pay Setvices or other related services which
may latet be offered as such fees and charges may be imposed
or changed from time to tme,

2. Severability,

[£ any court or tedbunal of competent jutisdiction determines
that any provision of this Agreement is illegal, invalid, or
unenforceable, the remalning provisions of this Agreement
shall remain in full force and effect,

3. Amendments,

Baak may change the tetms of this Agreement at any time,
Baak will notify Client of the changes as required by law.
Client's use of the Positive Pay Services after the effective
date of the change will constitute Client's acceptance of and
agreement to the change. Client, however, may not amend ot
change the tetms of this Agreement at any time,

4, Assignment,
Subject to 3g, Client may not assign this Agreement ot any of
the dghts or dutles heteunder to any person without Banl's

ptlor wiitten consent.  However, the provisions of this
Apgreement shall be binding upon and inute to the benefit of
asy legal successor to the Banl or to the Client, whether by
mesget, consolidation or otherwise,

5, Termination,

Client may terminate this Agreement by wrltten notice sent to
Bank at least 14 calendar days ptior to the termination date
specified in such notice, Bank has the tight to terminate
services under this Agreement at any time without cause o

notlce, Notwithstanding such termination, this Agteement
shall temaln In full force and effect as to all Presented Checks
that have been presented to the Bank pror to the date of

termination,

6, Waiver,

The waiver by a party to this Agreement of a breach of any
provision of this Agreement by the other patty shall not
opetate ot be construed as a waiver of any subsequent breach
by the other paty.

7. Entire Agreement,

This Agreement is the entire agreement and understanding
between the parties telated to the subject matter of this
Agreement as of the date hereof and supetsedes all prior
agreements and understandings between the parties relating
to the subject matter of thls Agreement, "Thig Agtreement shall
be subject to the Bank's Business Service Fee and Cash
Management Fee Schedules as well as such administrative
tules as the Bank may establish and disseminate from tie to
time governing the services provided under this Agteement,
In the event of any inconsistency between the terms of this
Agteement and the Bank’s Business Service Fee and Cash
Management Fee Schedules or the UCC, the terms of this
Agteement shall prevail,

8, Headings,

Fleadings to sectlons of this Agreement or any Schedules are
Included for ease of reference and shall not be deemed
to create rights, remedies, claims, or defenses ardsing under

this Agteement,

9. Beneficlarles,

This Agreement is for the benefit only of the undersigned
pacties hereto and is not iatended to and shall not be
construed as granting any tights to or otherwise benefiting
any other person,

10, Force Majeure,

Bank shall not be lable for its fallute or delay In the
perfotmance of its obligations hereunder due to steikes, wats,
tertorism, tevolution, fire, flood, communications failures,
eatthquake, government regulation or other cauges beyond its
reasonable control; and 2 reasonable extension of time to
petform shall be extended in such circumstances, Such failure
shall not be deemed to be a default by Bank

(END of AGREEMENT)
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This Agroamont is oy addsndir b onr Private Ay O Line
Businers Banking Agresnent and afl of 8¢ seomy of that soyoement ave
berely tucorporaisd by refirenes, Both Asrseponis dazetdar sogplatne rhe
ampists ferner aud ondifions for condmating TR shangs rensashions
at First Foundation Bgnf,

This Wie Tmnsfer Service Agresment {"Apreemont s
enteted tota by and between Fimst Fowndation Bank,
hereln zefirred to a9 “Bank”, sod the Cllent, heroln refirved
0 93 “Client”, subject to the terms and conditlogs herein,

L Utliization of Wire Serviees, :
Client requests to ordghnte domestlc funds teansfers and
- doternational funds teansfees sree defined herels 4 0 “Payment
Order™. Cllont sgeees not to Initlate a Paymeast Otder ung]
completiog and returing this Agteement and one or more
Software Adminfstrator Anthortsation  forms Genignating
individuals ("Software Administraiors} who wil have fgll
ueess to sdd, change and delute the rusthority of "Authorzed
Repregentufives” 1o conduct the cllent’s wire sctivities,
Ordglaators for veebal Payment Orders wre sny CHent signer
on the sigmature cud, Software Administator snd
Authorbred Represertasives Hsted a2 o uses in the cllent's wire
trungfer module usee tecords. Orighiators for ouline Pryment
Orders ore pay, Sofrwase Admieistestor and Anthoszed
Representutives listed ns 2 wser in the cllent's wire trensfer
tagdyle nser secords.

2, Wire Tranafer Module Securily,

Bane shall provide Cliant with Secudty Methods for ench
Criglnator o use as defined by Bank 1 verify that 2 Puyment
Qudler, or 3 communication amending or canceling & Puyment
Quder s the arder of an Odgloator, and to detect aty ecror
the content or tmnsnislon of 4 Payment Order o
communlesticn, Clent agrees o use securlty proveduses
defined by Bank, Client's Oripinator dhalt provide Banl with
the appropeate tecusty information  when initiating,
amendiag ot cancating & Papnent Order. Client i responsible
for the confidentlality of exch Oudginator's Secushy Meathed
snd for Insutlng thet cach Cllent’s Crginator(s) hes only
agcess to thelt personal Secusity Method. Bank Ay exesots
nay Payment Oider wherc it is provided with Clients cagent
secuelty method w5 its aole authotfetlon, Client i responlile
iad pgsumes afl lisbllities In retnection with an Order where
valld Becurity Methods are weed. Clicnt agrees to niotify Bank
bnmediately If the security procedure i bionched, Bank Ly
mulr and revdns for ninety (90) daym after exeeation of the
Payment Ordes recording of ol verbal or electronic Crders,
Bank may change an Originators Secwity Method from Hme
to time upon fva (5) days notice

3, Fuads Transfer Risk,

By giving Osdginter(s} the abilly to Initate Paypmcnt Oudern
in aecordnuce with this Agreement, Client asseoies ceriin
sdsls snd vesponsibilides with respect to the etlons of Hioge
incividual(d], Client warranes and agreas that no Individunl(y)
shall be sllowed to Iniiate Payment Orders in the absence of
proper supervlsion and adequate safeguards. (flent asspumes
full responsdblity for muy and ol loss, liabilley nud damapges
assocked with Papment Oxders oddplnated by iustructons
gives to Banic by Otiglnator {8 Client agrecs to regutady and

i4

promptly review all Papment Order requests, Cient reviewy
shill be eonducted by persans other Hian Criginator(s).

4. Orighnating 'Y'ransfcis,

Clent may dlvect Bank to exooute ¢ Payoeat Order from any
of Clients mwhorzed pecounts 1o any other Bank or at
augther insthufion that scccpis Parment Orders,

Payment Orders, Awendments and Crncellations prapedy
initiated under the teema of this Apteement will be accepted
dusing the sormal business hours, fSee “Baeewting Paymeat
Ordess™),

Upon Bask's secelpt of a ragmest by Clfent’s Otiginator(y) to
send o eancel o Payment Orders) Bank sgrecs, {F the
Poyment Ouder(s) it in Bank's possession and has ot bees
enceuted, Bank will smesd o cancel provided eald
emendment or eracellation In i necordance with e termy
and condifions of thls Agresment; or Bank #grees to vse ity
best efforts to amend or reverse s eransmdtted Payment
Crderfs)

8. Originating Payment Osders,
Papment Orders msy be  indtinked oully by Cheaty
Orginators ¢ placed through Private Acdess Onfine Business
Banlking Wire Module by Odginators Hated g 2 Softwre
Admlnistmtor or Authorized Representative in the client's
wite transfor Eystein user tecords,

&, Repatitive Payment Orders,

Reputitive Payment Ovder Lo, » mon ty trenefer request made
toutlaely with fnstenctons remalning constant, except for the
date of tninsmisdon and the doliar amonnt tmay be setup by
elicar wsing templates they eotablisk i the Online Wire
Module. Bunk wlt not crente  repedtive {ayient ceder for
verbal o emall wites {ndependently and spart foom the
Qualine Wite module,

7. Nea-Repetitive Payment Ordes,
A som-cepetitive Fapnent Order is nny Papment Crder not
covererd by an accopted repetitiee Payment Drdes natruction.

To cteate o non-tepetitlve oral peyrment Oneder instoucon,

Oudglnatora shall provide Bank with Information feCestary o

peecesy the Payment Oder, Genemlly thig witl inclade, but

may not be leadted o

* Company Mams

* Clleads scoount sumber fom which funds gee to be
franeferred

» Detlas arnoust to be Hansfared

* 'The sace, city and ste of Beaeflelary's Yok and/or
bask's ABA nursher

* Bepeficlary's name and/or Beneficliry's acconnt nutnber

v Diste of transmbson

& Phcement of Payment Orders;
Verbal Orders: Bank will grliy sepeat all aforementoned
ftetns to the Orgiestor,

Beall Payment Ordems:  Fer pusposes of confirmlng
Paymenit Ordurs placed by emall the bandk wil] verlfy that the



v FIrsT

Founvarron Bank
I Trust, Btrongih, Exporlanae,

WireXchange Module Agteement

emal was: 1) scat from the email address on file for
Originators listed in the client’s wire transfer module user
records bank for the account from which the funds are being
withdrawn and 2) it is within the dollar Bmits established for
that person, Payment Orders that are not in conformance
with these conditions will not be processed until it is verified
orally with the Originator,

9. Honoting Payment Otdets,

Bak will honor a Payment Ordet(s) oaly if the Otiginator
making the Payment Order(s) provides Bank with
infotmatlon as required by Bank, Bank will be under no
obligation to honor, either in whole or patt, any Payment
Order which:

* Exceeds Client's collected and available funds on deposit
with Bank, or

* Bank hes reason to believe Representative may not be
authorized by Client, or .

* Involved funds subject to a hold dispute or legal process
preventing their withdrawal, or

* Is not in accordance with requitements stated in this
Agreement,

If Client initlates a Payment Order identifying an Intermediary
bank or beneficiary's bank only by an identifying number,
Bank may rely on the number as proper identification of the
intetmediary or beneficiary's bank,

If a Payment Otder identifies an Intermediary bank or
beneficlary's bank both by name and identifying humber, and
the name and number identify different banks, Bank may tely
on the number as proper identification,

If Client executes a Payment Order identlfylng the beneficiaty
by both name and account number and the name and
account number identify different persons, and if the
beneficiary's bank accepts the Payment Order and the
beneficiary’s bank pays the person identified by the number,
Client, s the oiginator, is obliged to pay its Payment Order.

10, Executing Payment Orders,

Except as otherwise set forth in this Agreement, Bank will
execute payment otders on the day that the payment order(s)
is received, provided that the Payment: Ocdet(s) s
teceived by the Bank's Wire Transfer Department's cutoff
time and provided the day of receipt is a business day for
Bank and for the Federal Reserve Bank,

Bank may record any Payment Otder(s) Initiated by
telephone, The decision to record any telephone convetsation
shall be solely within Banl's discretion, and Bank assumes no
liability for failure to do so. Further, Client acknowledges and
agrees the telephone conversations may be monitored and
recorded.

In attempting to execute any Payment Order(s), Bank shall
use reasonable efforts to utilize the means of transmission
specified in Client's request, but in no way shall Bank be
limited to such means of transmission,

16

Bank will notify Client if it cannot execute 2 Payment Order
due to a funds transfer system problem beyond Bank's
reasonable control. In the event beneficiary's Bank is not able
to receive Payment Orders via Fed-line, Client guthotizes
Bank to send the Payment Otder to an intermediaty bank for
further credit to Beneficlary's bank. In the event Client does
not deslgnate an Intermediary bank, Bank will select an
intermediary bank using the current Fed Directory and/or »
current Bank ditectory, Bank shall use the ABA number
fumished by Client, In the event the Client furnishes an
incorrect ABA number, Bask is not tesponsible for the
incortect routing of funds,

11, Incoming Payment Orders, .

Bank assumes no Hability except as set forth herein’ for
accepting incoming Payment Orders and Client agtees to
indemnify and hold Bank harmless from and against any
cliim assing from or in connection with the teceipt of an
incoming Payment Otder,

12, Notification,

Client agrees that notification of each transfer, either in the
form of an advice or a periodic account statement, shall be
effective and sufficient if mailed by Bank to the mailing
address of Cllent listed on in the account records for the
account from which the funds were withdeawn, All notlces to
the Bank shall be directed to the Wire Transfer Depattment,

13.Software Administrator Authotization and Authorized
User Changes,

Clients are responsible for maintaiting accurate and up-to-
date authorization imits for each wser for their otganization
to whom they have given wite orlgination ptivileges in the
Wite Transfer Module, The names and lemits of each uset
shall comprise the only list of authotlzed users for the Wite
Transfer module.

If a request Is made by telephone and immediately confitmed
by FAX ot emall, in an emetgency situation, deletion of
Software Administrators and Authotized Representatives may
be processed by Bank,

14, Authorization to Charge Account,

Upon executlon of the Agreement and the Schedule attached
hereto, Client authorizes Bank to chatge Client's accounts in
the amount of the Payment Otders,

15, Account Reconciliation,

Completed outgolng or incoming Payment Orders will be
reflected on Cllent's perlodic account statement, Client agrees
to immediately notify Bank of any discrepancy between
Client's records and any advice notificatlon, periodic account
statement, or other Bank detail account actlvity Lsting,

16, Limitation of Liability,

Bank shall not be lable for any loss atising, directly or

inditectly from:

* Any inaccuracy, nct or failure to act on the patt of any
pesson not directly within Banl's control;

* The negligence or misconduct of Client or any Otiginator,
agent or employee of Client;
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Any ambiguily L the instructions given to Banky

Any other error, faiture to delay in the transmisslon of the
payment order whick s caused by sixiles, civil unzest, and
inoperabllity of communication faclities or dreunistmaces
beyood Beok's controd or

* Any acts or cmlssions of ntermedlary banls fnvalved i
the funds tranafer o

Brak's “good Eth” seliance on instructions from persons
purporing to be Orlginators,

Baak’s "good faith” reflance om the Clent malstalning
wccuzate  and  upeto-date  Awthosdzed  Sofrware
Administmtor and Awhodzed Representatives namaes snd
lizaits in the client's wire teanafer gyarem wser recosde,

Clisat agrees to indemnify, defend aad hold Baok, f ApEntE
and emplopees havmlom fom and agalust any sod afl
daepges, Habilitles, actiony and caims which el direeily
or indirectly fiom any negligence or fraud of Client o any
agear ar employee of Cifent,

17, International funds Transfez,

Clieat agrevs thet Bank may not be held lisble for ntry losg oo
dunage das ta moy aet, emor, of omimon of any
intermatlonal  cocrespondent, domestic rectiving bank or
agent, dechidlop  the  fallure of the  Intematons
coricspundent, domestic rooeiving Daak or agent to focte, or
ercor in identifying the named payes, ot from faflure 1 affect
payment, or due @ any other cause whatsomver beyond
Bunk's conteol lacluding the demise of failuee of the
inteenational cocrespondent's Somestls tecebving bank or

BEEAL,

18 Mivcellanecus,

a} Fees: Client shall pay snch fees na Baalt tmay from time to
tdme esteblish for funds irensfer services togethar wity Ay
direct of Indirect tranafer charges ineurréd by Bauk, The
feey and chargen my he amessod divectly apalnst Clieat's
account(s) with Bank o may be charged ludlewedy os
fmposed upon Clent with account snalpsis pnd balance
requlrements,

by Laily Limit Usless ofherwise agreed by Bank, wires
(ndividual oz agpregate) totaling more thaa §250,000 iz o
single duy wil recirire benk approwal,

¢} Waiver: Bank or Clieat sy delay enforcing i tghiy undes
e Agreement without losing them. Any waives by Bank
or Client shall not bre deemed to be 2 waiver of other dghts
or the same rght at another time, .

d} Awount Agreoment. The Rules nod Repulatons of
Client's Commercial  Agcount with Bank  are herehy
incorpomted by twfarence. i any fnconglstency exluts
between the Rudes and Regolatlons and  the terms  and
condlions contalned In  this Agressvent, the tecms pad
conditions of this Agreement supessede the Rules nud
Regulatlans oz any prior Agreement with Clent relatdng o
these services,

'8 Amendment and Tevmingtlon: Bither party may termisate
this Apteement upon swritten notice to the other The
iodemndficaion snd Habilty  providons  of  the
Agveement will marvive vy such terminztlon. Bank
mny change, amend ot alter the termr of this Apreement qr
any tiine. The Bank will mofl wiltten notice to the Cllent at

18

least ten #4100 business days hefore the changes beeome
effective.

1) Assignaeat: This Agreament Iy Binding vpon aad inures to
e beneft of the party’s succemsurs tn Intorsst and
pennitied wssipne, Melther party may assipn fils Agreement
and/or nap of ks rlghts and obligations hereunider witiont
Brios writtess consent of the other party,

g Goveming Law: The terms aed condlfions of this
Agreemnent ete valid aud bindlng upon the Partles and shall
be governed by and dnterpreted #n aocordance with Aricle
44 entitled "Funds Transfers” of the Unifarm Commernial
Code, Rogulation | of the Bosrd of Governgrs of the
Federal Reserve Syaterh and the hawy of the St of
Colforpis. In the eveat thete is 2 confict any legal
proceding must be broaght in the Smes of Colifatnis,

k) Bativery of Agreement: Thiv Apreement constibuter the
aitite Agteesment between the parties and supersedes ol
previoug apreements, promises god teprapestitons,
whiether wrliten or ool between the pardes with respect
the sublect matter hersof,

(BNT of AGRERMENT)
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This Agrawant is an addendims Yo onr Privats Aavr Oriiu
Bucinere Banding Agrourment and afl of the Jerots of she agrosmont are
herely incorporated by refirence, Both dgreamenis togethar exgpiia the
wrmplits ternis and waditions for sonductiyg Avtomatsd Chharing Elonse
(ACH) trantantivns throngh First Fostndaiion Bank,

This ACH Origination Agretment {"Agreement") ks entered
futo by and between Flwt Foundation Benl, herein
referred t0 as “Bank”, and the Cent herein sofirred fo 1]
*Cliens”, mbject to the terms and conditioas hergln,

1. ACH Serviees

Clieat teqmests to erginate ACH trangfers are defined hesen
a1 & e Clent agrees 0ot o Injtste an Haoty uoth
comgletiug and remraing this Apreement atd one, ov mare,
Software Administentor Anthosizadon  forms dedpneting
individunly ("Softwmes Adminlstntors”™) who wil have R
aeress to add, change and delete the authority of “Anthorzed
Represenmtives” to conduct the clicats ACH activities,
Cginators for Entties are any, Software Admindstrator and
Authosized Representatlves Heted a9 a user ks he clieat's
ACH mmodule user records,

2, Rules.

21 MACHA Hudey;

Campany shall comply with the Operating Rules of WesPay
and the Openting Rules of the Notional Autoroated Clearing
House Assoulation ('NACHAM in existence as of the dale of
this Agreement and as amended from tima to fime fherin
collectively reforted to ns the "Rules™., MNACHA wules
indieate that osiglnator must provide “receives suthorzation”
within 10 days If sequented by dse Bank. Peneltics Inelading
finer per the MACHA mies, may apply for non-complinnce.
The tims of this Agreement shall In no way lmit Company's
chbligation of cotplying with the Rules, Unless otfsiwise
dafined berein, capltallsed terms shall have the toeninga
provided i the Raules, The term "Satdes” shall heve the
- sesuing pegvided in the Rules and shall wlso mean {f) the dam
received from Company hessunder from which Bank
prepares Botrles, and (i) for the purposes of Sectons 3.5, 9.3
and 94 any xequest from Comypaty for teversal of un Enty.

2.2 User Authorizations

Clienss ave sesponaible for maistining sccuente and - bo-
date suthotdzation Hmlte for ench wuser i thele organiastion o
whom they have given ACH origloation peivilapes In the
ACH meonle The tamez and Umlts of exeh user shal
comprise the only ligt of awthodzed psers for the ACH
methale.

2.3 ACH Module Secusily Reguiraments )

Bank shall provide Cllent with Secusdty Methods for cach
Cdginator to vse ns defined by Bank to verify it an Enery,
or & comnnnieation amending or canceling v Batey s the
oder of an Odglaqtor, and to detect atror In the costent or
tagsmisslon of o Payeent Order or communloation, Cllent
egrecs to use secvdty procedures defined by Bank. Glient's
Orglustor shafl orovide Banlt with the npproprists security
infrmation when inftiatiag, amendlng o canceling an [Fatry.,
Client lo responsible for the confidentlality of each
Otiginate’s Secusdly Method and for lusudng thet each

Client’s Ovginator(s) has only sceess to thelr peesonal
Becasity Method, Bunk mey execute any Payment Order
where it i provided with Client's cusrent tecudty method 2
i3 sole anthocdsution, Chent iz responsible and sssumey o
liabilitlen In eonnecton with an Order whepe valid Seaurlty
Mathods ze used. CHent agrees to totify Bagk itnanediately
if the secusdty provedure is breached, Bask may make and
retaits for ulnety (90} days after execntion of the Payment
Crder muording of all verbal or electrontc Orders, Bank may
change an Originator’s Secudty Method from time 1o ime
upos fve (5) daya notice

3. Delivery of Entries 1o Bank,

3.4 Oulginated Entrics,

The Company acknowledges that the NACEIA system wmay
wot be ured b vloltion of, and that Bnsties originnted by the
Compnny eaust comply with the law of fhe Unlied States,
including sanctlons snd laws administered by the Office of
Porelon Asset Controls. Further, Company agresy that the
NACHA system mey not e used to trnsmit ereres that ave
in viclation of the Unlawful Tnterner Gutabling Bnforeement
Ac.

3.8 Dedivery Requliemants,

Gompany wil be reguired o complete mecessfully any
sognired implementation testing pror to commencement of
Butdes conternplated by this Agreement, Al} Entries shall be
delivercd by Compiny to Bank st the location{s) and hn
complinnee with the formetting and atrer tenirements sot
forth  In Schedule A atmehed  bersto ("Drallvery
Regaicements™). The totsl doller smount of Baties
trenamitted by Company to Bank o settle ("exposure it
ohall mot exeeed amoust set forth on Schedule © without
frioe approval frorn Bank,

5.3 Entry Scowrity Provedires.

Company zed Bank shall comply whi the following secudty
procedute requitersetite with respeet to Bottes tanssited
Ty Cowpmy to Bank,

The suthodzation and emount of esch Estry {or tequest for
modificatlon or eancellarion of ¢ Dehit Entry) teansmitted by
Conpany {or it ageot, I applleable) to Baclk ehad be fn
acohidaee wih the secudty procsdures Hswed below,

(8} Vnless otherwise speeificslly sgreed to by Baok and In
wilthnyr, esch Botey or requent shalf be grovided to Baak via
fHle frapsfer through the Tanl'y Internet Banliing and,

i) Unless otherwise specifically agreed to by bank and in
wililig, no Batry or zequest will he tocepked by bask theough
the Intertiet Banlking unlesa:

(Madtlated by 1 pesson whose name apperss ca the csrent
List of persous authorized to nitiate Bptdes on behalf of
Campany a3 maintaloed by the Bauk's Intnel Banlchg
nd,

{Verifled by a second person whose name appeats on the
owsvent st of persmng wnthorized o Inltiats Katdes on
behalf of Company snd fusther anthorized to spprove
tanactions vi the Totetoet Banking system.
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3.4 Receiver Authortzations sud Record Retention.
Before the Initiation by Compsay of the fiwt Boty to s
Reevives's Accounr, Company shall obtis fiom such
Beegiver an wuthokzatlon to initiste one or move Ensdey &
the Recolvers Account, which authodzation shail comply
with the Ruley, Hach Baty theceafier shall be made |putsuant
to such muthorlzation, dud Company shell inltiete no Entry
after such anthotiration bas been revoled or the ArEgement
betpeer. Company and such Recciver huy tesmingted,
Company shall cetmin Receiver eushodantions for two yearg
after they st terminated and other documents selted to
Hotles for ¢ peded of two yemo. Compeny  shall
bmmediately furedsh suck sthosizations and docoments to
Bank upop Bank's request.

3.5 Pre Notiffcatiog,

Company may at it sole opton sequice Bank to deliver s R
votification, It # format aed in the medium set forth in
Schedule & snd/or geroribed by the Rules fu Bauk to he
transmitted to the Participating Institetion at which the
Recefve’s Accouat i5 held within the tme $mita set forth in
the Rufes. If Cotnpany has recelved notice that such ftee
aofification lns been refected within the proscrbed peniud by
the Receiving Deposit/Withéraw Finandnl  fnstitation
("ROFI"): Company shall not inither aoy cortesponding
Hoty untl the vaute for rclectfon bas Deen comected and

snother pre sotification has been submitted o and accepied

by the BRI I sceordanee with the Rusles.

3.6 Cancellsfion and Amendrment of Entrles; Revetsals,
Company ahall have no dght to cancel or smend an Entyy
after it 4 delivered to Back, Baak, howevee thall us
ressonable effouts to act on 2 request by Company for
tevergsl of an Hetry file pursuant to the Bukes; provided,
however, that Bank shall not be Hable for intereat or losses i
such zeversal 45 not effected. Auy request by Company for
revessal of sn Bty must comply with the Delvery
Requirements and fhe Security Proceduses, Company must
antlfy Recelver of the seversal of the Batey and the reason for
the reversal of the Hatry no fater than the Settement date of
the reversil of the Batey, Company shall reimburse Baok far
any expensss, losses or dsmages Banl may ncur In effecting
or attenpling to effect Company's tequest for the reversal of
an Hatey,

4, Protessing, Transmitts] and Settlement by Bank

4.1 Procussing, Tranamittal and Serdement,

Bxcept s provided o Sections 4, 5 2ad 9, Banb shal o
process Entries received fram Gompany to conform with the
tequirements vet forth in this Agreement, ) tranumft snch
Batties a5 an Ordginedog  Deposly/Withdaw  Tinanclal
hstimdon (ODFEY to an Automated Cleateg Howse
processas {('ACH") selocted by Bank in its sale discietion,
wnd @ setile for such Eatdes gz provided i the Rules,

4.2 Thuing,

Bank slisll teanstnit such Fatees to the ACH by the cat-off
times of the ACH. two business days prlor 1o fhe Effsctive
Hntey Date shown in such Butdes, provided (§ such Hoddes
are recefved fom Company by Banlds relyted cut off Hae set
provided by Banlt ou 4 business day, (i) the Effective Priry
Date fs at least 2 days after Company srandmission day, and

18

G the ACH i open for bustneas on the Company
emnsmlsslon day, For purposes of this Agreemeat, s
“hastaess cay" 45 & day on which Bank i open to the public
for currying ot sebatnnsally ofl of its bustness other than 4
Ssturday or Sunday, and Epides shall be deemed recelved by
Bank in the case of transmittal by slectouic tansmisslor,
when the tansmisdlon (ind complisnee with any telsted
Securlty Procedure) s completed s provided iy the Delivery
Rerubraments,

If sy of the requircnents of clause 0, @ o () of the
proceding paragmph i3 oot mes Bank shall use reasonsble
efforts 4o mansmlt such Fatdes o the ACH by the next
Deposit/Withdeaw deadline of the AT following the cutodff
time specified Banl which js 1 bualgess day sad ¢ day on
which the AGH is upea for businass,

b On-Us Butdes,
Breopt en provided n Section 4, i the tase of w Oo.Us

- Batry, Botsk shelt Creclit/Debit the Recelver's aecout in the

ameunt of such Bniey on the Effestive Entry Date contilned
i sach Entey, provided the requdrements st forth  clruses
@y and @) of Sectlon 42 me met ¥ either of those
requivements i tot met, Bunk shall vse reasonable efforts 1o
Credit/Dablt the Rectivers acoownt in 4he nenoust of such
Hoiy on the next buddness day followlng such Fiffective
Entry Date,

. Rejection of Bateles,

Al ACH Credlt originatiosy sopresent fnandsl obiigations
for the Company sad Bank, "The Baok mey refest sy Fatry
i Company has falled to comply with Ja account balses
obzations, The baknce showlng ln the Interset Busling

apstem ssoclated with the account desigmated s the

seltlement secoust for the Hitrios tnast be suflident to coves
the wtal ordpinations oo the Delivery dute a3 deserlbad abeve,
If the settlement account does pot have sufficlent funds a1
that thee, the Bank may, without sy ligility, deay, seject or
process the Hatdes,  If the enbsdes are processed, the
Compuny I ad8 obligated to pay the Bk for the Rrtdes,
Banl may sefect any Hntry for any reason o for no teasan,
Bagk shal nofify Company of such rejectlon {elther
ekactronically, In wiitlog, by telcphone, or sa otheryise agreed
to by Baule and Cornpany) tio lnter than the business dhay nfter
the Bffecdve Bowy Date,  Bank shall uet be lshle to
Cuspany for the sejection of sy Hatey, For Compuny’s gon-
receipt of 8 sotics given to Cempaay, of for the filure 1o
give notics of sejection st nn eastier time thas that provided
for beseln, Bank shall not be required to gay Lompany
interest o 5 rejented Fatty for the patiod from rejection of
the Entry to Company's tecelnt of the notice of vejeetion, [f
a5 Butry fa retuened or sejected by the ACH soleiy due to
ewots by Bank and sufficlent dats fs avallable to Baok ro
reptocess the Pavey, Bank shalf reprocess the Eatry,

7. Notize of Retumed Entsics,

Baxr shall notfy Company slther electranically, in. wnitiug, by
teleshone, or s otherwlse sgreed to by Bank and Conpany
of the recelpt of an Buty tehuuad by the ACH 0o later thaa
two (Z) bnsinesy days after Bank'y receipt of the ietesned
Tntsy, Bank shall have sio oblipstion to take other aciog
with respect to 1 retvened Entry,
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8. Provigional Paymeny,

Company tepresents to Baok sad agrees that it shall be
bound by the provislor of the Roles maldng payment of an
Batry by the RDF to the Recelver provisions] wntl recelpt
by the BEDF] of fnoal sertfement for such Bntry, and
spedfically acknowledges that it huy received notice of that
Rule and of the frct that, if such setdement B not recived,
the RDFT ehsll be entltled to 2 cefand from the Rocelver of
the smount Credited/Debited and Company shall not be
deemed to have paid the Recstver the smonat of fhe Batry,

9. Beewity Procedures; Unantorized and Authotzed
Brnute; Invonaiatent Hntrles,

8.3 Purpose of Secudity Procedures,

Company sgrees that the purpose of fhe Seeqelty Procedures
is o verify fhe authenticity of Batdes teansimitted to Bank in
the nane of Company and not to detest an esor In the
tmasmiasion or content of sny Eatey, snd thet no gecurity
Procectuse for the detection of snch crron has been ggreed
wpon by Bak and Company,

%2 Protection of Security Procedures,
Company is strictly responaible to cotabllsh and madntaly

procedures to safaguard sgalnst waauthorized tmsmissions. ]

Comgany wareants that no individusl will be sllowed 1o
Initiate tansfers In the absence of proper supervision and
safegunrds, and agrees 1o take resyomable steps e maindy
the confidentlality of the Seeurdy Procodutes and of any
passivasdy, codes, securdty devices and related ingeeuctions
provided by Bank In connecfion with the Security
Procedures, If Compaiy believes or suspects that 20y such
informaiion or lstrvctions ate kaows or have been aceassed
by unesthodzed persons, Company shal uoffy Bank
immedistely, In additon, Company will inmediately notify
Burke thar an employee’s suthodty bar been tevoked
whensver that emolopee lenves the Company's employ o
otherwlze is 1o Josger anthotlzed to subinit Entrdes on behalf
of the Coimpany.

9.3 Unsuthorized Entries.

An Botrp delivered to Bank that purports to have been
transmitted or suthordzed by Company shall be effective as
Company's Duiy as provided hereln sven if Company éid
not in St authorive the Bntry, provided Bank has acoupted
the Entty In complanct with the Secuelty Procedures with
respect £0 anclh Botey,

2.4 Anthorized Fxteles,

If aa Bntry recelved by Bank was transraitted ot anthosized
by Compazy, it shall be effecive ag the Company's Batey as
provided herein, whether or nor Baok commplied with the
Securdty Provedures with respect to that Eniry sad whether
or oot thet Eatry wag erroneous in any respeet or that eproe
woukl liwve been detested if Bank had complicd with such
procedie,

%.5 Inconsistent Bnteiey,
Compasy achrowledpes and agress that { if an Hntry
descrbey the Receiver uconsistently by name and acoount

18

avttber, papment of the Enty teansritted by Back to an
R might be made by R19F (or by Bank 1 the case of an
On-Us Entry) on the basls of the account snmber even if it
identlfles o pervon. different from the named Recelver, and
that Company's obligatlons to pay the smouns of the Betey to
Batile 45 zot excused in such circumstances, and {h If an
Hntry denedbey the RDF] inconsistently by name and
idemifying number, payment of the Entry might be mads by
ROFT on the basls of the recount mmber even i 1 ideat e
an RDF! different from the pamed RDOFL and that
Computip's obligndlon to pay the amount of the eniry to Bank
is not excused 1 such elrcumstances,

9.6 Commerclally Rersonable Standard,

After revlew of the Fneles contemplated under Ehie
Agreement, ncluding those sspects 1o verify the authentclty
of Entee dellvered by Compeny to Baak, Lomzy
achknowledges and mgres thet the Security Procedures zp set
forth in Schedule ¥ attuched hersto ace commeralatly
setsonulile and are approprlate for Company's needs and wil
pravide Compuny with the degree of protection selative 1o
Company's ability to accept the lnherent el of the execution
by Bank of snauthosired or erroneous instructions roceived
by Bank, s lotg a5 Bank ncts on the delivery of Bnicey iy
good flth and fa a freldon consistont with the other texny of
this Agreoment,

9.7 OPAC,

It shall ke the responsibity of the Company that the
originatlon of ACH trnsictions compliss with 1LE. law, This
inchides, but fs not domlted to sanctions enforced by the
Office of Forelgn Assots Contol (OFAC), It shall forther be
the tesponsiblity of the Company to obtain fnfosmation
tegaeding suck QFAC enforced sanciions. (This information
may be obtaned dlrectly from the OPAC Complhance
Hotline ar B00-540-OF ALY

10. Compuny Account,

0.8 Payment of Bnttles, .

Company shall at sll tires nafotaln yufficent avalible fands
in n Deposit/Withdnw gecount Coimpany shali maintds st
Baak {the “Company Ascount™), gs pet forth 1o Scheduls G
to pay the araoust of all Credit/Debit Bntrles, fzee, and other
amotnts which Company Is abllgated tw pay Bagk under this
Agreement, Brak in s sole discretion may roquire Company
1o hewe sufficiont avallable funds I the Comproy Avcotat to
cover the ampsar of o Credit/Deblt Entry prioe to Banls
wansenittll of sush ooy to en ACH or Banks
Credit/Tebitig of a Recelver’s account In the amount of an
Qu-lls Bnty, In the sbamee of such g requlrerent,
Company shall be obligated 1o have such avallsla funds bt
the Company Account a¢ such thme on the Biffective Hatry
Date with eypect to such Hidey, or in the case of m Ol
Hety, e date of Credlty/Debiting the Recelver's acesiml, g
Bank, i its dscretion, may determine. Bank may, witheut
prior notice or detand, obtaln payment of 8ty amount due
nad paysble to i under fhly Agrecmont by debithy the
Company Account, wnd miy Credit/Deldt the Cotapany
Actousnt fur 2y amonut to which Company & entified under
this Agreement. If there ase lnsufficient funds avadlable L the
Cotngany Acconnt o pay mousns Compnny ewes Breok
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sder this Agreement, Company shall pry eny armounts dua
immediately wpon demmnd, and Company sgrees thar Bask
may debit iy sccount melntned by Company with Bank or
that Buok mey set off agsiest oy smount |t owes to
Company, In order © obtwin payment of Company’s
obligaticss.

0.2 Pinancel Review,

Company further sgroes that the Bank at its sole dlscretion,
may fyorm time 10 fme subject Company te a Cracit/Debls
vewiesw |uicess which will assist the Baak i determnising
whether the slugle doy exposure Bmlwm for Credit/Diehit
Eniries sz¢ appeopuiste, Comparty shall, upon Banl's raquest,
provide to Bank sny such infownation and sssistance a8 Bank
ey requite performing any such evaluation, Persomal
guaanies of the principsl of the Cosporation or Company
zaty be required. Collateral may also be sequived, Failure of
Compnoy to weet sach smnduards or g provide wuch
information or asslatnce when requested shall comstimge o
breach of this Agreement and shall permit Baak to tesminate
Agrecment,

10,3 Aceonnt Type,

Company represents and wamaats that the Commpasy
Account(s) Is, and during the term of this Ageeement will be
maintuined primadly for commerclal, snd not parsonat, farnlly
ar household purposes.

16.4 Reaerve Rizk Amount,

At Dank's opticn, Company shell mpintels & balance of
aveifzble furds in the Company Account sufficient to cover
s payment oblipations under this Agreement phus a balance
of avallable funds in the Company Aceount at least equal to
the total of reumsed Batries over the previcus # monty
pecdod of such geeater amovnt (the "Reserve Rak Amount™)
a8 desipnated i wiiting by Banle, This amount wilt not be lees
than 50% aof the exposare Hmit, Upon torminstlon of s
bgtesment by either perty, rhe Compunys Accounts,
inchuding say Reeerve Risk Amount, shall be maintzined
sceorting o this Agreement for 1 period of 90 days to enause
these ave sufficieat available fands to process Bntries fnitiated
by Compary prios to termination aad to ensure adequate
fands ae avaifeble in the case of seversals, sefunde o
disputes by coatrutnese or other entities,

188 Credit Approval,

Due to the provisiona! nature of ACH teansuctions, all
trasssictions by Compeiy under thls Agresment ace subject o
inidal ciedit approval eud pedodlc ceview nad approvil of
Company's ceeditworthiness. Company will coopemts with
such medit veviews and promplly shell provide all
dooumentation weasonsbly tequised by Bauk, induding
sudited fimancial stoterments, Company ngrees that Bank nay
cbtaln updated credit Information, lncleding sredit buresu
reporty, af iny time iv conuection with any revlew, renews] or
exteasion of this Agreement, Company promptly shall sotify
Bank of any matectal change in Compasys fuauclal
eopditlon.  [f Company fails to meet Fanl’s ceedit
fequiremmtty, fails fo conperate it providing docwmentatlon
ot fafls promptly to aotify Dank of any change in Cormpasty'y
financial condition. Banl shall have the sght impnediately 1o

tenmiunts the Agreement,

G

1L Company's Representations, Warmntles and

Indemnification,

Compray repeesents and warmnm thet for each Butry
Compeny dellvers to Baok that @ the Enty b o«
Credit/Deblt Moty aod complies with the teems of thly
Ageement and te Roley; () Company has comapled with
the Rules withs ronect to the Entry () there has 50t beea
and shall not later be any bresch of any warmaty of Comésy
asan Oilginator or of Bank w sn ODT uader the Rules; ¥
Cotnpany has not breached any woerpnty costsined in s
Agreement; and (v} the Entey complien with 2 Jocal, Stmte
snd Foderal faws and cegulations, ineluding but not Imited to
the Electronic Pund Tramfer Ast, Regulation B aad ey
spplicable regdations issued by the Office of Forzlpn Atssts
Contral.  Company shall indemnify Bank agalast doy losy,
bsbility o expense fncluding atroraeyy’ fres wd expenies)
resuliing from or aclsing out of asy bresch of any of the
Setegolng topresentations or waseantes,

Company agrees that 1t shall be deesnodd to make and renew
ench tepressniition and wanaty made fn Snctlon 11 on and
#9 of ench day oo which it deltvees Batries to Baak,

12 Notices wnd Statemenis,

Banl &5 net sequirsd 1o and will not provide Company or
Recevers with notee of recelpr or Bunl's tmnsmbtd of
Credit/Dabiting of Hateles, Bntrles and other deblis and
Credit/Debits to the Company Account wilf enly be refiected
of the perlodic giatentent for the Compeny Acconar
Conspany shafl notify Bank of eny unauthorled or erroneyi
Batdles or uny other discrepancy o weror on the jedaodic
statement within foustern (145 calendar days of recelpt of the
steieement, after which the starement will be conclusively
presutmed to be corect 1f Company fafls to sodfy Bank of
sty guch discseprncy within one yemr of tecdpt of such
pedodic statement, Company shall be preduded fiom
asstring such discrepaney agminst Bank, Bank shall aot be
Uable for uny intercst or lostes resuling from Company's
fuliure ta give ruch notlce,

13, Liakility of Banlg Limitations an Liability,

131 Pesformance of Banle,

Banks shall be responsible ealy for pe formisy the services it
exaressty aptees 4o peform du this Agreement, and shall be
liatle only for divect demages consed by Ity neglipence In
pesforming fhose services, Bask shell not be responsible fur
euy achi of omdsstous of Company, lnehding without
limltation the smouut, aceeracy, tmeliness of defivery or
Reeetve: suthosimation of any Bany recebved from Compay,
oF #ny act ot omission of any other persos, Including without
trnitpdon WesPay, asy Fedesst Reserve Bak, wny ACH ar
srmmission or communications facility, any dam processo:
of Cempany, or any Recelver or RDFI fiscludiag withont

* limindon the rotum of an Batry by such Receiver or RDFY,

end o such persos shell be dermed Banld's agent.

132 Limit onr Drawnages,
It #o event shall Bak be Hable for any cenfegiential, ypech,
pualdve, or ludireet Jom or damage which Cornpany may
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inour o waffor in conmection with this Apresment ineluding
sithou: limittion loss or damage from subsequent wrbnghal
dishonor rosuldng fom Baoks act or omiaslony 5
pezfining it services under this Agreernent,

13,3 Faree Majeure,

Bank ehadl not be reeponsible for any faflame to act ot delay in
scdng if such fliwee is cawsed by legal constant, the
intesrupdon of tmasmlssion or communication fcilides,
cermpeter malfonction or equipmen: faflure, war, smetgency
conditons, or ather cirevmstances beyond Baul's reasonable
control, I sddifon, Baale shall be excused Feony fuiing to
wpusmit or delay fn transmitting an Haty i swel transmitel

would sesult in Baolds having vielated any provislon of auy

presest o fufuee tisk control program of the Feder] Reserve
or eny wule ar reguladon of any other govemmental
regulatory authorivy,

124 Intercst,
Subject tu the forepolng provisions, any liablty which Bask
may have for foss of interest for wm ewor o delay in

pecfonming it services hereunder shali be ealelatad by uslng

a rate equal to the average Federal Fondy tate of the Pederal
Reserve Bank of New Yok for the perod involved, lese any
applicable esteve requirements.

14, Indemnification,

Caompnay shalt defond, indemnify and hoid harmless Bask,
aotd its officers, disectors, sgents and employees, fiom and
sgaitat any aad all actions, couts, clakme, fosse, damages or
expenses, including attomeps' fees and expenes, rosuliag
from o wdsing out of () any breach of any of the agreemunis,
tepresendntions or warantles of Compeny conesined i this
Agregment, or {if) sny act or omission of Caotnprny or any
oiher pasty aeting oo Compsuy's behalf, including but not
fmited to the pasties deseribed in Sectios 134 above.

15, Payinent for Bank Sevices,

Cotepany ¢hall pay Bank feey for the services provided by
Bank under this Agreament in sccotdunce with rate schedules
published by Bank from tlme to thne. Suek charges do not
fnchode, aind Company shall be vesponsible for payment of
wy sales, use, ot excise, vilue added, uwililty or other almiiae
tuees eeluting to the servives provided for in Cowpaiy's
sgiouacat berween Bank and Compasy with respect to e
Company fccount {the MAccoust Ageement™, Rsle
schedules may bo changed by Baok upon pelor motlce to
Company,

16. Termination.

Baak may tesninese this Agreement bunedistely by aotice to
Company, or without notice {f Company breachus atty of it
oblgrtions under this Agrenment or the Kules, Withou!
limiting the generality of the forcgolug, this Agreement may
be termisated by Bank st any time by weitten notice If cH
Gompany hreaches terms of any ather agreement with Bank
inchading an agresinent involving the botzowing of BIGHEY of
the extension of Credit/Diebly @) Compsny  Houldates,
dissaives, mecpes into or congolidates with mnotler entify, or
seils, leases or lsposcs of & subsszadal portion of its busiiess
o sstety; (i) Company terminates its brislness, fuils generally
o ey its debitn as they become due, or admin in weitlag its
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mblilty to pay fte debts av they become tug, or i any
bunkeuptey,  reorgantzation, wrrangemnest,  insolvency,
dssalution or sladlar proceeding is fnstihited with seapect to
Company, or if Compuny mskes any amlgnment for the
Genefit of Credit/Debtors or entery into Yy composition
with Credlt/Deblors or takes any comporate action In
tfmthemnce of any of the foregolng or ) uay matertsl
adveree change oconss i Compasy’s financil conditles o
sepults of opeeations or ablity to perform it obdgations
bereunder, Company shall promptly give weitten notes to
Busk of the ocomitence of auy of the foregaing events.
Compony mey teeminate this Agreemess at any time toon
ten-{10) buviness day’s pdot notlce to Bank. Termination
shall not sffect any of Band's tlghts or Company's abllgttions
wder Sectlons 3.3, 10, 14, 13, and 14 above or relaed 0
Fitteeles initiated by Company prlce to such termlnation.

In the evems the Company orgineied debit entres, the
Compaty agrees to malitain s accourt with the Flnancsl
Instltution o setle chasgebacks for petlod of 90 duys
suhsequent to the seitiement date of the lwt deblt fle
originated, “The Company will mabntain & balance of po less
than 5% (percent) of the totml origination fie,

17, Severability,

ln the event that any provision of thls Agreerent or the
spidcation of sny such provison 1o any person ot pet of
citeumstinees shall be determined to be lovalld, unlawful,
void, or unenforcenbls to auy extent, the cemafuder of this
Agreement, aad the applieation of such provislon 4o pErsons
ot droumstances other than those to which It la deiermined
to be invalid, uolawful, void or unenforceshle, shall not be
impared o otherwhse afected end shall contiaus to be yalld
and enforceable to the flleat extemt permitted by ltw.

18, Confidentlatity,

Company nelowledges that it will buve access to certaln
coufidentigl Information rogeadlog  Baok's execution of
Entdes, the Secudty Procedures and the  servlees
costemtpluted by this Agreement. Company shall not discioss
any such confidentsl Information of Bank wnd shall ze such
confidentisd information osly In connccfon with dhe
teassactions conteplated by this Agreement,

18, Tapox and Records,

Al magnetle tapes, Fntdes, Seongity Procedures and secords
uied by Bank for tunmctlons contemplated by this
Agrecmeat shall be and remaln Bunk's property, Bank my, in
lia vole dscretion, make avuilible such Information wpon
Company's requeat, Company shall pay any expengey inqurred
by Bask in making sy such informaden avalible to
Cempapy,

20, Andit Review,

Batit icserver the dght to andit “Company” for complanee
to tha NACHA e,
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21 General Provisions,

211 Entire Agrooment,

"Phis Agreement sad the schedules atiached hereto constitute
the eathc agreement between Bank and Company and
supersede ol pdor egreements, In the event of any
inconsistercy between the tems of tiis Agreement aad e
Accownt Agreemens, the terme of fhis Apreement shall
govarn. In the event performance of the seevices provided
hetein in accordance with the reems of this Agreeme nt would
eesrilt fn 2 vickdon of sny present or fature sttuts, regulation
or government olicy to which Banh i subject, and which
govesni or affects the twnaacdons confemplated by this
Agreement, then this Ageeemeant shell be deemed smended to
the extent neressary to copply with euch statate, reguiation
or policy, and Bank shafl lncwr no Bsbilty to Company 23 »
result of such violetton or emendment No course of dealing
between Danl and Gompuny or usnge of tmde shall constifue
a maodificaion of this Agresment, the Rules or the Seeutlty
Progedures or consitite an agreement between Baak and
Company cepardless of whateves practices ot nroceduares
Bank ot Compiny tnay use,

21.2 Ameadinent,

Hxcent ug provided in Section 14, Baak mey amend ay paet
of thls Apreement, including any schedule hereto, from dime
to time immediately upon notice to Compaay.

213 InetrucHons rad Notines,

) Exeept s otherwise expressly provided herets, Bask shall
notbe reqrind to act upon any sotice ot ibstuction recelved
from Gompany ot say other petaon, o4 to provide any notics
ot advice to Compruy or any othcr person with respest 4o
Aty fatter.

{H) Bank shall be entiffert o rely on any ol or weltten niortice,
responde, of other commtunication belleved by It to be
genuite and to have baen provided by an authodwed
tepresaitutive of Company whose pame v set fouth on
Schedvie B {enrh an "Aunthorized Representative™, and uny
such commonication shall he deemed to have been provided
by mch pecson on bebalf of Company, Company
sdminfetrater  tay  add  or  defeie any Authorlzed
Represcatative by accessiigy the SBystems Administeator
section on the website, Such notice shall be effective on the
secontd business day following the day of Bunks receipt
thereof, .

{if) Any Tntry or other date of informatlon secaived by Bank
from of trassmiited by Bauk to the followley dats processer
selected by Company shali be deemed to have boen veceived
from or transmitted to Cotnpany, and sueh processor shall be
doemed the sgert of Company,

{fv} Bxcept as otherwise provided bereln, sny notice under
this Agreemeur st be in writtng and delivered by exprays
cattiar, o seni by United States seglstered or certified madl
addreased to the wddress In the signatore section for esch
Euted prrty, unicss another adedess Is subsdiuted by sotice
delivered or seat es provided boreln,

MNotices must comply with aay mpplicable  Secusity
Procedutes. Except as otherwlse exrressly nrovided herein,
mip puch niotics shell e deesved given when seceived,

24 Third Party Vendors,

1 Company transmits Batides through a thind party Vendor
{"Vendoe™), Vendor la the agent of Company. Bank s not
sesponsible for the acts ov omlsslns of Vendos, nd
Company agrees to hold Benk hamsless fom my lossas
caised by acts or cmfaslons of Vendor, Company agrees hat
the Becurlty Proceduss estallished between Vendors, as
Company's agent and Bank i commerclally reasosable,
Company shall bear ol costs assvdiated with the acrislion
wnd malnenance of ol systems used by Cospany In
coinection with the tasctions contemplated by this
Aprerment, fncluding ot not bmited to computer hardware
#od software, transwisslon lines and fcides, prograsiming
and repalr, snd Bank males no fepresenfations and
wadertsles no obligations with respect to fhe same,

A5 Assignoent,

Company may not ssslgn ity interest or dgbts vnder thly
Agrement without the pieior written conseat of Bark, end
any prrporied assignment in volatlon of this sectlon shall he
void,

214 Suceessor and Assigna,

Thir Agizerent shall be Weding vpon and e 1o the
benafit of the partles hemeto and thely cespective Tegal
reprientatives, succemiors nnd  permnitted wsigns. Thiz
Agreement fa not for the benefit of any other persan, aod no
othur pessan shall have any right agadst Baak or Compatry
hesrundes,

217 Theadinga.
Hesdings vsed In this Agreement are for convenionce only
and shall not be desmed & pact of thls Apreetnent,

218 Governlog Lavw,

This Ageeement shall be consteued in aceodance with and
groveraed by the laws of the State of Califorsia, Inclwditg but
aot dmlted to Dlvislon (1 of the Califomls Cortmerdal
Code.

219 Counnterparts,
Thir Ageeoment may be sipned In cousterpaits all of which
shall constitute one agreerneat,

{BND of AGREEMENT)
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Lockbex Services Agreernent

Tide Apreement governs the terms and condliony of First
Foundation Ban Lock Box services, This apreoment bt hetween
Parfiey Fizst Foundlation Bank (Bank) and Client whose nume is
recorded i the siphatuce aren of the Cagh Management and Online
Dagling Services Worcliment. In conslderafion of the mutust
sprecinents iereln comtuined and for waluable considerstion the
pmities hereto agree as follows:

i Responsibilitles
steret shatl:
& Berceountable for prompt payment of olf expenscy secording
to the agrved upon fee schedule for services provided by
Bank.

Banle ghall:

ko Bstablish the PO Box cenend seivice on behalf of the Cent,
antt schedule sny aed all postl piekmpa at the designated
Post Office 2t the best timels) avallable to maximize the
avallabifity of miil in ordes to meet processlug requirements,

b Will waintin a service 1o recelve Iockbox paymests with
comesponding documenta from Client’s billed clleats.

& Open avd sort envelopes picked up from the Post Office,
cemove the contents, aad dnspect and procesy the checks and
documentation in aceordance with the desives of the
Cléens,

4 Provide dally webesccess to all fmapes, Bles and reporms
progeammed for Clisnt,

2 Post Office Box Usage,

Post Office Box{es) established pussuant to thiv Agreement shell be
Uenlted n tee to temittasess only. Al othes corresponidence 1o
Brok tmust be deffvesed in ascordance with this Agrecment.

3 Condet/Delivery Service.

Bunk agrees m establlsh  couder services for pickup of
semittances from Posi Office for delivery to Bank processing
centel 7 ey desned appropsdate by Bank,

4. Deposidng Remittances,
Peposits resuliing from processed remittenees will he depoaited
dafly s they are recelved from the Post Office Boy,

5 Standard of Care,

Client agrees that Bank's sesponsibllity under this Apresment
shell be Hmited ro the exarcise of ordismty cace, Falnes o
exercise such ordinney eare shall not be inferable by reason of the
losg of an item without an addidonal showing of negligences oy
the paet of Bualk,

Hatablisheaeot of ind  substentidl  complanee with the
Responuibilities set forth shall be deetned to comstitute the
exerclse of ordinery care; wnd Clhent agroes that occasional
Intentional devistions by Banl from the provedutes set fouth shall
not be deemed 2 fathuse to execclss ondln ary eaze In nespect to the
wansactions in which Jeviadons ocoun In sa eveut shall Bank be
bable to Clieat for the fallure to follow say of the operating
proceduses sut forth including, without limbtatlon, &ilure to
porfonn sy service within the tioe provided Hherefore, if falluse
to performe is due to the occurrence of asy of the following -
events: mechenical faibues of Banlt equipment except if such
fudbure is the result of Busliy negligence, « power falluce, strilees or
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loyots, fire or other casuahy, dot or oivil COmnotion,
windstorms, earthguakes, floods, other Aew of Giod, dalay In
Hangportaten, Govermment regubntions or Intedferences, or HOF
event heyond the control of Bank,

6. Yrdng and Pryment,

Al processing feels) for service by Banlk axe apreed to 2 attached
to this Agreement at inception snd 4t smendsd from tme fo tme
by proper notice by Bank . Tt s ageeed e, Bank wil] charge for
services randersd under this Agresment on the date of enck
aoafyals statement each month for the prlor month’s services untl
$dd Agreement It modified and ngseed upon by both pastiss,

7. Programming Enlancemente,

Al edditionsl programmiug erbascements or modificatlons
muat be submitted to Bunk with 30 days pdor notice. Bask
tescrves the right to deteamine length of tms required to perforin
sdd programeming fn coses of "excossive” coqpieats, Basl will
provide mn iemized andlysds sttement to Client snch month
detalling sald charges upon sequest Bank warents that won
acccptasite of this agreement that these are no addktional chergee
except for those disclosed eatller uness otherwise stated, Prices

_ e gubject to chasge upon 30 dave prlor weltien notfcatinn fo

ChHent,

8 Propsietary Rights Indempification.

Bach party (“Indemmifying Puity”) agrees to defend, indenify
nud heid the other patty (“Fndemnifled Pecty™ harmless oot and
ngainst any and sl actionms, caims, dewnaads, and Yens
(eollectively, "Actions™), and sny costs, Hiubdlity, losses, damages,
fadgmests aud axpenses, including reasonable attarney’s foes, In
connecion with any Acton for infiingement of » copyright,
{uderaerk, patent, teede seciet ot othar proprietury tght of the
lademalfed Party. The Indemsifled Pasty agrees to give the
lodemuifying Party prompt notice of any auch Action and shall
coopesate with the Indemnifping Party 4o the setleement or
defense of any such Action,

% Confidential Informatioy,

Erch party agrees to preserve the casfidentiality of Confidential
Data belanging to the other party I accordance wih the torms
and condittons set forth In this sgresment what {5 Exhibit A7
Clent Information must be treated confidentdlly and i
excordatice with peivacy bwa of the Smte of Galiforols ad the
United Statey,

18 Teademusks,

Client acknowledges sod ggress that no tight, title, or fnterest shall
be aequired it the name, service masks, or tendemarks of Bank or
atiy of s nffllatus, and that vpon termination of this Agreemant,
el use of same by Clieat shadl consg, exeept as may be otherwdse
cxpressly euthoreed in writing, -

. Refationship Betsveen the Porties,

1tis exprossly understood und agreed that the selationship of Hagl
aid all ita persounel to Client shall be thet of 2 servics provider at
el dmies, and nothing heveln shall constitate aither Bask o1 Clent

45 the partner, sgent, or legal representetive of the othez, for any
panposs whataooven
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12 Term. .

The terms und condifons shell he effective for a pesiod of unt Jesy
than twelve months fiom the date this Agreement 1a aigried and
shalf remain In effect undl ternlnated. 1f this sesvice b termitated
by Cliont prior to twelve momths elapsing, Clisnt agtess o pay
Buaalk the sverage mouthly fee for the preceding number of montirs
for which service was provided for esch month of service
cémelning in the St year of pervice,

13, Ldmitation of Lisbilhiy,
En no event shall either party be Hable to the other for speclal,
Indivact, 2rcidental o consequantial darmages,

14 Indemnification.

Bach pavty aptees o dodemnify, defond, and hold hasmless fhe
othes party and s subeldindes and affiiates, theit respoctive
divactoss, officess, srmpioyees, agents, sharehold &r5, BUCCREIRS
and aggigns, fiom aisd agalnyt any and off Uabilty, sctions, ciaieng,
demands, Licts, losses, costs, demages, judgments, and expenses,
including ressonalile

attorneys' feey, divectly resulting from any neglgence or wiiful
mbsconduet of sach pasty undertisn pursvent to or lo
conaecton with this Agraptmnent.

15, Hending,

The dercelpiive headings of this Agreement are Inmaded for
reference only and shall not affect the constuctlon of this
Agreement,

16, Notices,

A sotieer or other commuaications heweunder shall be In
wiitlng mad sunll be deemed to heve becn duly given i
delivared in petson, or by United States mnil, certified o
veglstered, postape peepald, retum receipt cequestsd, oc
otherwise sctually delivessd to the appropriate pasty listed o
thiy ggrecment.

17, Confidentiatity, ’

Tinch party nckhowledpes fhax each pasty may make avelable

ta the other party Information about s or i afiflintes’ busingss

paactioss sod plans (Confidentlal Dats), sndfor certain

Informatlon #od matedal identificd by Bask or Clieat ns

"Confidential" (Confidentlal Date)., Confidential Dty may be

wiitten, onl, recorded, or in electronic form. In the ise of

Client, Confidential Data fncledes but s not Emlted tor

& "Proprietay Information” relatlog to  Client thar g
cotrpelilively sensitive matoral not peneelly kuown o the
public, inchediag, but not limited 10, fnformaton that relfatey
to past, prosent or futwee research and development, trade
secrety, products and scevices, pricag, minrketing, B clsl
matters, or business a fades,

b “Clent Informatlon” relating o ooe or mose customiess of
Clienl, snd inclides nformation about Ay pegeoa of entity
that ohtaing or secks to obfmin n product or service from
Client,

Ench pasty acknowledges thar 6ll Confidents) Dty fiomished by
the other in copsldersd propdetnry and 3 & mater of et
confidentialitn,  Each  party s aclnowledpes fise  the
unenthetized nse or disslosure of any Confidential Daw could be
destimental to the other. In comsideration of this, each paty

24

aeecs that {t wil nor distibite, disclose or coavey to third parties
any Confidential Data except ns required By banking regulations or,
i to a pdvate thicd prety, upos the other PAHyT priot wiitten
sppeaval, 1t shall notmake use of way Confidantal Juta recalyad
fror the other patty For ita own besefit,

The obligations set forth ju tids section shull not wpply o ()
Confidentlal Doty of cither pactyr ) which has become well
known in the teade; or (H) which wag Inwflly disciosed ro the other
garty by o thied pacty; or @) which was independently developad
by the other pacty; o §v) which was known to the other purty
prio: to enteing lafo thiv Agreement or (&} any discosses
epeolfically athostsed by elther party in witing,

18, Prlvacy Regulations,

Back agrees it will comply with applicable Prvacy Lawe, "Puivacy

Laws® refees colloctively to the vatdous federe and ptate laws nod

segulations govemsing the privacy of Client Infommation, Bask hog

implementnd appeopeinte mensures designed to

& Hagure the secudty and confidentialiy Clent Infnamation;

b Protect against any antleipaved threat or hestds to the
secusity or dntepdty of Client Information; and

¢ Protect against waenthorlzed nccesy 0 or use of et
Informatlon thet cosld sesult dy subsmstad baem or
inconvenleice o any Cleat.

1, Invalld Provision,

‘Shoud aty part of this Agresrent, for any senson, be declie

lnvalid, such decisior shall not affect the valldity of any rematilng
portios. Such rerulning portion shall remadn b focee ad effect ag
if thir Ageement hod heen executed with the ivvald pottion
eliminated,

2. MNon-Waiyes,

Nty terms or peovisions hereof shull be cdeemed waived and Tl
breach excused, nniess such walver or consent be In wilting amd
signed by the patty chlmed to have walved o congented, Any
consent by aay pasy o, or walver of, 4 breack by the uther,
whether exprossed or mplied, shall not constliute eopsent to,
walver of, ar exerse for any other differant ox subsequent breach,

IL  Agreement'Temsination,

Thly Agreement may be terminated by Baale or Clent for sy
reaaon upon slkty (603 days wiltien notics to the other Usoa
temination of thls Agreement, Baak shall asdiat, for a pesiod of
thirty (30} duys, Clent In the tennpiton of tervices undsr this
Agreement to Clent's new loskbox serviee provider or In-house
suiution, Bank agtees i permit Client to xeasonably postpone
the turger tormdnadion date for the servives being terminated as
may be vequlted by unexpected changen in the tmnsition plan.

3% Businews Termlnation,

In the event that elther prety shall cense cotducting business i
the ol courss, become Insolvent, make geners aesignment
Tor the bencfit of cveditors, mffer or prowit the eppriotment of 5
tecelver of Wy husiness or assets or shall avgdl Jtpelf of, or becone
subject to, 1y proceeding vnder the Fedar] Basksuptey Act or
sty other statwte of any state selating to tnsolvency or the
protection of sights of creditoss, then fat the optlon of the otle
pity) this Agseemaent shall tecminate and be of no farther force
aad effect nad aoy property or tghts of such othes oty buapibic
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or intangible, shel] immedintely be returned o e

23 Assignneut,

Neither prrty shall 24sign this Agreement without the prior
wittet: consent of the other party. [n the event of pssignment,
the wesiguing party shall coutieue 10 be responstble for afl of its
obligations hersunder, and fhe assigning pasty gunrsntesy the
satiafactory performancs by its nasipnee. B

24, UQU Applicability.

Bxeept to the extent that the previsions of this Agreement are
cleatly incansisteat thesewith, thiy Apreement shall ba governed
by sy applicable provisions of the Uniform Commerclal Cade,
To the exsent that this contract antalle delivery or performanee
of sexvices, such services shall be deemed "poode” ualess to do
50 would matecially deviate from the transactione contemplated
by this Agteemart,

25 Amendment,

No amendment of thiy Agreement shell be effeetive anless it is In
wiiting and 5 exeowred by euthodved sepresentatives nf both
partios to this Agreement,

A6, Goversing Lavr,

This Agreement shall be governed by and constined ln accordince
with the interoaf laws of the State of Callfornin, without segard to
conflict of laws principles,

37, Force Majenre,

Neither party shait lbe lable for eny Joss nor damage due t eruses
beyond dts contrel, incuding fire, explosion, lighining, pest
damage, power suges or fflnces, stikes or labor dispuies, witer,
acts of Gad, the clements, war, civil distarbanees, acts of ovil or
militnry asrheddes or the public enemy, inabllity 10 secure mw
snaterdels, trapspartation facilifies, frel or enekpy shortages, acte or
cenlsilons of communicatlons carders, or other couses beyond that
party's comwrel. Either pasty may termisate fhis Agresrnent
lmsenediately on written

notlge If the ather patty iy prevented from pocforming ity
obfigatione under this apeeement,

28, " Conatrnrtion,

This Agresrnon conetiteies the entlrg apeeement between Bask
and Client and it supersedes ! prer oral end weltken
sgreemiente with teapect to the subject marrar contained herein,
This Agreernent shall be construed equally apaingt thy partes
regardless of who iz more responsible for it prepasatlon, 1f
thete Is & conllict between o part of this Agreeneot end aay
present v future Jaw, the part of tils Agreement that is affectad
shal be cumiled saly to the extent necessssy to hring it within
the cequirernents of that law,

{END of AGREEMTENT)
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Multiple Access Agreement

Thir Agreszment apltans the Jorms and condiions for condiseting anline
and atinits banking aseivitis batwonn awannty that ey have ifirent
owrershiy and vigy bave diffirens Thpayer Tdnsifeation Neevvur
(TEN) from el ovber, Banking ativities v sy qodity that affts the
anth balwness dr the acooursty ol gy nclucy beat are a0t Swited B
Frangfizring badus: brtwsen asornss andf or dyponting a check i
Dayable 1o o asvasint fute anotber aocomnt andlf or dupuiing o4 aeconst
batlarasey of Kitviotsd aevaniiny ot { o senclivg flond 1o 133 peortty,

This Multple Accesy Apteement {"Agrezment) i entered
inta betwesa Fisst Foundation Baok ("Banl', “we”, "ur and
Your) nad each of the Companiss  (*Companies”,
“Company”, "you”, “cligat” and “your" identified on Fodiblt
MAPA to thiz Apteoment As nsed ln this Agreement, the
telms eelir ta each pesson sigaing the Companies covered in
thig Agrecmeat, Fach of the Companics sequests the Bank to
allow all oiher Compaides to access the Ateounts uasing the
Services idanified I this Agraeracut, This Agreernent will be
affzctive 2s to each Account Beted in Bxhible MAFA, o of
the "Dt Added” noted for the Account, also ln Exhihir
MAPA,

A, DefwbHons, .
As used in thiz Agreement, and In addition to other defined
teans, the terns below will huve the followlng meaniags:

1. “Accoumie” mumay the deposit acconnats identificd on
Hahibit MADA,

2 "Company” means cack cndey {or indleldunl 1f sole
proprictorshin} identified rs & Company on Fixhibit MARA of
thie Agreemnent, The Compaay is the owaer of the
cogegsponditygy

Aceount idsaiified with Company’s narme on Hxhiblt MAPA.
Company does aot mean suthorzed sigeers on the acoount
signature eawd that are sos-owners of the Acoount,

3, "Adverys Bvent” fneans;

fa}  If any Azcount v subleet to levy, attachmsent or other
tepel brocess;

B I any Company i3 the subjece of velustay o
brvalmntey bantuptey procesdings, or say other nction
for relict of couditors generaily;

{&) I any Company claputes the suthendicly of way
Gomiupication, or the authority of the Basle to sct or
ot to 42t oo the legltimacy of amy scton talen by the
Baal, in counscion with sny Service pesfosmed in
zesponse to any Communicetion recelved by the Bank;

{@ Any oue other then Company asserls m intecest fu an
Account, whether op not the Intersst iz luter held to be
wilid; or

(&) Aoy other ection oz inaction deemoed by the Benk to
progunt sk to the Bank,

4. " Authordzed User” tmeans

(@ The Company;

@ A Compeny's employees, officers, desipnves, agents,
adminlsirarasy, or othes persons authodzed iy the
Cowpany to wse tie Bystem or Services. Any person
who bas been ghven quthesdzation by « Corpany or by
anoiher Authorlzed User (even If in breach of
obligaions of confidentslity) to wse the System ar

a4

Services, Authorlsation 49 desrned to have been given
and i3 hemby confivned to bave been gven by the
Company o 4y person: (A} to whom the Cotmpany
grovides sctal authordey (for example, by appeintment
& apeat or by resoltloe of Compasy's bosed of
directors ox goversing body); (BY who bhas appasent
suthorlty to act oo behalf of Company; o (0) whe
receives Secyidty Codet o tay other secutiey procedures
fiom the Compang, any Administutor, ar any otbet
pemon  previoudy glven aceess fo the secusly
procedutes by the Compuny, The asthorztion of 2
Authorized User continues undl the Company notfles
the Baalk and ewgressly withdemws authorizaticn For that
pewrtn to vse the seourlty proceduten und the Bask hay
had 1 sufficlent time to sct on such Information,

3. "Communieston” memts nny message  instruction,
paymedtt, elecwronic dam of other comemunicatlon received by
the Brak through the Syutern and 15 the name of 1Y OO Or
mote Company, The teun *Communistion” ncudes any
requesty for imaasfers betwean sconunty, of othes access ko af
use of the Systen for purposes of nay Servives made svalable
in fhir Apreement,

6. *Commercitl Acceount” means an secount that is used for
R prrpose ather than 4 Consmmer Account,

T "Commeet Account” meats #n scoount that s satblished
peimatily for pesonal, family and housshold parposes,

8. “Services" theans those services accessible through the
Syetem,

9. "Bervles Agreemnents® meane the following agresments
Befiiately entered between Bank and each Cotapuny! Oullne
Batldng ned Cash Manngement Agreement,

10, *Other Apreoments” mesns the Brok's Accovat Thms
and Condlfloss and any other aprectent applicable to an
Acount or Seevice entered into by and betwesn the Bank
and Company, e amended from tme to tme.

11 "Becurity Coded” and securlty procedures™ sefors b e
authentlontion apsteras, tools or methods used by the Bask to
authentoate Communientions from 4 Company inclading nny
Authoiized Users, or theit successon,

12 “Syete™ oreand the eystemnds} mede avaliable by the Bank
to Bach Company, a5 deseribed in the Sorvice Agraementy,

B, Services,

Fack Company echuowledges and agrees that olf of the
Scvices svailible pursnant 1o ity Servlve Agresmess with
Bark wil be subject to nceess by all Authosived Upurs,
Avcordingly, the Services wifl be appiled of made mvailebls to
eath Company and o ol Accounts of engh Company on an
indiridun snd on o mudltl-pasty basis, ‘The Bank oy, but i
not required o, Inpeose Hmitidons on Eech Cotmpray that
differ from one Compauy to the next Company, At the
Banl’s option, 1. Company's aceess to or e of the Accousts
of mnother Compruy tmay be subfected by Bank b tha
restictions applleable o the Company i whase name e
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Multiple Access Agreement

Acconnt I held, or 40 those applicable to the Company
setidng access, az to zuck other resitietions as the Bank Ty
iirpose,

C.  Designation of Acconnts,

Hach Company ncknowledges and  aprees  that orly
Commercial Accounts wil be acceasihle througs the Bystem
and Services contemplared smder fhis Agresment,

D, Other Agreementa.

This Agreconent sepplements the Other Agreesents. The
Other Agecments aze incorporated into this Apteement and
made & pert of it. The Accounts und alf Ssrvlces used by a
Company will coutinue to be subject to the teims and
condifons of the appiicable Other Agresment, BXCOpE 24
apeettically modified In this Apschmenr,

B, Use of Services.

The Bank will provide, nt the express request of ench
Company on the signature lines provided fn Sukibit MADA,
the multipic aceeas service provided under thls Agresment
betwean vnlfke accounss that may of may nod be selated by
tommoh owncrship os common slgnes. Buels Company
nndemstends that the Secutlty Coden sllow active acogunt
wansaction  bomctonally (e, paymonts, tmasfers, otc)
between the Accounts and to third parties,

¥, Anthodzation.

Each Costpeny snthouizes the Bank to Bow each other
Company eud e Avihordzed Ussm accesy to the Coempaiy’y
Accounl vix e Systea with full authority plven o eonduct
wanmckions This may tnclude Services that ore made
avadiable fo oibcr Compavies but that swe not made dailable
by the Banh disectly to ihe Corapany whose Accouses are
affected, This incudes authedty gomted nnder i
Agreement or uader any spplicable Other Agreesment
Without limiting the foregoing, ench Cowpray authotizes the
Buni to debit ov credit its Accounty and otherwise o act fn
nerordance with Comennneations recotved from suy other
Company or Anthorbeed User,

G, Communicatlon with fhe Banik,
A Comsmunication seceivad by the Bank thiough the Syslem
will be deemed to ke o valid and puthorized Communteation
of the Computy samed i the 3 of 7 Communication for
purposes of wy Service requested ln the Communication,
Tha Baak Iy mut requized 10 verify the authesticily of sy
Commnsicalion other thaa thiongh the securlty pruccdures
set fords in this Aprecment, the Service Apteements, o in sty
spplicalle Oihes Agroement, A Commundcation secedved by
the Banlk iz the Syarem b the vame of the Company wid be
decmed an swtborized Cosmusiention, bitding on the
Company  omoed o the  Commonleatlon, #  the
Communication i sent by

L Any Auhorieed User, regardless of -whether such

individpels are reficcted 19 authodzed signers for the
Aczonnr

% Asy offeer of the Company;

Any vihec emrloyee, designes or other person who has
- been suthoszed by the Ceompany to wse the System
neder she tesms of this Agesement ar of any Other

i

ar

Agreement, of who it otherwise authorived t bind the
Compacy;

4 Any other person, whether ot not such person was
authorlzed to act on belslf of the Conrpany, If de
Comuunicatlon le in the oome of the Compaay sad if
the Banl verifles the aa thentfeity of the Communication
wleg the scouslty procedures descdbed i this
Agreoment, the Service Agreements, ot in acy applicable
Other Agresanett; or

3. Aay person with wetonl or Inplied atthority to tepresent
or bind the Company, whether by sgreement witk the
Bank or otherwlse, to the fallest extent allowed by law
(nclodlng the law of agency ot otheradag),

H Hffeet of Communicsilon,
Ench Company agrees thnt the Brnk n entitled to agt upon
sy instruction o other Communicstion recelved by the
Banle through the System from any Gompany or Authotized
User, nadd may trent thet Communleation recelved thiough
the Bystens as vabid Lo the same extent and to the sme effect
2 If it badk beans revelved through the Systern from one of the
Companien whote Accownt will be debited or otherwlse ls
afferted. Tor this end, each Company appolnts svery other
Company, inchding every other Compray’s Asthotized Elser,
¢ It agest and aftomey in fact for the purpose of making
pryment atders and providing Commusications to the Band,
and ageees to be bownd by any pepment order o
Communication fesued through the Spsterm by any piher
Company or Authegzed User Without Hmiting  the
foeegoing, each Cotnpany wi be  bowoed by amy
Commurleation recelved by the Bank thiough the Spatem i
the lastruction or other Commuaication is & ks owil name
{orin the nune of any other Cuinpany); and
1. The payment onder or other Communleaden was
sctaally asthosized by the Compmay; o
2. The Bank verifics the suthentlolty of the pryment ordcr
or other Commnnlfestion uslny he sommarchally
seasumable seoudty proceduces sel forth in this
Apreement, the Service Agresments, ot n say applicable
Other Agteernent, whether of not the payment onder or
odher Communication was actvally nuthoched by the
Comprny or by sy other Authorlzed User,

I Signanume Restrictione,

Bach Compaty underetands that Services imay be wsed to
eare transters of funds (detits and credits) from and to iy
Aocounts withou! regard 1o sy withdmwal o sigratiee
restietions otherwle appilcable to the rffocted Accouni, For
example, If withdewaly, checks or other access to on Aceouat
1s aubjees to daller Henita ot smultiple signatiee requirsments,
thete imitations are ot applicable to transactlons conluded
ustig the Bervices,

| Limitation on Services.

Hach Comprny ageees that the Bank may impose sestrictlons
on sy Seevlees, with ox withont cause, ot any thme and elthn
will notice or withow fotice to any Company {nchding
those affected by the restdetion), Witkout Bmiting the
foregoing, 3F an Adverse Bvent ootur, then the Bank may
(but Js not obgated to) take 0¥’ one or mote of the
Eohowing eetlons In connection with pre o tmoce {inchoding
porsibly olf) Acoounts
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1. Terminste or dinse Accoungs

2 Besdct or wrminate Services in connectlon with

Acconats;

3. Delay avaiizbility of funds on deposit in any one (and up
1o all) Account(sy

4. Freeys finde &2 any one {and up to ) Accoent(s) and
hiold them pending Instructions acceptable to the Banly

5. Interplead Bincs in Aconunts wlth any coust, whethec or
not fle cout! dater determines fhat interjlender fa or ls
no; sa atnodzed acton by Banly or

6 Take aoy nther netian 0 protect the Bank agalnst cost,
brew, ineonvendsnce, fitigation or otherwise aa it sees fie
I she Bask’s sole discretion.

K. Compdny Ackmowledgenents,

Hach Compueyr aohnowledges and agress that

{0 The Baok did uot, at any tdme, solicie any of the
Compunies fer actiwation of this sultiple patty sccess
Resvice;

2 The Baak Iz providisg the muoltpls party access service
a8 an sreommodation to Hach Company and at the
express sequest of Fach Company;

3. The Company and sot the Bunk B wesponsible for
tevicwing and Gaderstending any negative impact on the
Company that miay ardse due to the Company's sse or
allowance of these multple party access sewvicos (For
example, fose of any inslwance covewsge, Increased

possibility uf taldity for oblgations or sctons of uthec

Cemparies W neolvency or otherwlse, and inceeased
losses due to unauthorized ransnctiong)
4, 'The Company has consuited with thelr legal ccussel uad
accountiat prior to sigaing wh Ffor the raultiple perty
access gervice; and
The Compniy accepsy aif siske assoclated with the use of
the rmultiple pariy access services by irsclf and by the
uther Cogpanies.

e

L Bank Lishility,

Hach Company sgrees that the Bawsk shall not be Hable for
ey spechl or casequential danges artsing out of any dction
or lnnction by the Bank undec this Aprecment. Without
limitng the forepoing, sach Company sgress that damages as
te aayy breach by ire Bank o[ any term of this Agrosment ate
spectdative and ciffien]s to determine, and thus that the Bagk
shall in no event e linble t0 any Compuny tdividually or o
sll Compaities in the appregate for an amount In excess of the
lesser of §5,000 oz the actual domapges saffered by the
Corspany(ies),

M, Compnny Representatlens and Wartintes.

The Comproizs Individually represent and warsnt to the

Bank, ut the dme of czecudon of thls Agrosment and as pant

of enck Communication or use of a Service, that it i the wus

owner of af fands i the Account assoclated with 1t name on
the glpnaoure tines ln Exhible MAPA to fils Agreemont, aud

g follows:

1. The Company has oll cequislte power sed authorlty o
requent et anttoniee this Apsestment and the Other
Agroeneniy;

4. The Company ha duly sdopted a seachation authordzlng
the {ndividuad sigeing Exhibit MAPA on Company’s
buehnlf to xecuts this Agreernent on Company's bebalf;

D

3. Each Communicetion {3 authecdzed, valld g bindlug
on the Company when named in the Communicatlon, 3
provided (o the Bank It compliance with off te4ms and
sonditfons of this Agreement;

4 Any transsction conducted by the Comypaiy wilt not be
In violation of ahy state ot federmd law fincluding, but
oot fimited to, Gulifornin Corperatons Code Section
2253, vlich probibits maldng any  dividend o
distdbudon of nssets except In the cases and I the
manngr sllowed by lw, sither with the desipn of
defiauding creditors or sharcholdary or of piving = false
appecance to the valve of e stock asd theesby
defeanding subserlbers or purchasers); and

5 AN compuste or other bushvess formalities (o
appleable} have been sod will be Ioflowed with respect
to exch tanster of fands, includlug, but not Hwited ta,
propes guthorleation of alf requests and tansfess and
eevored keeping sequisements with respeet to them,

N. Becurity Procedures,

Tie yecudty procedurss used o verify the muthesticly of
lestructions and Commenleations by each Compauy ae
described in the Service Agresments aad equally epply 16 any
successor Authorzed Users, By using the Servicss, cach
Company ackacwledges und agroes that chis Agreament gnd
the Serviee Agreements mer forth pecusity procedures for
batldng transactons that are commerdially reascasble and
agiee to be bound by any instructons, whether authetized or
unauthocized, which the Bank eseruter In somplishee with
the sseuddty proceduses, unless the Bunk has been notified a3
descered Ity Agrement and the Benk has reasonghble
opprstunity to act on Sueh notine,

0, Motlce to the Bank

Eath Company will nodfy the Bank bnmediately if any
fepiesentation or wartanty made by the Compray cepses
be true or If the Company becomes numge of any breach of
By sepessentation of winranty by aoy other Company,

P. Laws anc Regulations,

Ench Compruy agrees to comply with all applleable jaws,
iules and reglations fu connection with s use of the Eystem
and the Services, cheding bur nat Hipited 40, the laws
prohibiting iliegal inerct gaombling aad the sanetions lws of
the Unlted States »s adminlstered by the Offcs of Fowdgn
Asiet Controls {OPAC), Fack Compuny agpeed to assist the
Benk In complying with of laws, reles and tegulatiens
applicable to The Communies or tw the Tunk, the Syetem or
the Sarvices.

Q. Indemniliction,

Each Company shall jointly and severally, defond, indemnlfy
and hold harmlass the Bank and ite officers, directess, sgents
aed employees from and sgalast iy aeed ol aotioms, cests,
chalma, Insses, damages or experues, mcluditg nttorneys’ fouy
and experses, resnlthnp from or arising ont of any losses due
to acdon of inacion by any Company In the we of the
Systean, the Serdces, ot by the Bank in the performance of iy
obligations under this Ageeoment. The olligations of Facl
Lompany under thifa Section are i vddithe to those provided
elsewhese I this Agreement, and are not 4 Ymitation on azty
othee ohligations of a Company te the Bank dwhethes nnder

Ty 2342
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thle Apgreement, say apsHoable Other Agresment, af law orin
equity).

R, Authorizaifon. .

Upon tequest, cach Company ugrees to provide appropeate
cotporate,  purtnership  or  other  applaable  emity
authorization, satlsfactory to the Bank, verdfylng the suthodiy
of each gerson shown below in Exhibft MAPA to iy
Agreement to entet dnto this Apreement fue st on behalf of
that Cempany.

8  Fees

In addition to other applicable focr that have besn ptamtely
dscloged i the Bank’s Othet Agreemenie, the Company will
loe chasged ¢ multiple accoss monthly fee of §0.00.

T Terme.

Except s specificaly modified hereln, all other tems and
conditions of the Amrement and eny Other Agreements
governing the use of any of the Accounts rematns the sime, -

U, Amendments and Termination,

The Bank veseves the cighe 10 eominate or amend the
multiple aceess seivicns provided under this Ageeement, st
the Bani's discretion, at any time, The Company mny
tesminete its continved partidpation in the muldple acemss
services comemplated under ehis Agreement by elgaing an
Amended Exbibit MAPA and completig the “Dmte
Removed” box for eacl Account to be semcved fom the
aervice,

Y. Governing Law,

This Agreement shall be governed by Californts lw (other
than Cufiforaly conflict of faw rules, if any, that might apemts
to cause the low of anothet judsdicton to apply, except to
the extent preempted by federal taw.

{END of AGREEMENT)

23
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CASH MANAGEMENT FORMS

Software Administrator Authorzation

Schedule ACH/EZ Deposit: Application

Multiple Access Parties and Accounts Authotization —
Schedule MAPA

EY. Deposit Equipment Receipt

Resolution of Board of Directors

30
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This product was created as part of a joini gffort between the Federal Bureay of Investigation, o
the Financial Services Information Sharing and Anafysis Center (FS-ISAC), and the Internet
Crime Complaint Center (IC3),

Fraud Alert Involving Unauthorized Wire Transfers te China
26 April 2011 '

The FBI has observed a trend in which cyber criminals — using the compromised online
banking credentials of U.S. businesses — sent unauthortzed wire transfers to Chinese seonomic
and trade companies located near the Russian border,

Between March 2010 and April 2011, the FBI identified twenty incidents in which the online
banking credentials of small-to-medium sized U.S. businesses were cormpromised and used to
initiate wire transfers to Chinese economic and trade companies. As of April 2011, the total
attempted fraud amounts to approximately $20 milkion; the actua! vietim losses are $11 milllon,

[n & typical scenario, the computer of & person within a company who car initiate funds transfers
ot behalf of the ULS, business is compromised by either a phishing e-mail or by visiting &
malicious Web site. The malware harvests the user’s corporate onfine banking eredentials, When
the authorized user attempts to log in to the user’s bank Web site, the user Is typically redirected
to another Web page stating the bank Web site is under maintenance or is unable o gocess the
accounts. While the user is experiencing Iogon issues, maliclous actors Initiate the unauthorized
transfers o colnmercial accounts held at imermediary banks typlcally located in New York,
Account finds are then transferred 1o the Chinese econormic and trade company bank account,

Victims

Like most account takeover fraud, the vietims tend to be small-to-medium sized businesses and
public institutions that have accounts at local community banks and credit unions, some of which
use third-party service providers for online banking services,

Rectplenty

The intended recipients of the international wire transfers are cconomic and trade companies

Jocated in the Heilongjlang provinee in the People’s Republic of China, The companies are
registered in port oities that are located near the Russia-China border.

"

1




The FBI has identified multiple companies that were used for more than one unauthorized wire
transfer, However, in these cases the transfers were a few days apart and never used again.
Generally, the malicious actors use different com panies to receive the transfers, The companies
used for this fraud include the name of a Chinese port city in their official name. These cities
include: Raohe, Fuyuan, Jixi City, Xunke, Tongjiang, and Dongning, The official name of the
companies also include the words “economic and trade,” “trade,” and “LTD,”

The economic and trade companies appear to be registered as legitimate businesses and typically
hold bank accounts with the Agricultural Bank of China, the Industrial and Commercial Bank of
China, and the Bank of China,

At this time, it is unknown who is behind these unauthorized transfers, if the Chinese accounts
were the final transfer destination or if the funds were transferred elsewhére, or why the
legitimate companies received the unauthorized funds, Money transfers to companies that
contain these described characteristics should be closely serutinized,

Unauthorized Wire Transfers

The unauthorized wire transfers range from $50,000 to $985,000, In most cases, they tend to be
above $900,000, but the malicious actors have been more successful in receiving the funds when
the unauthorized wire transfers were under $500,000. When the transfers went through
successfully, the money was immediately withdrawn from or transferred out of the recipients’
accounts,

In addition to the large wire transfers, the malicious actors also sent domestic ACH and wire
transfers to money mules in the United States within minutes of conducting the overseas
transfers, The domestic wire transfers range from $200 to $200,000, The intended recipients are
money mules, individuals who the victim company has done business with in the past, and in one
instance, a utility company located in another, U.S. state. The additional ACH transfers initiated
using compromised accounts range from $222,500 to $1,275,000,

Malware

The type of malware has not been determined in every case but some of the cases involve Zeus,
Backdoor.bot, and Spybot. In addition, one victim reported that the hard drive of the
compromised computer that was infected was erased remotely before the IT department could
investigate,

* ZeuS — malware that has the capability to steal multifactor authentication tokens,
allowing the criminal(s) to log in to victims' bank accounts with the user name,
password, and token ID, This can occur during a legitimate user log-in session,

* Backdoor,bot — malware that has worm, downloader, keylogger, and spy ability. The
malware allows for the criminal(s) to access the infected computer remotely and further
infect computers by downloading additional threats from a remote server,

2




* Spybot — an IRC backdoor Trojan which runs in the background as a service procéss_

and allows unauthorized remote access to the victim computer,
Recommendation to Financial Institutions ‘

* Banks should notify their business customers of any suspicious wire activity goi'ng to the
following Chinese cities: Raohe, Fuyuan, Jixi City, Xunke, Tongjiang, and Dongning,

v Wire activity destined for the Chinese cities of Raohe, Fuyuan, Jixi City, Xunke,
Tongjiang, and Dongning should be heavily scrutinized, especially for clients that have
no prior transaction history with companies in the Heilongjiang province,

For recommendations on how businesses can Protect, Detect, and Respond to Corporate Account
Takeovers such as this, please refer to the “Fraud Advisory for Businesses; Corporate Account
Take Over” available at hitp://www.fsisac.com/files/public/db/p265.pdf,

Incident Reporting

The FBI encourages victims of cyber crime to contact their local FBI field office,
http://www.fbi.gov/contact/fo/fo.htm, or file a complaint online at www.IC3.gov.
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FEB. 26,2013 12:08PM DEPT OF CORPORATIONS No. 717 P

STATE OF CALIFORNIA — BUSINESS, TRANSPORTATION AND HOUSING AGENCY EDMUND G BROWN, Jt., Governor

0
DEPARTMENT OF CORPORATIONS
Supporting @ Fair & Secure Financial Services Markeiplace Sorall

Californians

Jan Lynn Owen
Commissioner of Corporations

Los Angeles, California
IN REPLY REFER TO:

FILENO; 9632549
Date: February 26, 2013

To; Efficient Services Escrow Group
Robert Cremshaw, President

Referenoe: Demand to replace escrow trust account shortage

The trust accounts with Fixst Foundation Bank, sccount # 6000007267 and account
46000012416, have a shortage of $1,558,439.00, which.s the result of unauthorized wire
transfars, As directed by the Special Administrator, you are hereby ordered to replace the known.
trust account shortage no later than February 27, 2013 by 5 PM. Please provide copies of
supporting documentation showing whero the replaced funds come from. and as well as the
deposit confixmation to the trust account. If thess funds are not replaced by the designed time,
adrinistrative action will be taken which may include the suspension or xevocation of your

escrow lcense.

Hand Delivered by: Sultanna Wen, Corporation Exarminer

February 26, 2013

Robert Crenshaw, President

+ Sepurities * Franchises * Off-Exchange Commodities + Ivestment and Finanolsl Services +
+ Independent Bscrows ¢ Consumer and Commerolal Finance Lending + Residential Mortgage Lending ¢

SACRAMENTG 05814-4052 SAN FRANCISCO 94104-4428 LOS ANGELES 900132344 SAN PIEGO $2101:3697
1515 K STREET, SUTTE 200 ONE SANSOME STREET, SUITE 600 320 WEST 41 STREST, SUITE 750 1350 FRONT STREET, ROOM 2034
(916) 44347205 (A415) 972-8568 (213) 5767500 (619) $25e4333

1.866-A8K-CORP WWW,CONDOR, BV 1-865-275-2677
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L}
: St r a d i I n STRAZILING YOUCA CARLEGN & RAUTH, P8, REWHRORT BEACH B FRANCISGE
BB NEWDORT GENTER BRIVE SUITE {00 BAG.725.4000

HE268,5240
Aﬂﬂrn@vs at Law NEWHORT 3EACH, OA 28058422

HYTR,COM SACRAVENTO GRHITA BARBARA,
419.445,5350 805,730,900
ARG & SCHASIDER 9AN DIEGD SANTA HONIGA
(B TI5-4187 858,528,900 424,214,7000

MACHNEIGER@SYDRR.00H

February 28, 2013

Via Email and Overnight
Ms, Julie BonnelRogers
Dincel Law Group

25 Metro Drive, Sheh Floor
San Jose, CA 95110
rogers@dincelaw.com

Re:  Efflcient Servicés Escrow Group ("Escrow Broup™

Ms. Bonnsl-Rogers,

- My firm represents First Foundation Bank {the *Bank". {write In response fo your
ietter of today’s date, which suggests that $1,558,439.00 was wire transfarred from your
client's account as a result of “eyber theft" The Bank and our firm are in the process of
nvestigating these wire transfers, which, even though they cceurred in December of 212
and in January 2043, were only brought to the Bank's attention on Friday afternoon,
February 22, 2013, Since your letter offers no facts or evidence supporting the existence of
this alleged cyber theft or that First Foundation Bank is responsible in any way, First
Foundation Bank cannot honor your request for a bridge loan in this amount or fo otherwise
replace this money into your client’s accounts by 5pm foday,

However, we take such allegations seriously and have already opened an
investigation Into this matter. Based on your lstter, we understand that the opening of this
nvestigation will “provide a brief pause” in the Department of Corporation’s process,
relieving any Immediacy.

First Foundation Bank intends to complete Its investigation expeditiously, If you
have any Information supporting your allegations, please provide i to us at vour sarliest
convenlence to assist us In our investigation. We will provide you wlth the results of our
investigation into this matter once it is complste,

Very truly yours,

o

)
Maro, TS Sm—

for STRADLING YOCCA CARLSON & RAUTH, P.C.

LITTOC/2065288v2M 003710000
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wn B . 23 Metro Drive » Sixth Floor
DINCEL LAW GrROUP San Jose, CA 85110
. APC tef: (408) 573-5723
ATTORNEYS AT LAW fax: {408) 824-1312

frogers@dincallaw.com

February 27, 2013

Via Facsimile, Electronic Mail and U.S. Mail

Mr. Tony Swartz

Flrst Foundation Bank

18101 Von Karman Avenue, Suite 700
Irvine, CA 92612-0145

Via Facsimlle: (949) 732-7430

Re: Efficlent Services Escrow Group - $1,558,439.00 Loss Through Wire
Transfer Fraud/Corporate Account Takeover

URGENT BUSINESS
REQUEST FOR IMMEDIATE RESPONSE

Dear Mr, Swarty:

By way of Introduction, my name Is Julle Rogers, and I am an attorney with the
Dincel Law Group. We have been retained by Efficlent Services Escrow Group to
represent the interest of the company In the aftermath of a corporate account
takeover by cyber thieves. We understand that You have been working with
Efficlent Services FEscrow Group to rectify thelr loss In the amount of
$1,558,439.00,

We are writing to advise of the dire situation that Efficient Services Escrow Group
has been placed as a result of the cyber theft. Efficient Services Escrow Group has
been subjected to an investigation by the Department of Corporations (DOC)
which has resulted In a Demand to replace the missing $1,558,439.00 within 24
hours by Spm_on February 27, 2013, If Efficlent Services Escrow Group s
unable to replace the missing $1,558,439,00 Dy Bpm_today, It will be subjected
to an administrative action which will inciude Suspension or revocation of escrow
licenses and the closing of the business. (Please refer to the February 26, 2013
Demand from the DOC included herewlth.) The DOC has Indicated s willingness




Mr. Tony Swartz
February 27, 2013
Page 2

to provide a brief pause in its process upon written confirmation that First
Foundation Bank Is investigating the matter in an expeditious manner. It would be
greatly appreciated if First Foundation Bank confirmed its course of action in
writing so that Efficlent Services Escrow Group can submit the same to the DOC,

The position in which Efficient Services Escrow Group has been placed Is URGENT
and Irreparable damage will occur If First Foundation Bank does not respond
appropriately and timely. By writing this letter, we are requesting that First
Foundation Bank replace the $1,558,439.00 stolen from Efficient Services Escrow
Group accounts at First Foundation Bank by Spm_on_February 27, 2013 to
assure Efficient Services Escrow Group’s continued business operations under the
DOC. In the event that First Foundation Bank s not In a position to advance the
funds at this juncture, we are requesting, in the alternative, that First Foundation
Bank provide an interest free bridge loan for the $1,558,439.00 stolen from the
accounts at First Foundation Bank by 5pm on February 27, 2013.

Please contact me immediately to discuss this matter.

Very truly yours,

DINCEL LAW GRoup

Julie Bonnel-Rogers

JBR/kkn
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STATE OF CALIFORNIA ~ BUSINESS, TRANSPORTATION AND HOUSING AGIRCY

DEPARTMENT OF CORPORATIONS

Supporting e Fair and Secure Financial Services Marketpluce far all Colifornians

Jan Lynn Gwen
Commiasioner of Corporations
Las Angeles, California

Pebruary 28, 2013

David Crenshaw, Chief Financial Officer
Effictent Services Escrow group

. 19671 Beach Boulevard, Sulte 207
Huntingfon Beach, California 92648

Re: Order To Discontinue Escrow Activitiss

i
1

ear Mr, Crenshav

EUMURE G BROWN Jr., Severner

N REPLY REFER TO:
FILENG; 263-2549

finclosed is an Order 1o Discontinue Bserow Activities Pursuant fo Section 17415 of the
California Financiel Code issued by the Department of Comporations against Efficient Services
Escrow Group. This Order divects Bfficient Services Esclow Growp to immediately discontinue
all escrow wnd joint control activities, including the dishursement of funds from the trust ‘
accouut(s), This Order goes into effedt as soon as you recelve it untll further written order of the

Commussioner,

By serving copies of this Order on all banks bolding funds or property for Bfficient Services
Escrow Grotp, the Commissioner hereby requests all thess entities refrain from disbursing any

such funds or property,

I you have any questions, please contact the undersigned af the telephone mumber sted below,

Very traly ycuré,

Commissiover of Corporations

L./ A,

iy LiHartley,

Senior Corporations Colmsel
Enforcement Division

(213) 5767604

JLHh
enclosurs

SACRAMENTO 05814-4082
1515 K STREET, SUITE 21K
{P15) 4437203

SAN BRANCISCO 941044428
ONE SANSOME STREET, SUITH600 320 WES

(15) B7Ladad (213} 5767500

1-5366- ASE-CORY WWWCOTDLER. G0V

LOS ARGELES 900132344
5T 4™ STRAET, SUITE 756

SAN DIEGO $2101-3697
1330 FRONT STHEET, ROOM 2034
(519) 25333

3 B66-275 2671
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* State of California — Depstiment of Corporations.
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" THECALIFORNIA CORPORATIONS COMMISSIONER FINDS THAT:

| Agent's Fidslity Corporation (“BAFC™), the fidelity insurer for the independent eserow industry, that

MARY ANN SMITH

De%LEPr Corpmissioner

JUDY L. HARTLEY {CA BAR NO, 110628}
Senior Corporations Counsel

DEPAR OF CORPORATIONS

320 West 4th Street, Ste. 750 .

Los Angeles, Caltfornia 50013-2344

Telephoner (213) 576-7604 Fax: (213) 5767181

Attorneys for Complainant

; BEFORE THE DEPARTMENT OF CORPORATIONS

OF THE STATE OF CALEFORN?[A
In the Matter of THE COMMISSIONER OF ) File No, 563-2548
CORFORATIONS OF THE STATE OF )
CALIFORNIA, ' y ORDER TO DISCONTINUE EZCROW
) ACTIVITIES PURSUANT TO FINANCIAL
Coraplainant, ) CODE SECTION 17415
‘ )
. - !
EFFICIENT SERVICES BSCROW GROUP, )
‘ Y
Respondent. )
' )

]

| TO: - BEFFICIENT SERVICES ESCROW GROUF
19671 Beach Boulevard, Sulte 207"
Huntington Beach, California 92643

FIRST FOUNDATION BANK
18101 Von Karman Avenue, Suits 750
Irvine, Californis 92612

1 On or: about February 25, 2013, the Commissioner received information from Bscrow

Rezgpondent Bfficient Services Bserow CGroup (“Bificient™) had potified EAFC on ot about February
22,2013 that Bfficient had suffered shortages in is trust accounts totaling $1,558,339.00. Based

upon such information, the Commissioner, by and through staff, commenced 3 special exargination




State of California — Department of Corporations
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of the books and records of Efficient on or about February 26, 2013,
2. The special examination disclosed that Efficient had shortages in its two trust
accounts totaling $1,558,339.00, The spccxal examination disclosed that the shortages were

apparently caused when someone “hacked" into a computer of Efficient and thereafter caused

monies on deposit in the trust accounts of Efficient to be wired out of the country. The respective

dates and amounts of the wires were Decémber 17, 2012 in the amount of $432,215.00, J anua'ry 24,

| 2013 in the amount of $563,112.00, and January 30, 2013 in the amount of $563,112.00,

3. Atthe time the unauthorized wxres occurred in January, 2013, Efficient was in
violation of California Code of Regulations, txtla 10, secuon 1732.2(a)(3), which requires escrow
agent licensees to reconcile their trast account(s) on a monthly basis. The December 31, 2012 bank
account stateruent for the trus£ account ending in 2416 clearly showed the unauthorized wire in the
amount of $432,215.00 on December 17, 2012,

4, The regulatory e:iamination of Efficient recently completed in September 2012

 disclosed that Efficient was not maintaining its books and records in accordance with the

requirements of the Bscrow Law, in particular, its trust account books and records. The Department '
of Corporations™ examiner dlscussed the violations of the Escrow Law with respect to the
maintenance of proper books and records with Efficient durmg an exit conference. Efficient had
been prevxously warmed during its regulatory examination 1 in 2009 regarding its then faxlure to
maintain proper books and records, '

3. Based upon the findings of the special examination, on or about February 26, 2013,

| the Commissioner made written demand to Efficient to cure the $1,558,339.00 shortage in the trust

accounts no later than close of busmess Fcbruary 27 2013 Effment has faxlcd to cure the shortage

and contmues in xts fazlure to cure the trust account shortage

Based upon the foregoing, Efficient is conducting escrow business in such an unsafe and
injurious manner as to render further Operatio'ns hazardous to the public or to customers,
| NOW, BASED ON THE FOREGOING, AND GOOD CAUSE APPEARING
THEREFORE, it is hereby ORDERED, under the provisions of section 17415 of the Financial Code,

that Efficient Services Escrow Group and any person having in his or her possession any escrow
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funds or trust funds immediately discontinue the recsiptor disburgoment of any escrow or joint
control meney, documeants or oiher property in its possession, custody or control,
This order ds fo remain in full force and effect untt] firther ordér of the Commissioner.
Section 17415 of the Financlal Code provides 2s follows: .

(a) If the conumissioner, as 2 resuif of any examination or from any
repost made 1o him or ber, shall find that any person subject 1o this
. division is In an tnsolvent condition, Is conducting sserow business in
such an uasafe or injusious manner &s 1o render further operations
hazardous to the public or to customers, has faled 1o comply with -
the provisions of Section 17212.1 or 17414.1, has perrsitted it tangibie
. net worth {o be lower than the mineum required by law, has falled to
' + maintain 113 liquid assets in excess of cerrent liabitities 15 set forth in
Section 17210, or has failed to comply with the bonding requirsments
of Chapter 2 (cominencing with Section 17200) of this divisics, the
- commissioner may, by an order addressed to and served by registered
or certified mail or personal service on such pesson and oy any other
person having in bis or her possession or contro any sscrowed funds,
trust funds or other properly deposited in escrow with gaid persen,
direct discontiouance of the'disbursement of trogt funds by the parties
or any of therm, the recelpt of trust funds, the delivery or recordin zof
documents Tecetved in esorow, or other bustoess opezations, No nerson
baving in his or her possession any of these fitnds or documents shall be
liable for failure to comply with the order unless he or she has received
written notice of the order, Subject to subdivision (&), the order shall rernain
fn effect vntil st aside by the commissioner in whels or in part, the person
is the subject of en order for relief in bankruptey, or pursuant ta Chapter 6
{coramencing with Section 17621} of this division the commissioner has assumed
- possession of the escrow agent, ' ‘

(&) Within 15 days from the date of an order pursuant to subdivision (a),
the person may request & hearing nnder the Admindstrative Procedure Act,
Chepter 5 {commencing with Section L1500} of Diviston 3 of Title 2 of the
Government Code, Upon recsipt of a rsquest, the matier sHall ba gat for haaring
" rvommence within30-daysratter suchreceiptunless the'person'subjeet o
" to this-division consents to a ater date, I no hearing Is requested within
15 days after the mailing of service of sech notice and none is ordered by
the commissioner, the failure to sequest a hearing shall constiuie a waiver
Of the right for a hearing, Neither the request for & hearing nor the hearing
itself shall stay the order issued by the commissioner under subdivision ().

ny
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Dated: Febreary 28, 2013 .
Los Angeles, CA JAN UYNN OWEN
Com:ms:.mner of Corporations
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Mary Axm Smith 7
Depiity Commissionsr
Enforcement Divislon
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From: Tony Swartz <tswartz@ff-lnc.coms>

Date: Thu, 28 Feb 2013 14:1%:48 -0600

To: Danny Crenshaw <gannve@elficientescrow.com>
Ce: Ryan Willdnson <rwilkinson@fi-inc.comy

Subject: Phone Conversation

Hi Dannyt
[ wanted to archive our conversation that we Just concluded,

1. You have given verbal authorization for First Foundation Bank to continue to confirm all cutgoing wires with
Sandy Jones in the future. Your schedule will not permit you to do this at this time.

2. Flrst Foundation Bank will not be opening any new sccounts inthe future and the reqguest we received from
Sandy Jones on 2/27/2013 will not be honored,

3. First Foundation Bank will be completing our research in the next day or two and at that time regardiess of the
conclusion we will send you a formal request to close all banking activities. We will give you sufficlent time
{approximately 10 days} to close the relationship,

Please let me know If your understanding to my comments are different or [nagcurate.

Very Bast Repards,

Tony
Firgr

| Fourparion
' — Trost Stromgih, Bupedanes.
Tony Swartz 18101 Von Karman Ave
CO0 . Suite 750
Fitst Foundation Bank Irvine, CA 92612 )
tswartz@§finc,com Phone: (949) 202-4150
www, ff-nc.com Fax: (949) 732- '?43[}

I:weslmfm! I\f'm.igement \\f‘ca!th Pifmmng e nmulitm ».ltmi' *B .
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Julie Rogers, Esq,

Frorm; Crlqui, Shane [sorlqui@SYCR.com]
Bent: WMonday, March 04; 2013 539 P
To! Julie Rogers, Feqg,

Go: Schnelder, Mare J.; Kim ©. Dincel
Subject: RE: First Foundation Bank
Altachments: Cease and Desist 3.4.pdf

sulie,

Your email containg several inaccuracles.

Flrst, nefther my client nor my firm represented that we would have an Investigation concluded by today, Indeed, When
IMarc and | spoke to your partner Mr. Dincel late fast wesk, he informed us that your client would be glver a ten (10} day
grace period by the DOC,

Second, the recovery of funds was communicated to you as soon as [t was communicated to us - which was the very
naxt business day after the funds were recovered.

' Third, both myself and Mr, Schneider will be handling the matter,
Fourth, in response to your emall {sent Im mediately after the emall below} request] ng executad cash management and
online banking services contracts — our previous emall already provided you with the relevant slEnaturs pages as well as

the contracts themselvas.

Fifth, we unterstand that vour client has been malking false and defamatory statements regarding First Foundation,
Accordingly, please see the attached cease and desist letter.

Very Truly Yours;

Shane

From: Julie Rogers, Esq. [malitojrogers@dincallaw.com]
Sent: Monday, March 04, 2013 4:51 PM

« T Crigul, Shane

Cci Schnelder, Marc J,; Kim O, Dincel

Subject: RE: First Foundation Bank

Shane,
Attached is the letter for Wells Fargo you requested,

We were previously Informed by FFBank officlals that they was concluding its fvestigations and would have a declsion

- regarding whether they intended to cover the ESEG's losses no later than this morning. Time is a erucial factor In this
matter as ESEC Is under a simultaneous Department of Corparations investigatlon which places Its license and business
operation atissue. Can you please promptly explain what specific steps First Foundatlon has takan to Investigate this
ratter? Further, can you explain what additional steps must be taken by Flrst Foundatlon bafote it determines whether
It will cover ESEG's losses?
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Fresr |
Foonparion Banx

Trust, Strength, Expetlence,

Incident Report:

Clignte Efficient Services Escrow

Incident Date(s):  12/17/2012, 01/24/2013, 01/30/2013

Incident Summary:

First Faundation Bank ("FFB") recelved foralgn wire requests on 1271772012, 01/24/2043, and
01/30/2013 from Efficlent Services Escrow {"ESE"), The three forelzh wire requests ware sent through FFB's
Private Access Business Online Banking system (“Businags Onfine”} and totaled § 1,558,483.00. The detalled
wira history can be sgen in Appandix A, An ESE employes named Julle Gardner was the orfginator of all the
wlres,

On Friday, February 22, 2013 FFB received a call from ESE officer Sa nely fones. Ms. jones asked FFB 1o
research the 3 wires, Onice FFB pravided the wire information to Ms, lones, she clalmed that the wires were
fraudulent. FFB attempted to recover the wiras on 02/25/2013, The 12/17/2012 wire was recovered on
3/1/2013, Through Wells Fargo, FFB's correspondent bank for these forelgn wires, Fr was informed that the
Banlk recelving the wires sent on 01/24/2013 and 01/30/2013 stated that its cllent clalmed these wires were not
fraudulent,

Incident Details:

Client Agreements:

ESE was orlginally setup o send Wires on 3/1/2010. On behalf of ESE, Robert Crenshaw execited a
Wire Transfer Services agresment that covers accounts 6000005519 and GO0C005527. FFB converted to & new
Online Banklng Services vendor on 8/17/2012. To cover the new features avaliable In the system, FFB recelved
new cash makagermeant and online banking agresments on 8/14/2012 from £SE, These updated agreaments
were executed on behalf of ESE by Ms. Jonss, The new agreements coverad Business Online and Online Wira
Services (WX}, The sgreements tovered accounts 6000005518 and §O00007267, The current agreements are
avaliable In Appendix |,

Account 5000012416 was opened on 9/41/2012 (the “RBJ Account”), ESE had the 881 Account sat upto
be accessible through Business Online with WX, The RRJ Account was added to ESE access on 9/18/2012, The
RBJ Agcount did not have Wire transfer access until 10/10/2012, On 10/10/2012, Faith Hamer, an Escrow Officer
and Branch Manager at ESE, sent an emalito FF8 stating she needed a "wire to go oyt Immedlatelyil” from the
RBJ Account, FFB employes Hmimy Ton assisted Faith with enabling WX access and sendlng out the first wire
from RBJ through Business Online, The emall cah be viewad on Appendix J, '

[Type Olfice Addtess Fere] # Phone! [Type Phone Number Fete] 4 Fax: {I'ype Fax Numbar Fete]
www.finc.com 4 [Type Bl Here]
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Trust. Sirength, Expatience,

International Business:

ESE Is an escrow services company a nd does the majority of thelr business domaesticaily, ESE hason
several occaslons requested Information about Internationst wire transactions, On 11/02/2012 Falth Hamer
sentan emaltto FFB stating that “I have a wire | need to send out this morning 1o a bank in China® tut that the
system was not setup to do so, The EBanking team contacted Ms. Ha mer and walked her through creating a
Forelgn Wire Templats on 11/02/2012, This was the first Forelgn Wire template created on E5E's Business
Onfine setup. This emall [s avallable on Appendix K.

On 11/06/2012, FFB receivad an email from Ms. Jones requesting Flrst Foundation Bank's $WIET
number, ASWIFT number 1s required by Interational banks to send a wire, Ms, Jones stated that ESE was
conducting internationsl business and nesded to recelve a forelgn wire, Ms. Jones's email Is avaiiable on
Appendix L, )

User Access:

Ms. lones is a Software Administrator for ESE. This gives her the ability to add, delete and change Usars
as needed for ESE, She hasa tonsistant history of managing the ESE users by deleting old ones, changing
accaunt and template access, and adding new emplayees as they are hired.

Ms. Jones created employee Ms. Gardner on 10/17/2012, On 10/18/2012, M, lones gave Ms. Gardhar
dreess 1o accounts 6000007267 and S00DG12418, On 10/18/2012 s, Jones also gave Ms. Gardner atcass to 37
separate existing wire transfer templates. Adding the templates gave Ms. Gardner access Lo send wire transférs,
These access changes can be seen on the File Malntenance Report on Appendix B,

Ms. Jones did not require dual controbon wire transfers that Ms, Gardner sent, Bual contral allows Ms,
Jones to review all wires before they are sent to FFB, ftis a control avallable for all of FFB’s wire transfer clients,

Bank regulators require Wire Transfer usars to loghn using layerad security, In compiiance with this, s,
Gardner was regulred to log in using a Vasco securlty token, The token generates a password that changes
every 32 seconds. In addition, Ms, Gardner has to enter a 4 dight PIN number during every login. The token halps
prevent the stealing of passwords as they are aiways changing. It also requires the user to have the physical
token In hand to be able to login. The PIN number is something the user has to know. Tha combination of
requirlng a physicat davice, an ever changing Password and o PRV creates a sirong authentication passwors,

Ms. Jones deleted Ms. Gardner from Business Online on 02/20/2013. FFB was Informed Ms. Gardner
was no fenger an employee of ESE on 02/22/2013.

[Type Office Address Here] + Phone: [Type Phone Number Here] ¢ Fax: [Type Fax Number Here]
wirw.fidnc.com ¢ [Type B-mafl Here]
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d trust, Strongih. Experensca.
User Activity:

Ms. Gardner was an active user of the Business Online system, An actlylty report shows that Ms,

Gardner's aceess 10 loggad Tn 153 times between 10/18/2012 and 02/‘20/2013 Ms, Gardner's database
Employee 1D in the system ls 1015,

The £BC Transaction by Employee report shows thet Employes 1018, Ms, Gardner logged inon
12/17/2012, 01/24/2013 and 01/30/2013, The report alse shows that the activity in those login sessions
included @ "WIREXCHANGE FOREIGN WIRE” transaction, This Is the transaction that shows confirmation of a
wire that Is sent through Business Ouline. A conflirmation was also produced on each wire, The conflrmation
numbers for the 3 wires in questien are below:

12/17/2012 Wire — 110006538
01/24/2013 Wire -~ 112100555
01/30/201% Wire -~ 112809065 '

The sesston activity reports can be viewed in Appendix €, The 12/17/12 and 01/30/13 wires griglhated
from the RBI Account. The G1/24/13 wire originated frem account number 6000007257, Agaln, the detaliad
wire history can be seen in Appendix A,

in additlon to the confirmation numbers, three emplovees at ESE recelved automated emall
notifications whenever a wire goes out. The three email addresses are sandvi@efficlenteseraw.com,
Teresa@efficentascrow.com, and falth@efficlentescrow.com. The emall addrescas belong to Ms, lones, Teresa
Mitchell and Falth Hamer respectively, All three ave or were once an employee at ESE. We have received
conflrmations from our software vendor that these wire notificatfon went out for the wires in fsstion on
12/17/2012, 01/24/2013 01/30/2013, A report was provided from the software vendor and 1s avallabie In
Appendix D,

Ws. Gardnar had an active role at ESE sending wires for the frm, From 10/18/2072 to 02/20/2013 Ms.
Gardner had sent 80 wlres, totallng over $8.5 mliiion dollars for ESE. Ms. Gardner often sent wires In large
amounts In excess of $250,000, A summary report of the wires that Ms. Gardner sent Is avallable In Appendix E.

Session Location:

The Business Online system {racks the Internet Protoco! (iP) address of every sesston and transaction
performied. The 1P address and can be used to help determine where online activity came from. FFBopenada
case 1o fnd the [P address of all transactions made from Ms. Gardner on Business Online for the dates
12/17/2012, 03/24/2013, and 01/30/2014. The IP that was reported Is 72.54.113,24. The results can ba seen on
Appendix F,

FFB also requested the IP address of a suecessful online banking transaction from Ms. Gardrer on
01/24/2013 for comparison, There was no regorted fraudulent activity reperted on a domestic wire sentby Ms,
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Gardner on 01/24/2013 for $2950, This was the same day as one of the fraudulent wires, The IP Address of the
non fraud wire came from 72,54.113.34, This is the same IP address as the other fraudulent transactions In
question. The IP report is available on Appendix G, The Session IP reports were created directly by FISERV, FFB's
core banking system pravider.

IP Address Research:

Adrlan Darmawan, the Chief Technology Officer of FFB performed research on the location of the IP
Address that was reported in the session activity for Ms. Gardner. The IP Address information can be viewed on
Appendix H. In summary, the IP Address for all the Internet banking activity for Ms. Gardner came from
72,54.113.34, This IP Is owned by internet service provider (ISP) Cheyond Communications. They have assighed
72.54.113,34 as a static IP registered to Efficient Services Escrow In Huntington Beach, California.

Incident Findings:

Based oni the IP information provided by Fiserv, First Foundation Bank believes that the wire transfer
request originated from the Efficlent Services Escrow office. The IP Address found on all sessions researched is
consistently 72.54.113.,34. This IP Is registered to Efficient Services Escrow in Huntington Beach, California.

Ms. Gardner was an authorized user, Adequate controls were In place for Ms. Gardner and her login
requirements from FFB Business Online. A onetime password Is required to login. The password generated by
the Vasco Go3 security token Is only active for 32 seconds. The user would also have to know the 4 digit PIN
number setup by Ms. Gardner on her initial login. Ms. Gardner has the ability to change the PIN number at
anytime f she knew it was compromised. These controls create an authentication requirement that meet or
exceed bank regulatory requirements,

The transaction and session history of Ms. Gardner suggests the possibllity of internal fraud. Ms. '
Gardner had authorized access to send wires on behalf of ESE. Ms. Gardner did not need a separate approval to
send out a wire. It took over 2 months for ESE to Inquire on the fraudulent wire from 12/17/2012. FFBsends a
notice to 3 different employees at ESE to assist with reconcilement and as an “out of band” method of
verification for wires. Out of band verification is also tool to help prevent fraud and catch fraud early. FFB did
not receive any inquiries from ESE regarding these emalls. Ms. Gardner’s employment with ESE ended with
reasons unknown to FFB. Her access from Business Online was removed on 02/20/2013,
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